
BOP Membership Application _ 

Date of Application:  _____________________ 

Date of Update: _________________________  

 

Important:  All information must be completed in its entirety.  Please print 
clearly and legibly to ensure accurate and timely processing. 

 

 

General Company Information  

Company Name: ___________________________________________________________________    Years in Business  ________yrs  _______ mos. 

Type of Ownership (indicate one):        Partnership            Sole Owner    Nonprofit      Corporation          LLC 

Owners and Officers Names and Titles: ________________________________________________________________________________________  

________________________________________________________________________________________________________________________  

________________________________________________________________________________________________________________________ 

Do you have any other company name(s) or dba?      Yes    No      If Yes, please list: _______________________________________________ 

Website Address: __________________________________________________________________________________________________________ 

Compliance/Security Contact Name and Email Address:  ___________________________________________________________________________ 

 

Physical Street Address (no P.O. box numbers, please): __________________________________________________________________________ 

City: _____________________________________  State: __________     ZIP: ______________       How Long? __________ yrs   __________ mos. 

MAIN Phone: (              ) _______________________  Fax: (              ) ______________________    Is this a residential address?    Yes     No 

Previous Address:  __________________________________________________________________________________________________ 

City: _____________________________________  State: __________     ZIP: ______________       How Long? __________ yrs   __________ mos. 

 

Principal of the Company (If sole owner or partnership, please complete the section below.) 

I understand that the information provided below will be used to obtain a consumer credit report and my creditworthiness may be considered 
when making a decision to grant membership 

Principal name: ____________________________________________________________________________________________________________ 

 

Affiliated or Parent Company Information 

* Do you have any branch offices located in the state of California?          Yes    No 

Affiliated or Parent Company Name: ___________________________________________________________________________________________ 

Contact Name: __________________________________________________               Title: ______________________________________________ 

Address: _____________________________________________________________       Phone: (                )  ________________________________ 

City: ______________________________________________________       State: ______________________       ZIP: ________________________ 

 

Business Information (Please tell us about your company.) 

Type of Business: ___________________________________________ Do you need a Purchase Order?   Yes    No    PO# _________________ 

Do you have an Investigation License?      Yes    No  If Yes, please provide a copy with this application. 

Estimated # of Credit Reports you will access monthly: _____________________________________________________________________________  

How will you access the Credit Reports?   Personal Computer      Other 

SIC Code: ________________________________________________________________________________________________________________ 

 

 

 



Permissible Purpose/Appropriate Use (Application will not be processed unless this information is provided.) 

Please describe the specific purpose for which product information will be used.  (What will you do with the information obtained?) 

This sect ion MUST be completed.  

Permissible Use: As required under Fair Credit Reporting Act, 15 U.S.C. § 1681, et. seq. (“FCRA”), the User must have a permissible purpose 
to order a consumer credit report.  BCR limits such permissible use to obtain a consumer credit report to be in connection with qualifying a 
business transaction where User has also contemporaneously requested a business credit report. User certifies that its permissible purpose for 
ordering consumer credit reports (“Reports”) is:  

   In connection with qualifying a business transaction.  Please describe in detail:  

_________________________________________________________________________________________________________________________ 

_________________________________________________________________________________________________________________________ 

_________________________________________________________________________________________________________________________ 

Include what services or products your company offers:  

_______________________________________________________________________________________________________ 

Bank Reference (Please provide the name of the bank which maintains your business checking account.) 

Bank Name: ___________________________________________________________     Phone: (                )  ________________________________ 

Address:_________________________________________________________________________________________________________________ 

City: ______________________________________________________       State: ______________________       ZIP: ________________________ 

The following applies to consumer credit products (i.e. Consumer Credit Reports, Business Owners Profile, and Small 
Business Intelliscore): 

I have read and understand the “FCRA Requirements” notice and “Access Security Requirements” and will take all reasonable 
measures to enforce them within my facility.  I certify that I will use the Experian product information for no other purpose other than 
what is stated in the Permissible Purpose/Appropriate Use section above on this application and for the type of business listed on this 
application.  I will not resell the report to any third party.  I understand that if my system is used improperly by company personnel, or 
if my access codes are made available to any unauthorized personnel due to carelessness on the part of any employee of my 
company, I may be held responsible for financial losses, fees, or monetary charges that may be incurred and that my access privilege 
may be terminated. 

I Certify that my company shall implement and maintain a comprehensive information security program written in one or more readily 
accessible parts and that contains administrative, technical, and physical safeguards that are appropriate to my company’s size and 
complexity, the nature and scope of its activities, and the sensitivity of the information provided to my company by Reseller; and that 
such safeguards shall include the elements set forth in 16 C.F.R. § 314.4 and shall be reasonably designed to (i) insure the security 
and confidentiality of the information provided by Reseller, (ii) protect against any anticipated threats or hazards to the security or 
integrity of such information, and (iii) protect against unauthorized access to or use of such information that could result in substantial 
harm or inconvenience to any consumer.  
 
I Certify that my company is the end user and will not further sell the information to any other person or entity.  

 
I Acknowledge that many services containing Experian information also contain information from the Death Master File as issued by 
the Social Security Administration (“DMF”); certify pursuant to Section 203 of the Bipartisan Budget Act of 2013 and 15 C.F.R. § 
1110.102 that, consistent with its applicable FCRA or GLB use of Experian information, the client’s use of deceased flags or other 
indicia within the Experian information is restricted to legitimate fraud prevention or business purposes in compliance with applicable 
laws, rules regulations, or fiduciary duty, as such business purposes are interpreted under 15 C.F.R. § 1110.102(a)(1); and certify that 
the client will not take any adverse action against any consumer without further investigation to verify the information from the 
deceased flags or other indicia within the Experian information.  

__________________________________________________________________________________ 
Company Name 

_________________________________________________________      ______________________      
Type or Print Name of Owner or Officer                   Title 

X_________________________________________________________    _______________________ 

 Authorized Signature                    Date 

 
Revised 5/9/19 



 
 
 
 
 
 

EXHIBIT C 
CUSTOMER AGREEMENT 

 
This Customer Agreement is executed as of the date set forth below by the undersigned customer (hereinafter referred 
to as "Customer") for the benefit of Business Credit Reports, Inc., (hereinafter referred to as "Reseller") and Experian 
Information Solutions, Inc., acting through its Business Information Solutions Group (hereinafter referred to as 
"Experian"). 
 
A. Restrictions on Use.  In consideration for Customer's right to receive and use certain data and services 
(collectively, the "Services") from Reseller and Experian, Customer understands and certifies to Experian and Reseller 
that the Services: 
 
(i) will be used solely in connection with a present or prospective credit or financial transaction with the business entity 

inquired upon or for other legitimate commercial purposes; 
 
(ii) will not be used as a factor in establishing an individual's eligibility for (a) credit or insurance to be used primarily 

for personal, family or household purposes, or (b) employment;  
 
(iii) will be used in compliance with all applicable laws, regulations and ordinances, and all special use restrictions set 

forth in the Agreement or adopted by Experian and/or Reseller hereafter; and 
 
(iv) will be maintained in confidence and disclosed only to persons whose duties reasonably relate to the business 

purposes for which the information was requested. 
 
B. Additional Restrictions for BOP and Intelliscore Plus or any other Experian Services containing consumer 
credit information.  If the Services include either Experian Business Owner Profile Report ("BOP") or Experian 
Intelliscore Plus Report or any other Experian Services containing consumer credit information, Customer further 
certifies to Experian and Reseller that it will use the consumer credit information in the BOP and Intelliscore Plus reports 
or other account monitoring reports solely in connection with a commercial (i.e., not for personal, family or household 
purposes) credit transaction involving the individual on whom such information is sought, and only if such individual: 
 
(i) is the proprietor of an unincorporated business; 
 
(ii) is a general partner in a partnership;  
 
(iii) is a guarantor of the business' obligation and has provided a copy of a written guaranty; or 
 
(iv) has given written instruction for the provision of such information; 

(v) will be used solely as an account monitoring tool when Experian Portfolio Monitoring Services are being provided; 
 
(vi) will be used in compliance with all applicable laws, regulations and ordinances, and all special use restrictions set 

forth in any agreement with Customer, Reseller and Experian or adopted by Experian or Reseller hereafter; and 

(vii) will be maintained in confidence and disclosed only to persons whose duties reasonably relate to the business 
purposes for which the information was requested. 

 
Every inquiry made on an individual will appear on such individual's Experian Consumer Information Solutions Group 
consumer credit report, listed as a BOP, SBI or account monitoring inquiry when using these reports, and will include 
the customer's business name and address. 
 
 
C. Warranty Disclaimer and Limitation of Liability.  CUSTOMER FURTHER ACKNOWLEDGES AND AGREES 
THAT THE DATA AND SERVICES: 
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(i) ARE PROVIDED ON AN AS IS AND AS AVAILABLE BASIS AND ARE NOT GUARANTEED AND THAT NEITHER 
THE RESELLER, EXPERIAN NOR THEIR SOURCES WILL BE LIABLE TO THE CUSTOMER FOR ANY LOSS 
OR DAMAGE BASED ON THE CONTENT OF THE DATA OR SERVICES OR ANY ERRORS OR OMISSIONS 
THEREFROM; 

 
(ii) ARE SUBJECT TO THE FOLLOWING EXCLUSION OF WARRANTY.  RESELLER, EXPERIAN AND THEIR 

SOURCES DO NOT GUARANTEE OR WARRANT THE ACCURACY, COMPLETENESS, CURRENTNESS, 
MERCHANTABILITY OR FITNESS FOR A PARTICULAR PURPOSE OF THE SERVICES, DATA OR THE MEDIA 
ON WHICH THE DATA IS PROVIDED AND SHALL NOT BE LIABLE TO CUSTOMER FOR ANY LOSS OR 
INJURY ARISING OUT OF OR CAUSED IN WHOLE OR IN PART BY RESELLER'S, EXPERIAN'S OR THEIR 
SOURCES' ACTS OR OMISSIONS, WHETHER NEGLIGENT OR OTHERWISE, IN PROCURING, COMPILING, 
COLLECTING, INTERPRETING, REPORTING, COMMUNICATING OR DELIVERING THE DATA OR 
SERVICES.  IN NO EVENT SHALL RESELLER, EXPERIAN OR THEIR SOURCES BE LIABLE TO CUSTOMER 
OR ANY THIRD PARTY FOR ANY INDIRECT, INCIDENTAL, CONSEQUENTIAL OR SPECIAL DAMAGES 
(INCLUDING BUT NOT LIMITED TO DAMAGES TO BUSINESS REPUTATION, LOST BUSINESS OR LOST 
PROFITS), WHETHER FORESEEABLE OR NOT, AND HOWEVER CAUSED, EVEN IF RESELLER, EXPERIAN 
OR THEIR SOURCES ARE ADVISED OF THE POSSIBILITY OF SUCH DAMAGES.  THIS PARAGRAPH 
STATES RESELLER'S, EXPERIAN'S AND THEIR SOURCES' ENTIRE LIABILITY AND THE SOLE REMEDY OF 
CUSTOMER IN CONNECTION WITH THE PROVISION OF THE DATA AND SERVICES. 

 
(iii) IF, NOTWITHSTANDING THE PRIOR PARAGRAPH, LIABILITY CAN BE IMPOSED ON RESELLER, EXPERIAN 

OR THEIR SOURCES, THEN CUSTOMER AGREES THAT THE AGGREGATE LIABILITY FOR ANY OR ALL 
LOSSES OR INJURIES TO CUSTOMER CONNECTION WITH ANYTHING TO BE DONE OR FURNISHED 
UNDER THE AGREEMENT, REGARDLESS OF THE CAUSE OR THE LOSS OR INJURY (INCLUDING 
NEGLIGENCE) AND REGARDLESS OF THE NATURE OF THE LEGAL OR EQUITABLE RIGHT CLAIMED TO 
HAVE BEEN VIOLATED, SHALL NEVER EXCEED THE AMOUNT PAID TO RESELLER FOR THE AFFECTED 
SERVICES AND CUSTOMER COVENANTS AND PROMISES THAT IT WILL NOT SUE RESELLER, EXPERIAN 
OR THEIR SOURCES FOR AN AMOUNT GREATER THAN SUCH SUM AND THAT IT WILL NOT SEEK 
PUNITIVE DAMAGES IN ANY SUIT AGAINST RESELLER, EXPERIAN OR THEIR SOURCES. 

 
 

Name of Customer:       

Signature:       

Print Name:       

Title:       

Date:       

 

 



 

 

Reseller – End User Service Agreement  

This Agreement is made and entered into as of ____________, 2019 (“Effective Date”) by and between Business 

Credit Reports Inc., (“Reseller”) and ________________________________________________ (“End User”).   

_ 
1. End User is a commercial business and has a permissible purpose for obtaining consumer reports in 

accordance with the Fair Credit Reporting Act (15 U.S.C. § 1681 et seq.) including, without limitation, 

all amendments thereto ("FCRA"). The End User certifies its permissible purpose as: 

Check one: 

___ In connection with a credit transaction involving the consumer on whom the information is to be     

furnished and involving the extension of credit to, or review or collection of an account of the 

consumer; or 

___ In connection with the underwriting of insurance involving the consumer or review of existing  policy 

holders for insurance underwriting purposes, or in connection with an insurance claim where written 

permission of the consumer has been obtained; or 

___ In connection with a tenant screening application involving the consumer; or 

 

___ In accordance with the written instructions of the consumer; or 

___ For a legitimate business need in connection with a business transaction that is initiated by the 

consumer; or 

___ As a potential investor, servicer or current insurer in connection with a valuation of, or 

assessment of, the credit or prepayment risks; or 

___ In connection with Employment Screening 

2. End User certifies that End User shall use the consumer reports: (a) solely for the Subscriber’s 

certified use(s); and (b) solely for End User’s exclusive one-time use. End User shall not request, 

obtain or use consumer reports for any other purpose including, but not limited to, for the purpose of 

selling, leasing, renting or otherwise providing information obtained under this Agreement to any other 

party, whether alone, in conjunction with End User’s own data, or otherwise in any service which is 

derived from the consumer reports. The consumer reports shall be requested by, and disclosed by End 

User only to End User’s designated and authorized employees having a need to know and only to the 

extent necessary to enable End User to use the Consumer Reports in accordance with this Agreement. 

End User shall ensure that such designated and authorized employees shall not attempt to obtain any 

Consumer Reports on themselves, associates, or any other person except in the exercise of their 

official duties. 

3. End User will maintain copies of all written authorizations for a minimum of five (5) years from the 

date of inquiry. 

4. THE FCRA PROVIDES THAT ANY PERSON WHO KNOWINGLY AND WILLFULLY 

OBTAINS INFORMATION ON A CONSUMER FROM A CONSUMER REPORTING 

AGENCY UNDER FALSE PRETENSES SHALL BE FINED UNDER TITLE 18 OF THE 

UNITED STATES CODE OR IMPRISONED NOT MORE THAN TWO YEARS, OR BOTH. 

5. End User shall use each Consumer Report only for a one-time use and shall hold the report in strict 

confidence, and not disclose it to any third parties; provided, however, that End User may, but is 



 

 

not required to, disclose the report to the subject of the report only in connection with an 

adverse action based on the report. Moreover, unless otherwise explicitly authorized in an 

agreement between Reseller and its End User for scores obtained from TransUnion, or as 

explicitly otherwise authorized in advance and in writing by TransUnion through 

Reseller, End User shall not disclose to consumers or any third party, any or all such 

scores provided under such agreement, unless clearly required by law. 

6. With just cause, such as violation of the terms of the End User’s contract or a legal          

requirement, or a material change in existing legal requirements that adversely affects the 

End User’s agreement, Reseller may, upon its election, discontinue serving the End User 

and cancel the agreement immediately. 

For those End Users that wish to receive TransUnion Scores as part of the consumer 

credit report being delivered, the agreement between Reseller and End User must also 

contain the following language: 

1.    End User will request Scores only for End User’s exclusive use. End User may 

store Scores solely for End User's own use in furtherance of End User's original 

purpose for obtaining the Scores. End User shall not use the Scores for model 

development or model calibration and shall not reverse engineer the Score. All 

Scores provided hereunder will be held in strict confidence and may never be 

sold, licensed, copied, reused, disclosed, reproduced, revealed or made accessible, 

in whole or in part, to any Person except (i) to those employees of End User with a 

need to know and in the course of their employment; (ii) to those third party 

processing agents of End User who have executed an agreement that limits the 

use of the Scores by the third party to the use permitted to End User and contains 

the prohibitions set forth herein regarding model development, model calibration 

and reverse engineering; (iii) when accompanied by the corresponding reason 

codes, to the consumer who is the subject of the Score; or (iv) as required by law. 

 

Reseller:      End User: 

 

Business Credit Reports, Inc.    ________________________ 

 

_____________________    ________________________ 

Signature of Representative    Signature of Representative 

 

_____________________    _____________________ 

Printed Name of Representative     Printed Name of Representative 

 

_____________________    _____________________ 

Title        Title  
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BUSINESS CREDIT REPORT’S USER AGREEMENT 
 

This Business Credit Report’s User Agreement (“Agreement”) is made and entered into between Business Credit 
Report, Inc., (“BCR”) and the undersigned (“User”) which shall govern the products and services provided by BCR to 
User.  This Agreement shall be effective at such time as BCR has sent written notification, whether via facsimile, e-
mail, or otherwise, to User indicating its acceptance of the terms and conditions of the Agreement (the “Effective 
Date”). 
 

1. Permissible Use: As required under Fair Credit Reporting Act, 15 U.S.C. § 1681, et. seq. (“FCRA”), the User 
must have a permissible purpose to order a consumer credit report.  BCR limits such permissible use to 
obtain a consumer credit report to be in connection with qualifying a business transaction where User has 
also contemporaneously requested a business credit report. User certifies that its permissible purpose for 
ordering consumer credit reports (“Reports”) is:  

 In connection with qualifying a business transaction.  Please describe in detail:  
________________________________________________________________________ 

________________________________________________________________________ 

2. User Certification: User herby certifies that it will only request Reports pursuant to procedures prescribed 
by BCR, which may be amended from time to time, and only for the permissible purpose certified above.  
The Reports shall not be obtained and/or used for any other purpose.  User further acknowledges that it is 
not one of the business listed in Addendum B attached hereto and that pursuant to Addendum C attached 
hereto, BCR provided it with a copy of its legal obligations as a user of consumer reports under the Fair 
Credit Reporting Act, 15 U.S.C. § 1681, et. seq. (“FCRA”).   

3. Confidentiality of Reports: Reports provided to User shall be for a one-time use and User shall hold the 
Report in strict confidence subject to all terms of this Agreement and not disclose it to any third parties.   

4. Payment for Reports/Services: User agrees to pay for all products and services it requests from BCR within 
fifteen (15) days of receiving an invoice from BCR as set forth in the “Pricing Schedule” attached hereto as 
Addendum A and incorporated herein by reference.  BCR reserves the right, in its sole discretion, to 
periodically change the rates charged to User as set forth in the Pricing Schedule.  BCR will send User prior 
written notice of any revisions to the Price Schedule.  User further agrees to pay the revised charges for any 
products and services it requests from BCR. 

5. Indemnification of BCR/ Bureaus: Upon request, User agrees to promptly furnish by telephone, electronic 
transmission, or in writing to BCR all required information related to transactions by User and its consumers, 
and to indemnify BCR, TransUnion LLC, and Experian Information Solutions, Inc., (the last two entities 
collectively referred to as the “Bureaus”), and the directors, officers, employees, agents and representatives 
of each, jointly and severally, from any loss, damage, attorney's fees and costs related to or arising out of 
any claim or suit based on alleged violation(s) of the FCRA, similar state laws or provisions of this Agreement. 
 

6. Term of Agreement: This Agreement shall continue in force without any fixed date of termination, subject 
to cancellation by either party upon thirty (30) days written notice to the other party, subject to the rights 
retained by each party as set forth herein. BCR shall have the right to terminate this Agreement, at any time 
and without prior notice, in the event of the User’s violation or alleged violation of any federal, state or local 
laws, ordinances, regulations, or rules, litigation or arbitration proceedings or governmental action affecting 
the operation of BCR or Bureaus, or upon breach of any provision of this Agreement.  User shall remain 
responsible for the payment of any products and services it requests from BCR provided to User prior to 
termination of this Agreement. 

7. No Warranties/Guaranties: BCR is a reseller of the Reports to User.  BCR does not warrant or guaranty the 
accuracy of the consumer information in the Reports furnished to User.  That consumer information is 
provided by the Bureaus.  User acknowledges that BCR does not compile the raw, original source data used 
to generate its Reports.  BCR merges the data, as it is received, from the Bureaus.  User holds BCR harmless 
for any errors and omissions in connection with the Reports provided User.  
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8. DMF & Fraud Flags: User hereby acknowledges and certifies that many of the services containing 
information from Bureaus also contains information from the Death Master File as issued by the Social 
Security Administration (“DMF”); and certifies pursuant to Section 203 of the Bipartisan Budget Act of 2013 
and 15 C.F.R. § 1110.102 that any use of deceased flags or other notations that may be included from the 
Bureaus is restricted to legitimate fraud prevention or business purposes in compliance with applicable laws, 
rules regulations, or fiduciary duty, as such business purposes are interpreted under 15 C.F.R. § 
1110.102(a)(1); and certifies that it will not take any adverse action against any consumer without further 
investigation to verify the information from the deceased flags or other notations from the Bureaus.  
 

9. Audit User Records: User agrees that BCR and Bureaus shall have the right to audit User’s records that are 
relevant to the products or services sold under this Agreement.  User further agrees that it will respond 
promptly to any investigation, inquiry or information request from the Bureaus regarding information 
provided to User.  User understands that each of the Bureaus may suspend or terminate access to its 
information or Reports in the event User fails to cooperate with any such investigation, inquiry or 
information request and such a suspension or termination is beyond BCR’s control. 
 

10. Compliance With Policies/Procedures: User agrees to comply with all applicable laws, regulations, policies, 
and procedures promulgated by BCR and the Bureaus as may be amended from time to time.  BCR will 
provide notice of any new or revised policies and procedures. User agrees that any new or revised policies 
and procedures will be effective upon receipt, unless otherwise noted in the documents.  If User does not 
agree to any of the terms related to the policies or procedures, this Agreement will terminate  automatically 
pursuant to paragraph 6 of this Agreement. In the event of termination, User agrees not to place any further 
requests for Reports with BCR.  BCR will rely upon any request for Reports after User is provided revised 
policies and procedures as User’s acceptance and agreement to the revised policies and procedures.  
 

11. Compliance With Applicable Laws & Regulations:   

a. During the term of this Agreement, User, and each of its affiliates, employees, agents, sub-
contractors and/or representatives warrant that it is aware of and is in compliance with all 
applicable federal, state and local statutes, regulations and rules, including, without limitation, the 
FCRA. User’s violation of any applicable laws, ordinances, regulations or policies and procedures 
constitutes User’s material breach under this Agreement. It shall be User’s sole responsibility to 
remain informed of all applicable laws, regulations, and rules.   

b. User agrees that it will properly protect and dispose of all consumer information pursuant to all 
applicable federal, state, and local laws.  “Consumer Information,” as used herein, shall mean any 
record (or compilation thereof) about an individual, whether in paper, electronic, or other form, 
that is a consumer report or is derived from a consumer report.  User shall comply with all 
applicable state and local laws regarding consumer credit or consumer identity protection. 

c. If applicable, User certifies that it is in compliance with Section 1785.14(a) of the California Civil 
Code (see Addendum D attached hereto and incorporated into this Agreement), and that it is not 
a retail seller as defined in Section 1802.3 of the California Civil Code.   

d. If applicable, User certifies that it is in compliance with the Vermont Fair Credit Reporting Statute, 
9 V.S.A., a copy of which is attached hereto as Addendum E and incorporated into this  Agreement. 

e. User agrees to fully support and implement policies that protect the confidential nature of 
information furnished by and through BCR and insure respect for consumers’ rights to privacy.  User 
agrees to abide by the Information Security Policy and Access Security Requirements attached as 
Addendum F and incorporated into this Agreement, and User will ensure the compliance of all of 
its affiliates, personnel, agents, sub-contractors and/or representatives who have access to 
consumer credit information. 

12. Exclusion of Certain Reports: User represents and warrants that it will not request, obtain or use any 
Reports for employment, criminal record or investigative purposes of a consumer or business owner.  User 
further represents and warrants it will only obtain a consumer credit report in connection with qualifying a 
business transaction where User has also contemporaneously requested a business credit report. 
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13. User Hiring/Background Checks: User represents and warrants to BCR that it maintains comprehensive 
hiring policies and procedures which include, among other things, a background check conducted in 
accordance with the requirements of the FCRA.     

14. Data Security Requirements:  

a. User agrees to fully support and implement strict security policies and procedures that protect the 
confidential nature of information furnished by the Bureaus and provided through BCR and insure 
respect for consumers’ rights to privacy.  

b. User shall notify BCR within twenty-four (24) hours following discovery of any breach of the 
security of consumer reporting data if the personal information of consumers was, or is reasonably 
believed to have been, acquired by an unauthorized person. 

c. In the event a data security breach is suspected or has occurred, User agrees to cooperate with any 
investigation, inquiry or information request from BCR or the Bureaus.  The nature and timing of 
any required notifications to consumers regarding the breach shall be approved by BCR or as 
otherwise required by law.   

d. In the event that BCR, or the Bureaus, determine that a data security breach was within the control 
of User: (1) User shall provide to each affected or potentially affected consumer credit history 
monitoring  services for a minimum of one (1) year in which the consumer’s credit history is 
monitored and the consumer receives daily notification of changes that may indicate fraud or ID 
theft from at least one of the Bureaus; and (2) BCR, or the Bureaus, may in their sole discretion 
assess User an expense recovery fee. 

15. Monitoring of User: User agrees that BCR may monitor User, including without limitation, its affiliates, 
personnel, agents, sub-contractors and/or representatives who have access to consumer credit information 
on an ongoing basis to determine compliance with applicable law and the provisions of this Agreement.  
User agrees that BCR may verify, through audit or otherwise, that User is in fact the end user of the credit 
information with no intention to resell or otherwise provide or transfer the credit information in whole or 
in part to any other person or entity.  BCR may utilize a third party vendor to perform any on-site inspection 
of User’s business and User agrees to allow such third party access to its facilities and information related 
to its receipt and use of Reports provided by BCR.  

16. Physical Inspection of Premises: As determined in the sole discretion of BCR, User is required to pass a 
physical inspection of its business premises in order to validate the legitimacy and location of the business 
and to ensure security measures in restricting access to consumer information.  Users located out of a 
residence are required to undergo an annual on-site inspection, and must demonstrate that the office is 
kept separate from the remainder of the home, and is a secure environment.  The User will be charged for 
the cost of the inspection.  In addition, User agrees to notify BCR of any change of ownership, control or 
management of User within fifteen (15) days prior to any such change.  In the event of a change in ownership 
or control of User’s business, BCR may elect to terminate this Agreement.  Any change in the ownership, 
control or management of User, BCR, in its sole discretion, may require submission of a new application 
and/or new Agreement between User and BCR to obtain future Reports.  

17. Bureaus’ Requirements: User understands and agrees that consumer credit information that BCR delivers 
to User is obtained from the Bureaus, each of which impose different conditions on the acquisition, use and 
disposal of such information.  User agrees to abide by the terms and conditions, as they may be modified 
and amended from time-to-time, of Experian’s requirements that are attached to and incorporated herein 
as Addendum G and TransUnion’s requirements that are attached hereto and incorporated herein as 
Addendum H.     

User acknowledges that the most current copies of all documents in the attached Addendums may be 
obtained from BCR’s website at: https://reports.businesscreditreports.com/ReportSearch.     

18. User’s Representations/Warranties: User represents and warrants to BCR, that it has the full legal right to 

use the Reports hereunder for its intended lawful purpose.  User represents and warrants to BCR that it 

will not use the Reports in a manner that would violate or infringe upon the rights of any consumer, 

private person, third party, applicable consumer protection or privacy laws, including without limitation 

the FCRA and similar state laws.  User agrees that it will defend, indemnify and hold harmless BCR and the 

https://nam04.safelinks.protection.outlook.com/?url=https%3A%2F%2Freports.businesscreditreports.com%2FReportSearch&data=02%7C01%7C%7C7cde982c6db448a0cf4108d6d55c4ea0%7C84df9e7fe9f640afb435aaaaaaaaaaaa%7C1%7C0%7C636930989761270257&sdata=djVhdQCI6TKMiRisXuIQutZ%2B3SVUtLwdE8OHPRoUtoI%3D&reserved=0
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Bureaus, including their directors, officers, employees, agents and representatives of each, jointly and 

severally, against any loss, damage, attorney's fees and costs related to or arising out of any claim or suit 

brought against them alleging violation of any law, rule or regulation or any agreement pertaining to its 

use the Reports are set forth herein.   The foregoing representations and warranties by Company shall 

survive the expiration, termination, or cancellation of this Agreement. 

 

19. No Joint Venture: Nothing contained in this Agreement shall be construed as creating a joint venture, 
partnership, licensor-licensee, principal-agent, or mutual agency relationship between or among the 
parties.  No party, by virtue of this Agreement, has any right or power to create any obligation, express or 
implied, on behalf of any other party.  No party, or employee of any party, will be deemed to be an employee 
of another party by virtue of this Agreement. 

20. Force Majeure: Notwithstanding any provision to the contrary, no party to this Agreement will be liable to 
the other party for any delay or interruption in performance of any obligation resulting from governmental 
emergency orders, judicial or governmental action, emergency regulations, sabotage, riots, vandalism, labor 
strikes or disputes, acts of God, fires, electrical failure, major computer hardware or software failures, 
equipment delivery delays, acts of third parties, or any other cause, if the delay or interruption in 
performance is beyond the party’s reasonable control. 

21. Disputed Charges: User shall have the right to dispute any invoiced charges within thirty (30) days of receipt 
by sending written notice to BCR. User’s failure to dispute any invoiced charges within such thirty (30) day 
period shall constitute a waiver by User to dispute the charges in the future and the charges set forth in the 
invoice(s) shall be all due and payable as originally invoiced to Company. 

22. Delinquent Accounts: Delinquent accounts are subject to suspension of services by BCR without prior 
written notice to User.  If User was extended special discount pricing it will be withdrawn and the account 
will revert to the appropriate Price Tier based upon average reports used annually by User. 

23. Federal, State, Local Taxes/Fees: The fees set forth in this Agreement do not include any Federal, State, 
Local taxes or fees.  User shall be solely responsible for the payment of any such taxes or fees. 

24. Limitation of Liability/Damages:  Notwithstanding anything to the contrary in this Agreement or otherwise, 
in no event shall either party to this Agreement be liable to the other party, or to any other third party, for 
any indirect, incidental, consequential or special damages, including but not limited to damages to business 
reputation, goodwill, lost business or lost profits, whether foreseeable or not and however caused, even if 
either party to this Agreement is advised of the possibility of such damages. 

25. Confidentiality:  Each party agrees to maintain in strict confidence the existence and contents of this 
Agreement.  Company acknowledges it has received proprietary and confidential information from BCR 
including pricing information related to the credit reports and Services.  Each party agrees that it will 
maintain such proprietary and confidential information obtained from the other in strict confidence and will 
not disclose such information to any competitors or other third parties, except to employees who have a 
need to know, and will use such proprietary and confidential information only for purposes of this 
Agreement.   

26. Attorney’s Fees: Should any litigation or arbitration be commenced between the parties or their 
representatives concerning any provision of, or the rights and duties of any person or entity under this 
Agreement, the party prevailing in such litigation or arbitration shall be entitled, in addition to such other 
relief as may be granted, to reasonable attorneys' fees and costs. 

27. Choice of Law:  This Agreement will be governed in accordance with the laws of the State of Tennessee 
without regard to conflict of law principles that would result in the application of any law other than the 
law of the State of Tennessee. Any dispute under this Agreement shall be brought in the federal or state 
courts in Summer County, Tennessee. 

28. Successors & Permitted Assigns:  This Agreement will be binding upon and will inure to the benefit of the 
parties hereto and their respective heirs, representatives, successors and permitted assignees. This 
Agreement may not be assigned, transferred, shared or divided in whole or in part by User without prior 
written consent of BCR.  
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29. Entire Agreement:  This Agreement contains the entire agreement relating to its subject matter between 
the parties and supersedes any prior or contemporaneous oral or written agreements or representations.  
It may be modified only by a written agreement duly executed by authorized representatives of both BCR 
and User. 

30. Severability:  This Agreement shall be deemed to be severable, and if any provision is determined to be void 
or unenforceable, then such provision will be deemed severed and the remainder of the Agreement shall 
be enforced. 

31. Amendment / Waiver:  This Agreement may only be amended by a written instrument signed by each of 
the parties.  A waiver of any right under any provision of this Agreement by either party hereunder shall be 
valid only if such waiver is in writing and signed by the party to be charged. No waiver of any right under 
any provision of this Agreement on any occasion shall be a waiver of any other right or under any other 
provision or on any other occasion. No extension of time for performance of any obligation or act shall be 
deemed an extension of the time for performance of any other obligation or act. 

THE FCRA PROVIDES THAT ANY PERSON WHO KNOWINGLY AND WILLFULLY OBTAINS 

INFORMATION ON A CONSUMER FROM A CONSUMER REPORTING AGENCY UNDER 

FALSE PRETENSES SHALL BE FINED UNDER TITLE 18, UNITED STATES CODE, IMPRISONED 

NOT MORE THAN TWO YEARS, OR BOTH. 
 

The person signing below certifies, represents and warrants that he or she: (1) is duly authorized to bind the User 
company set forth below, to the terms, conditions and certifications of this Agreement; (2) has direct knowledge of 
the facts certified in this Agreement; (3) has direct knowledge of the information set forth in the accompanying 
User Application; and (4) is authorized and hereby consents for User to receive e-mail, electronic notices of faxes,  
sent by BCR to User under the terms of this Agreement.  The person signing below also authorizes BCR to treat a 
photocopy or facsimile of such person’s signature as if it were an original.  The person signing below also authorizes 
BCR to access individual consumer credit report and business report on behalf of User in connection with the terms 
of this Agreement.   

 

User: 
 
Dated: _________________________ 
 
Signed: ________________________   
 
Printed Signature: __________________________    
 
Title: _________________________   
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Sample Letter of Intent 

 

Trans Union also requires a separate letter of intent.  The Letter of Intent must be on the User’s company 

letterhead and must be signed by an officer, owner or authorized manager of the company.  The Letter of Intent 

must include, at a minimum, the following information (in the End User’s own words): 

• The nature of its business 

• Its intended use for the products or services 

• Its anticipated monthly volume 

• Intent as to whether it anticipates its access to be primarily local, regional, or national 

 

 

Sample Letter 

 

May 23, 2019 

 

Business Credit Reports 

1645 Nashville Pike  

Gallatin, TN 37075 

 

Attention: BCR Compliance Department 

 

RE: Letter of Intent Re: Use of Consumer Credit Reports. 

 

[Insert company name] is in the business of _________________________________.  Please be advised that [Insert 

company name] intends to obtain consumer credit reports in connection with qualifying a business transaction where 

it has also contemporaneously requested a business credit report.  Our monthly volume in credit reports and 

ancillary products and services will be the amount of _____ per month.  Our access will be local, regional, and 

national.  

 

Sincerely, 

 

 

 

 

End User 

CEO 
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ADDENDUM “A” 

BCR Pricing Schedule 

 

Your Price Tier is “____ ” 
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ADDENDUM B 

PROHIBITED BUSINESS LIST 

 
1. Adult entertainment service of any kind 

2. Business that operates out of an apartment or unrestricted location within a residence (unless 
approved in writing by BCR and Bureaus in advace) 

3. Attorneys or Law Firms of any type, except Bankruptcy Attorneys when assisting a consumer in 
conjunction with bankruptcy filing (consumer must provide written consent) 

4. Bail bondsman 

5. Check cashing 

6. Credit counseling 

7. Credit repair clinic or organization 

8. Dating service 

9. Financial counseling 

10. Genealogical or heir research firm 

11. Massage services 

12. Company that locates missing children 

13. Pawn shop 

14. Private detectives, detective agencies or investigative companies 

15. Individual seeking information for their private use 

16. Company that handles third party repossession 

17. Company or individual involved in spiritual counseling 

18. Subscriptions (magazines, book clubs, record clubs, etc.) 

19. Tattoo service 

20. Insurance Claims 

21. Internet Locator Services 

22. Asset Location Services 

23. Future Services (i.e., health clubs, timeshare, continuity clubs, etc.) 

24. News Agencies or journalists 

25. Law Enforcement (except for employment screening) 

26. Any company or individual who is known to have been involved in credit fraud or other unethical 
business practices 

27. Companies listed on credit bureau alert report notifications. 
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ADDENDUM C 

NOTICE TO USERS OF CONSUMER REPORTS: 
OBLIGATIONS OF USERS UNDER THE FCRA 

The federal Fair Credit Reporting Act (FCRA) requires that this notice be provided to inform users of consumer 
reports of their legal obligations.  State law may impose additional requirements. This first section of this summary 
sets forth the responsibilities imposed by the FCRA on all users of consumer reports. The subsequent sections 
discuss the duties of users of reports that contain specific types of information, or that are used for certain 
purposes, and the legal consequences of violations. The text of the FCRA, 15 U.S.C. 1681-1681x, is set forth in full 
at the Federal Trade Commission's Internet web site (http://www.ftc.gov).  At the end of this document is a list of 
United States Code citations for the FCRA.  Other information about user duties is also available at the Consumer 
Financial Protection Bureau’s (CFPB) website at www.consumerfinance.gov/learnmore. Users must consult the 
relevant provisions of the FCRA for details about their obligations under the FCRA. 

I. OBLIGATIONS OF ALL USERS OF CONSUMER REPORTS 

A. Users Must Have a Permissible Purpose 

Congress has limited the use of consumer reports to protect consumers’ privacy. All users must have a permissible 
purpose under the FCRA to obtain a consumer report. Section 604 contains a list of the permissible purposes 
under the law. These include: 

• As ordered by a court or a federal grand jury subpoena. Section 604(a)(1)  
• As instructed by the consumer in writing. Section 604(a)(2)  
• For the extension of credit as a result of an application from a consumer, or the review or collection of 
a consumer’s account. Section 604(a)(3)(A) 
• For employment purposes, including hiring and promotion decisions, where the consumer has 
given written permission. Sections 604(a)(3)(B) and 604(b)  
• For the underwriting of insurance as a result of an application from a consumer. Section 604(a)(3)(C)  
• When there is a legitimate business need, in connection with a business transaction that is initiated by 
the consumer. Section 604(a)(3)(F)(i)  
• To review a consumer’s account to determine whether the consumer continues to meet the terms of 
the account. Section 604(a)(3)(F)(ii)  
• To determine a consumer’s eligibility for a license or other benefit granted by a governmental 
instrumentality required by law to consider an applicant’s financial responsibility or status. 
Section  604(a)(3)(D) 
• For use by a potential investor or servicer, or current insurer, in a valuation or assessment of the credit or 
prepayment risks associated with an existing credit obligation. Section 604(a)(3)(E)  
• For use by state and local officials in connection with the determination of child support payments, 
or modifications and enforcement thereof. Sections 604(a)(4) and 604(a)(5)  

In addition, creditors and insurers may obtain certain consumer report information for the purpose of 
making “prescreened” unsolicited offers of credit or insurance. Section 604(c). The particular obligations of 
users of “prescreened” information are described in Section VII below. 

B. Users Must Provide Certifications 

Section 604(f) prohibits any person from obtaining a consumer report from a consumer reporting agency (CRA) 
unless the person has certified to the CRA the permissible purpose(s) for which the report is being obtained 
and certifies that the report will not be used for any other purpose. 

C. Users Must Notify Consumers When Adverse Actions Are Taken 
 

The term “adverse action” is defined very broadly by Section 603. “Adverse actions” include all business, credit, 
and employment actions affecting consumers that can be considered to have a negative impact as defined by 
Section 603(k) of the FCRA – such as denying or canceling credit or insurance, or denying employment or 
promotion. No adverse action occurs in a credit transaction where the creditor makes a counteroffer that is 
accepted by the consumer. 
 
 

http://www.ftc.gov/
http://www.consumerfinance.gov/learnmore
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1. Adverse Actions Based on Information Obtained From a CRA 

If a user takes any type of adverse action as defined by the FCRA that is based at least in part on information 
contained in a consumer report, Section 615(a) requires the user to notify the consumer. The notification may be 
done in writing, orally, or by electronic means. It must include the following: 

• The name, address, and telephone number of the CRA (including a toll-free telephone number, if it is 
a nationwide CRA) that provided the report. 
• A statement that the CRA did not make the adverse decision and is not able to explain why the 
decision was made. 
• A statement setting forth the consumer’s right to obtain a free disclosure of the consumer’s file from 
the CRA if the consumer makes a request within 60 days. 
• A statement setting forth the consumer’s right to dispute directly with the CRA the accuracy 
or completeness of any information provided by the CRA. 

2. Adverse Actions Based on Information Obtained From Third Parties Who Are Not Consumer 
Reporting Agencies 

If a person denies (or increases the charge for) credit for personal, family, or household purposes based either 
wholly or partly upon information from a person other than a CRA, and the information is the type of consumer 
information covered by the FCRA, Section 615(b)(1) requires that the user clearly and accurately disclose to the 
consumer his or her right to be told the nature of the information that was relied upon if the consumer makes a 
written request within 60 days of notification. The user must provide the disclosure within a reasonable period 
of time following the consumer’s written request. 

3. Adverse Actions Based on Information Obtained From Affiliates 

If a person takes an adverse action involving insurance, employment, or a credit transaction initiated by the 
consumer, based on information of the type covered by the FCRA, and this information was obtained from an 
entity affiliated with the user of the information by common ownership or control, Section 615(b)(2) requires the 
user to notify the consumer of the adverse action. The notice must inform the consumer that he or she may obtain 
a disclosure of the nature of the information relied upon by making a written request within 60 days of receiving 
the adverse action notice. If the consumer makes such a request, the user must disclose the nature of the 
information not later than 30 days after receiving the request. If consumer report information is shared among 
affiliates and then used for an adverse action, the user must make an adverse action disclosure as set forth in I.C.1 
above. 

D. Users Have Obligations When Fraud and Active Duty Military Alerts are in Files 

When a consumer has placed a fraud alert, including one relating to identify theft, or an active duty military alert 
with a nationwide consumer reporting agency as defined in Section 603(p) and resellers, Section 605A(h) imposes 
limitations on users of reports obtained from the consumer reporting agency in certain circumstances, including 
the establishment of a new credit plan and the issuance of additional credit cards. For initial fraud alerts and 
active duty alerts, the user must have reasonable policies and procedures in place to form a belief that the user 
knows the identity of the applicant or contact the consumer at a telephone number specified by the consumer; in 
the case of extended fraud alerts, the user must contact the consumer in accordance with the contact information 
provided in the consumer’s alert. 

E. Users Have Obligations When Notified of an Address Discrepancy 

Section 605(h) requires nationwide CRAs, as defined in Section 603(p), to notify users that request reports when 
the address for a consumer provided by the user in requesting the report is substantially different from the 
addresses in the consumer’s file. When this occurs, users must comply with regulations specifying the procedures 
to be followed. 

Federal regulations are available at www.consumerfinance.gov/learnmore. 

F. Users Have Obligations When Disposing of Records  

Section 628 requires that all users of consumer report information have in place procedures to properly dispose 
of records containing this information. Federal regulations are available at 
www.consumerfinance.gov/learnmore. 

http://www.consumerfinance.gov/learnmore.
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II. CREDITORS MUST MAKE ADDITIONAL DISCLOSURES 

If a person uses a consumer report in connection with an application for, or a grant, extension, or provision of, 
credit to a consumer on material terms that are materially less favorable than the most favorable terms available 
to a substantial proportion of consumers from or through that person, based in whole or in part on a consumer 
report, the person must provide a risk-based pricing notice to the consumer in accordance with regulations 
prescribed by the CFPB. 

Section 609(g) requires a disclosure by all persons that make or arrange loans secured by residential real property 
(one to four units) and that use credit scores. These persons must provide credit scores and other information 
about credit scores to applicants, including the disclosure set forth in Section 609(g)(1)(D) (“Notice to the Home 
Loan Applicant”). 

III. OBLIGATIONS OF USERS WHEN CONSUMER REPORTS ARE OBTAINED FOR EMPLOYMENT PURPOSES 

A. Employment Other Than in the Trucking Industry 

If the information from a CRA is used for employment purposes, the user has specific duties, which are set forth 
in Section 604(b) of the FCRA. The user must: 

• Make a clear and conspicuous written disclosure to the consumer before the report is obtained, 
in a document that consists solely of the disclosure, that a consumer report may be obtained. 
• Obtain from the consumer prior written authorization. Authorization to access reports during the term 
of employment may be obtained at the time of employment. 
• Certify to the CRA that the above steps have been followed, that the information being obtained will 
not be used in violation of any federal or state equal opportunity law or regulation, and that, if any 
adverse action is to be taken based on the consumer report, a copy of the report and a summary of the 
consumer’s rights will be provided to the consumer. 
• Before taking an adverse action, the user must provide a copy of the report to the consumer as well as 
the summary of consumer’s rights (The user should receive this summary from the CRA.) An adverse 
action notice should be sent after the adverse action is taken pursuant to Section 615(a). 

An adverse action notice also is required in employment situations if credit information (other than transactions 
and experience data) obtained from an affiliate is used to deny employment. Section 615(b)(2). 

The procedures for investigative consumer reports and employee misconduct investigations are set forth below. 

B. Employment in the Trucking Industry 

Special rules apply for truck drivers where the only interaction between the consumer and the potential 
employer is by mail, telephone, or computer. In this case, the consumer may provide consent orally or 
electronically, and an adverse action may be made orally, in writing, or electronically. The consumer may obtain a 
copy of any report relied upon by the trucking company by contacting the company. 

IV. OBLIGATIONS WHEN INVESTIGATIVE CONSUMER REPORTS ARE USED 

Investigative consumer reports are a special type of consumer report in which information about a consumer’s 
character, general reputation, personal characteristics, and mode of living is obtained through personal interviews 
by an entity or person that is a consumer reporting agency. Consumers who are the subjects of such reports are 
given special rights under the FCRA. If a user intends to obtain an investigative consumer report, Section 606 
requires the following: 
 

• The user must disclose to the consumer that an investigative consumer report may be obtained. This 
must be done in a written disclosure that is mailed, or otherwise delivered, to the consumer at some 
time before or not later than three days after the date on which the report was first requested. The 
disclosure must include a statement informing the consumer of his or her right to request additional 
disclosures of the nature and scope of the investigation as described below, and the summary of 
consumer rights required by Section 609 of the FCRA. (The summary of consumer rights will be provided 
by the CRA that conducts the investigation.) 
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• The user must certify to the CRA that the disclosures set forth above have been made and that the 
user will make the disclosure described below. 
 
 
• Upon the written request of a consumer made within a reasonable period of time after the disclosures 
required above, the user must make a complete disclosure of the nature and scope of the investigation. 
This must be made in a written statement that is mailed or otherwise delivered, to the consumer no 
later than five days after the date on which the request was received from the consumer or the report 
was first requested, whichever is later in time. 

V. SPECIAL PROCEDURES FOR EMPLOYMEE INVESTIGATIONS 

Section 603(x) provides special procedures for investigations of suspected misconduct by an employee or for 
compliance with Federal, state or local laws and regulations or the rules of a self-regulatory organization, and 
compliance with written policies of the employer. These investigations are not treated as consumer reports so long 
as the employer or its agent complies with the procedures set forth in Section 603(x), and a summary describing the 
nature and scope of the inquiry is made to the employee if an adverse action is taken based on the investigation. 

VI. OBLIGATIONS OF USERS OF MEDICAL INFORMATION 

Section 604(g) limits the use of medical information obtained from consumer reporting agencies (other than 
payment information that appears in a coded form that does not identify the medical provider). If the information 
is to be used for an insurance transaction, the consumer must give consent to the user of the report or the 
information must be coded. If the report is to be used for employment purposes – or in connection with a credit 
transaction (except as provided in regulations) the consumer must provide specific written consent and the medical 
information must be relevant. Any user who receives medical information shall not disclose the information to any 
other person (except where necessary to carry out the purpose for which the information was disclosed, or a 
permitted by statute, regulation, or order). 

VII. OBLIGATIONS OF USERS OF “PRESCREENED” LISTS 

The FCRA permits creditors and insurers to obtain limited consumer report information for use in connection with 
unsolicited offers of credit or insurance under certain circumstances. Sections 603(1), 604(c), 604(e), and 615(d). 
This practice is known as “prescreening” and typically involves obtaining from a CRA a list of consumers who meet 
certain preestablished criteria. If any person intends to use prescreened lists, that person must (1) before the offer 
is made, establish the criteria that will be relied upon to make the offer and to grant credit or insurance, and (2) 
maintain such criteria on file for a three-year period beginning on the date on which the offer is made to each 
consumer. In addition, any user must provide with each written solicitation a clear and conspicuous statement 
that: 

• Information contained in a consumer’s CRA file was used in connection with the transaction. 
• The consumer received the offer because he or she satisfied the criteria for credit worthiness 
or insurability used to screen for the offer. 
• Credit or insurance may not be extended if, after the consumer responds, it is determined that 
the consumer does not meet the criteria used for screening or any applicable criteria bearing on 
credit worthiness or insurability, or the consumer does not furnish required collateral. 
• The consumer may prohibit the use of information in his or her file in connection with future 
prescreened offers of credit or insurance by contacting the notification system established by the 
CRA that provided the report. The statement must include the address and toll-free telephone 
number of the appropriate notification system. 
 

In addition, the CFPB has established the format, type size, and manner of the disclosure required by Section 615(d), 
with which users must comply. The relevant regulation is 12 CFR 1022.54. 
 
VIII. OBLIGATIONS OF RESELLERS 

A. Disclosure and Certification Requirements  

Section 607(e) requires any person who obtains a consumer report for resale to take the following steps: 

• Disclose the identity of the end-user to the source CRA. 
• Identify to the source CRA each permissible purpose for which the report will be furnished to the end-
user. 
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• Establish and follow reasonable procedures to ensure that reports are resold only for 
permissible purposes, including procedures to obtain: 
(1) the identify of all end-users; 
(2) certifications from all users of each purpose for which reports will be used; and 
(3) certifications that reports will not be used for any purpose other than the purpose(s) specified to 
the reseller. Resellers must make reasonable efforts to verify this information before selling the 
report. 

B. Reinvestigations by Resellers 

Under Section 611(f), if a consumer disputes the accuracy or completeness of information in a report prepared by 
a reseller, the reseller must determine whether this is a result of an action or omission on its part and, if so, 
correct or delete the information. If not, the reseller must send the dispute to the source CRA for reinvestigation. 
When any CRA notifies the reseller of the results of an investigation, the reseller must immediately convey the 
information to the consumer. 

C. Fraud Alerts and Resellers 

Section 605A(f) requires resellers who receive fraud alerts or active duty alerts from another consumer 
reporting agency to include these in their reports. 

IX. LIABILITY FOR VIOLATIONS OF THE FCRA 

Failure to comply with the FCRA can result in state government or federal government enforcement actions, as 
well as private lawsuits. Sections 616, 617, and 621. In addition, any person who knowingly and willfully obtains a 
consumer report under false pretenses may face criminal prosecution. Section 619. 

The text of the FCRA, 15 U.S.C. Sections 1681-1681u, is set forth in full at the Federal Trade Commission's 
Internet web site (http://www.ftc.gov).  The CFPB’s website, www.consumerfinance.gov/learnmore, also has 
more information about the FCRA, including publications for businesses and the full text of the FCRA. 

Citations for the FRCA sections of the U.S. Code, 15 U.S.C. Sections 1681-1681x: 

Section 602 15 U.S.C. 1681 

Section 603 15 U.S.C. 1681a 

Section 604 15 U.S.C. 1681b 

Section 605 15 U.S.C. 1681c 

Section 605A 15 U.S.C. 1681c-A 

Section 605B 15 U.S.C. 1681c-B 

Section 606 15 U.S.C. 1681d 

Section 607 15 U.S.C. 1681e 

Section 608 15 U.S.C. 1681f 

Section 609 15 U.S.C. 1681g 

Section 610 15 U.S.C. 1681h 

Section 611 15 U.S.C. 1681i 

Section 612 15 U.S.C. 1681j 

Section 613 15 U.S.C. 1681k 

Section 614 15 U.S.C. 1681l 

Section 615 15 U.S.C. 1681m 

Section 616 15 U.S.C. 1681n 

Section 617 15 U.S.C. 1681o 

Section 618 15 U.S.C. 1681p 

Section 619 15 U.S.C. 1681q 

Section 620 15 U.S.C. 1681r 

Section 621 15 U.S.C. 1681s 

Section 622 15 U.S.C. 1681s-1 

Section 623 15 U.S.C. 1681s-2 

Section 624 15 U.S.C. 1681t 

Section 625 15 U.S.C. 1681u 

Section 626 15 U.S.C. 1681v 

Section 627 15 U.S.C. 1681w 

Section 628 15 U.S.C. 1681x 

Section 629 15 U.S.C. 1681y

http://www.ftc.gov/
http://www.consumerfinance.gov/learnmore,
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ADDENDUM D 

 
END USER CERTIFICATION OF COMPLIANCE 

California Civil Code – Section 1785.14(a) 
 

Section 1785.4(a), as amended, states that a consumer credit reporting agency does not have reasonable grounds 
for believing that a consumer credit report will only be used for a permissible purpose unless all of the following 
requirements are met:  
 

(1) If prospective user is a retail seller, as defined in Section 1802.3, and intends to issue credit to 
a consumer who appears in person on the basis of an application for credit submitted in person, 
the consumer credit reporting agency shall, with a reasonable degree of certainty, match at least 
three categories of identifying information within the file maintained by the consumer credit 
reporting agency on the consumer with the information provided to the consumer credit reporting 
agency by the retail seller. The categories of identifying information may include, but are not 
limited to, first and last name, month and date of birth, driver’s license number, place of 
employment, current residence address, previous residence address, or social security number. 
The categories of information shall not include mother’s maiden name. 

(2)  If the prospective user is a retail seller, as defined in Section 1802.3, and intends to issue credit 
to a consumer who appears in person on the basis of an application for credit submitted in person, 
the retail seller must certify, in writing, to the consumer credit reporting agency that it instructs its 
employees and agents to inspect a photo identification of the consumer at the time the application 
was submitted in person. This paragraph does not apply to an application for credit submitted by 
mail.  

(3)  If the prospective user intends to extend credit by mail pursuant to a solicitation by mail, the 
extension of credit shall be mailed to the same address as on the solicitation unless the perspective 
user verifies any address change by, among other methods, contacting the person to who the 
extension of credit will be mailed. 

In compliance with Section 1785.14(a) of the California Civil Code, End User hereby certifies to Business Credit 
Reports, Inc., (“BCR”) as follows: (Please check one)  
 
End User___ (IS)   _    (IS NOT) a retail seller, as defined in Section 1802.3 of the California Civil Code (“Retail Seller”) 
and issues credit to consumers who appear in person on the basis of applications for credit submitted in person 
(“Point of Sale”).  
 

End User also certifies that if End User is a Retail Seller who conducts Point of Sale transactions, End User will 
instruct its employees and agents to inspect a photo identification of the consumer at the time an application 
is submitted in person.  End User also certifies that it will only use the appropriate End User code number 
designated by BCR for accessing consumer reports for California Point of Sale transactions conducted by Retail 
Seller.  If End User is not a Retail Seller who issues credit in Point of Sale transactions, End User agrees that if it, 
at any time hereafter, becomes a Retail Seller who extends credit in Point of Sale transactions, End User shall 
provide written notice of such to Consumer Reporting Agency prior to using credit reports with Point of Sale 
transactions as a Retail Seller, and shall comply with the requirements of a Retail Seller conducting Point of 
Sale transactions, as provided in this certification. 

User:______________________________ 
 
Signed By:__________________________ 
 
Printed Name:_______________________ 
 
Title:______________________________      Date:______________________________ 
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ADDENDUM E 
 

VERMONT FAIR CREDIT REPORTING CONTRACT CERTIFICATION 
(Required for Consumer Reports Concerning Vermont Residents) 

 
The undersigned,___________________ (“User”) acknowledges that it subscribes to receive various information 
serviced from Experian Information Solutions, Inc. (“Experian”) and TransUnion, LLC (“TransUnion”), through 
Business Credit Reports, Inc., (“BCR”) in accordance with the Vermont Fair Credit Reporting Statute, 9 V.S.A. § 2480e 
(1999), as amended (the "VFCRA") and the Federal Fair Credit Reporting Act, 15, U.S.C. 1681 et. seq., as amended 
(the “FCRA”) and its other state law counterparts. In connection with User’s continued use of Experian and 
TransUnion information services in relation to Vermont consumers, User hereby certifies as follows: 
 
Vermont Certification. User certifies that it will comply with applicable provisions under Vermont law.  In particular, 
User certifies that it will order information services relating to Vermont residents, that are credit reports as defined 
by the VFCRA, only after User has received prior consumer consent in accordance with VFCRA § 2480e and applicable 
Vermont Rules.  Client further certifies that the attached copy of VFCRA § 2480e applicable Vermont Rules were 
received from CIC.   
 
User:______________________________ 
 
Signed By:__________________________ 
 
Printed Name:_______________________ 
 
Title:______________________________ 
 
Date:______________________________ 
 
Please also include the following information: 
 
Compliance Officer of Responsible Person at User for Credit Reporting Compliance 
 
Name:_____________________________ 
 
Title:______________________________ 
 
E-mail Address:______________________________ 
 
Phone:________________________  / Fax:_______________________ 
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VERMONT STATUTE 

Vermont Fair Credit Reporting Statute, 9 V.S.A. § 2480e (1999) 

§ 2480e. Consumer consent 

(a) A person shall not obtain the credit report of a consumer unless: 

(1) the report is obtained in response to the order of a court having jurisdiction to issue such an order; 
or 

(2) the person has secured the consent of the consumer, and the report is used for the purpose 
consented to by the consumer. 

(b) Credit reporting agencies shall adopt reasonable procedures to assure maximum possible compliance with 
subsection (a) of this section. 

(c) Nothing in this section shall be construed to affect: 

(1) the ability of a person who has secured the consent of the consumer pursuant to subdivision (a)(2) 
of this section to include in his or her request to the consumer permission to also obtain credit 
reports, in connection with the same transaction or extension of credit, for the purpose of 
reviewing the account, increasing the credit line on the account, for the purpose of taking collection 
action on the account, or for other legitimate purposes associated with the account; and 

(2) the use of credit information for the purpose of prescreening, as defined and permitted from time 
to time by the Federal Trade Commission. 

VERMONT RULES *** CURRENT THROUGH JUNE 1999 *** 

AGENCY 06. OFFICE OF THE ATTORNEY GENERAL 

SUB-AGENCY 031. CONSUMER PROTECTION DIVISION 

CHAPTER 012. Consumer Fraud--Fair Credit Reporting 

RULE CF 112 FAIR CREDIT REPORTING 

CVR 06-031-012, CF 112.03 (1999) 

CF 112.03 CONSUMER CONSENT 

(a) A person required to obtain consumer consent pursuant to 9 V.S.A. §§ 2480e and 2480g shall obtain said 
consent in writing if the consumer has made a written application or written request for credit, insurance, 
employment, housing or governmental benefit. If the consumer has applied for or requested credit, 
insurance, employment, housing or governmental benefit in a manner other than in writing, then the 
person required to obtain consumer consent pursuant to 9 V.S.A. §§ 2480e and 2480g shall obtain said 
consent in writing or in the same manner in which the consumer made the application or request. The 
terms of this rule apply whether the consumer or the person required to obtain consumer consent initiates 
the transaction. 

(b) Consumer consent required pursuant to 9 V.S.A. §§ 2480e and 2480g shall be deemed to have been obtained 
in writing if, after a clear and adequate written disclosure of the circumstances under which a credit report 
or credit reports may be obtained and the purposes for which the credit report or credit reports may be 
obtained, the consumer indicates his or her consent by providing his or her signature. 

(c) The fact that a clear and adequate written consent form is signed by the consumer after the consumer's 
credit report has been obtained pursuant to some other form of consent shall not affect the validity of the 
earlier consent 
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ADDENDUM F 
 

Access Security Requirements for Reseller End-Users 
for FCRA and GLB 5A Data 

 
The following information security controls are required to reduce unauthorized access to consumer information.  
It is the User company’s (“Company”) responsibility which is provided access to Experian systems or data through 
Experian or Business Credit Reports (“BCR”) to implement these controls.  If you do not understand these 
requirements or need assistance, it is your responsibility to get an outside service provider to assist you. Experian 
or BCR reserves the right to make changes to these Access Security Requirements without prior notification.  The 
information provided herewith provides minimum baselines for information or date security. 
 
In accessing Experian or BCR’s services, Company agrees to follow these security requirements. These 
requirements are applicable to all systems and devices used to access, transmit, process, or store Experian systems 
or data: 
 

1. Implement Strong Access Control Measures 
 

1.1   All credentials such as User names/identifiers/account numbers (user IDs) and user passwords 
must be kept confidential and must not be disclosed to an unauthorized party.    No one from 
Experian or Business Credit Reports will ever contact you and request your credentials. 

1.2  If using third party or proprietary system to access Experian or Business Credit Report’s systems, 
ensure that the access must be preceded by authenticating users to the application and/or 
system (e.g. application based authentication, Active Directory, etc.) utilized for accessing  
Experian or Business Credit Reports data/systems. 

1.3 If the third party or third party software or proprietary system or software, used to access 
Experian or Business Credit Reports data/systems, is replaced or no longer in use, the passwords 
should be changed immediately.  

1.4 Create a unique user ID for each user to enable individual authentication and accountability for 
access to Experian or Business Credit Report’s infrastructure.  Each user of the system access 
software must also have a unique logon password. 

1.5 User IDs and passwords shall only be assigned to authorized individuals based on least privilege 
necessary to perform job responsibilities. 

1.6 User IDs and passwords must not be shared, posted, or otherwise divulged in any manner. 
1.7 Develop strong passwords that are: 

• Not easily guessable (i.e. your name or company name, repeating numbers and letters 
or consecutive numbers and letters) 

• Contain a minimum of eight (8) alphabetic and numeric characters for standard user 
accounts 

• For interactive sessions (i.e. non system-to-system) ensure that passwords/passwords 
are changed periodically (every 90 days is recommended) 

1.8 Passwords (e.g. user/account password) must be changed immediately when: 

• Any system access software is replaced by another system access software or is no 
longer used 

• The hardware on which the software resides is upgraded, changed or disposed 

• Any suspicion of password being disclosed to an unauthorized party (see section 4.3 for 
reporting requirements) 

1.9 Ensure that passwords are not transmitted, displayed or stored in clear text; protect all end user 
(e.g. internal and external) passwords using, for example, encryption or a cryptographic hashing 
algorithm also known as “one-way” encryption. When using encryption, ensure that strong 
encryption algorithm are utilized (e.g. AES 256 or above). 

1.10    Implement password protected screensavers with a maximum fifteen (15) minute timeout to 
protect unattended workstations. Systems should be manually locked before being left 
unattended. 
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1.11   Active logins to credit information systems must be configured with a 30 minute inactive session 

timeout. 
1.12  Ensure that personnel who are authorized access to credit information have a business need to 

access such information and understand these requirements to access such information are only 
for the permissible purposes listed in the Permissible Purpose Information section of the  
membership application. 

1.13 Company must NOT install Peer-to-Peer file sharing software on systems used to access, transmit 
or store Experian data. 

1.14  Ensure that Company employees do not access their own credit reports or those reports of any 
family member(s) or friend(s) unless it is in connection with a credit transaction or for another 
permissible purpose. 

1.15   Implement a process to terminate access rights immediately for users who access Experian credit 
information when those users are terminated or when they have a change in their job tasks and 
no longer require access to that credit information. 

1.16 Implement a process to perform periodic user account reviews to validate whether access is 
needed as well as the privileges assigned. 

1.17 Implement a process to periodically review user activities and account usage, ensure the user 
activities are consistent with the individual job responsibility, business need, and in line with 
contractual obligations.  

1.18 Implement physical security controls to prevent unauthorized entry to Company’s facility and  
               access to systems used to obtain credit information. Ensure that access is controlled with  
               badge readers, other systems, or devices including authorized lock and key. 
  

 
2.  Maintain a Vulnerability Management Program  
 

2.1  Keep operating system(s), firewalls, routers, servers, personal computers (laptops and desktops) 
and all other systems current with appropriate system patches and updates. 

2.2  Configure infrastructure such as firewalls, routers, servers, tablets,  smart phones, personal 
computers (laptops and desktops), and similar components to industry best security practices, 
including disabling unnecessary services or features, and removing or changing default 
passwords, IDs and sample files/programs, and enabling the most secure configuration features 
to avoid unnecessary risks. 

2.3   Implement and follow current best security practices for computer virus detection scanning 
services and procedures: 

• Use, implement and maintain a current, commercially available anti-virus software on all 
systems, if applicable anti-virus technology exists. Anti-virus software deployed must be 
capable to detect, remove, and protect against all known types malicious software such 
as viruses, worms, spyware, adware, Trojans, and root-kits.  

• Ensure that all anti-virus software is current, actively running, and generating audit logs; 
ensure that anti-virus software is enabled for automatic updates and performs scans on 
a regular basis. 

• If you suspect an actual or potential virus infecting a system, immediately cease 
accessing the system and do not resume the inquiry process until the virus has been 
eliminated. 

 
3.  Protect Data 
 

3.1   Develop and follow procedures to ensure that data is protected throughout its entire information 
lifecycle (from creation, transformation, use, storage and secure destruction) regardless of the 
media used to store the data (i.e., tape, disk, paper, etc.). 

3.2   Experian data is classified Confidential and must be secured to in accordance with the 
requirements mentioned in this document at a minimum. 

3.3   Procedures for transmission, disclosure, storage, destruction and any other information 
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modalities or media should address all aspects of the lifecycle of the information. 
3.4  Encrypt all Experian data and information when stored electronically on any system including but 

not limited to laptops, tablets, personal computers, servers, databases using strong encryption 
such AES 256 or above. 

3.5 Experian data must not be stored locally on smart tablets and smart phones such as iPads, 
iPhones, Android based devices, etc. 

3.6 When using smart tablets or smart phones to access Experian data, ensure that such devices are 
protected via device pass-code. 

3.7 Applications utilized to access Experian data via smart tablets or smart phones must protect data 
while in transmission such as SSL protection and/or use of VPN, etc. 

3.8    Only open email attachments and links from trusted sources and after verifying legitimacy. 
3.9 When no longer in use, ensure that hard-copy materials containing Experian data are crosscut 

shredded, incinerated, or pulped such that there is reasonable assurance the hard-copy materials 
cannot be reconstructed. 

3.10 When no longer in use, electronic media containing Experian data is rendered unrecoverable via a 
secure wipe program in accordance with industry-accepted standards for secure deletion, or 
otherwise physically destroying the media (for example, degaussing). 

 
4.  Maintain an Information Security Policy 
 

4.1  Develop and follow a security plan to protect the confidentiality and integrity of personal 
consumer information as required under the GLB Safeguards Rule. 

4.2 Suitable to complexity and size of the organization, establish and publish information security and 
acceptable user policies identifying user responsibilities and addressing requirements in line with 
this document and applicable laws and regulations. 

4.3   Establish processes and procedures for responding to security violations, unusual or suspicious 
events and similar incidents to limit damage or unauthorized access to information assets and to 
permit identification and prosecution of violators. If you believe Experian data may have been 
compromised, immediately notify  Business Credit Reports within twenty-four (24) hours or per 
agreed contractual notification timeline (See also Section 8). 

4.4  The FACTA Disposal Rules requires that Company implement appropriate measures to dispose of 
any sensitive information related to consumer credit reports and records that will protect against 
unauthorized access or use of that information. 

4.5   Implement and maintain ongoing mandatory security training and awareness sessions for all staff 
to underscore the importance of security in the organization. 

4.6 When using third party service providers (e.g. application service providers) to access, transmit, 
store or process Experian data, ensure that service provider is compliant with the Experian 
Independent Third Party Assessment (EI3PA) program, and registered in Experian’s list of 
compliant service providers. If the service provider is in the process of becoming compliant, it is 
Company’s responsibility to ensure the service provider is engaged with Experian and an 
exception is granted in writing. Approved certifications in lieu of EI3PA can be found in the 
Glossary section. 

 
5.  Build and Maintain a Secure Network 
 

5.1   Protect Internet connections with dedicated, industry-recognized firewalls that are configured 
and managed using industry best security practices. 

5.2  Internal private Internet Protocol (IP) addresses must not be publicly accessible or natively routed 
to the Internet.  Network address translation (NAT) technology should be used. 

5.3  Administrative access to firewalls and servers must be performed through a secure internal wired 
connection only. 

5.4   Any stand-alone computers that directly access the Internet must have a desktop firewall 
deployed that is installed and configured to block unnecessary/unused ports, services, and 
network traffic. 

5.5 Change vendor defaults including but not limited to passwords, encryption keys, SNMP strings, 
and any other vendor defaults. 
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5.6 For wireless networks connected to or used for accessing or transmission of Experian data, 
ensure that networks are configured and firmware on wireless devices updated to support strong 
encryption (for example, IEEE 802.11i) for authentication and transmission over wireless 
networks. 

5.7 When using service providers (e.g. software providers) to access Experian or Business Credit 
Reports systems, access to third party tools/services must require multi-factor authentication.  

 
6.  Regularly Monitor and Test Networks 
 

6.1   Perform regular tests on information systems (port scanning, virus scanning, internal/external 
vulnerability scanning). Ensure that issues identified via testing are remediated according to the 
issue severity (e.g. fix critical issues immediately, high severity in 15 days, etc.) 

6.2 Ensure that audit trails are enabled and active for systems and applications used to access, store, 
process, or transmit Experian data; establish a process for linking all access to such systems and 
applications.  Ensure that security policies and procedures are in place to review security logs on 
daily or weekly basis and that follow-up to exceptions is required. 

6.3   Use current best practices to protect telecommunications systems and any computer system or 
network device(s) used to provide Services hereunder to access Experian or Business Credit 
Reports systems and networks. These controls should be selected and implemented to reduce 
the risk of infiltration, hacking, access penetration or exposure to an unauthorized third party by: 

• protecting against intrusions; 

• securing the computer systems and network devices; 

• and protecting against intrusions of operating systems or software.   
 

7.  Mobile and Cloud Technology 

7.1 Storing Experian data on mobile devices is prohibited. Any exceptions must be obtained from 
Experian in writing; additional security requirements will apply. 

7.2 Mobile applications development must follow industry known secure software development 
standard practices such as OWASP and OWASP Mobile Security Project adhering to common 
controls and addressing top risks.  

7.3 Mobile applications development processes must follow secure software assessment 
methodology which includes appropriate application security testing (for example: static, 
dynamic analysis, penetration testing) and ensuring vulnerabilities are remediated. 

7.4 Mobility solution server/system should be hardened in accordance with industry and vendor best 
practices such as Center for Internet Security (CIS) benchmarks, NIS, NSA, DISA and/or other.  

7.5 Mobile applications and data shall be hosted on devices through a secure container separate 
from any personal applications and data. See details below. Under no circumstances is Experian 
data to be exchanged between secured and non-secured applications on the mobile device. 

7.6 In case of non-consumer access, that is, commercial/business-to-business (B2B) users accessing 
Experian data via mobile applications (internally developed or using a third party application), 
ensure that multi-factor authentication and/or adaptive/risk-based authentication mechanisms 
are utilized to authenticate users to application.   

7.7 When using cloud providers to access, transmit, store, or process Experian data ensure that: 

• Appropriate due diligence is conducted to maintain compliance with applicable laws and 
regulations and contractual obligations 

• Cloud providers must have gone through independent audits and are compliant with 
one or more of the following standards, or a current equivalent as approved/recognized 
by Experian: 

o ISO 27001 
o PCI DSS 
o EI3PA 
o SSAE 16 – SOC 2 or SOC3 
o FISMA 
o CAI / CCM assessment  
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8.  General 

8.1 Business Credit Reports may from time to time audit the security mechanisms Company maintains to 
safeguard access to Experian information, systems and electronic communications. Audits may 
include examination of systems security and associated administrative practices 

8.2 In cases where the Company is accessing Experian information and systems via third party software, 
the Company agrees to make available to Business Credit Reports upon request, audit trail 
information and management reports generated by the vendor software, regarding Company 
individual authorized users. 

8.3 Company shall be responsible for and ensure that third party software, which accesses Experian or 
Business Credit Reports information systems, is secure, and protects this vendor software against 
unauthorized modification, copy and placement on systems which have not been authorized for its 
use. 

8.4 Company shall conduct software development (for software which accesses Experian or Business 
Credit Reports information systems; this applies to both in-house or outsourced software 
development) based on the following requirements: 

8.4.1 Software development must follow industry known secure software development 
standard practices such as OWASP adhering to common controls and addressing top 
risks.  

8.4.2 Software development processes must follow secure software assessment methodology 
which includes appropriate application security testing (for example: static, dynamic 
analysis, penetration testing) and ensuring vulnerabilities are remediated. 

8.4.3 Software solution server/system should be hardened in accordance with industry and 
vendor best practices such as Center for Internet Security (CIS) benchmarks, NIS, NSA, 
DISA and/or other. 

8.5 Reasonable access to audit trail reports of systems utilized to access Experian or Business Credit 
Reports systems shall be made available to Business Credit Reports upon request, for example during 
breach investigation or while performing audits 

8.6 Data requests from Company to Business Credit Reports must include the IP address of the device 
from which the request originated (i.e., the requesting client’s IP address), where applicable. 

8.7 Company shall report actual security violations or incidents that impact Experian to Business Credit 
Reports within twenty-four (24) hours or per agreed contractual notification timeline. Company 
agrees to provide notice to Business Credit Reports of any confirmed security breach that may involve 
data related to the contractual relationship, to the extent required under and in compliance with 
applicable law. Telephone notification is preferred at 1800-748-6290 Email notification will be sent to 
service@businesscreditreports.com 

8.8 Company acknowledges and agrees that the Company (a) has received a copy of these requirements, 
(b) has read and understands Company’s obligations described in the requirements, (c) will 
communicate the contents of the applicable requirements contained herein, and any subsequent 
updates hereto, to all employees that shall have access to Experian or Business Credit Reports 
services, systems or data, and (d) will abide by the provisions of these requirements when accessing 
Experian data. 

8.9 Company understands that its use of Experian or Business Credit Reports networking and computing 
resources may be monitored and audited by Business Credit Reports, without further notice. 

8.10 Company acknowledges and agrees that it is responsible for all activities of its 
employees/authorized users, and for assuring that mechanisms to access Experian or Business Credit 
Reports services or data are secure and in compliance with its membership agreement. 

8.11 When using third party service providers to access, transmit, or store Experian data, additional 
documentation may be required by Business Credit Reports. 
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Record Retention:  The Federal Equal Credit Opportunity Act states that a creditor must preserve all written or 
recorded information connected with an application for 25 months.  In keeping with the ECOA, Experian requires 
that you retain the credit application and, if applicable, a purchase agreement for a period of not less than 25 
months.  When conducting an investigation, particularly following a consumer complaint that your company 
impermissibly accessed their credit report, Experian will contact you and will request a copy of the original 
application signed by the consumer or, if applicable, a copy of the sales contract.  

“Under Section 621 (a) (2) (A) of the FCRA, any person that violates any of the provisions of the FCRA may be liable 
for a civil penalty of not more than $3,500 per violation.” 
 
Internet Delivery Security Requirements 
In addition to the above, following requirements apply where Company and their employees or an authorized 
agent/s acting on behalf of the Company are provided access to Experian or Business Credit Reports provided 
services via Internet (“Internet Access”). 
 
General requirements: 

1. The Company shall designate in writing, an employee to be its Head Security Designate, to act as the primary 
interface with Business Credit Reports on systems access related matters. The Company’s Head Security 
Designate will be responsible for establishing, administering and monitoring all Company employees’ access 
to Experian or Business Credit Reports provided services which are delivered over the Internet (“Internet 
access”), or approving and establishing Security Designates to perform such functions.  

2. The Company’s Head Security Designate or Security Designate shall in turn review all employee requests for 
Internet access approval. The Head Security Designate or its Security Designate shall determine the 
appropriate access to each Experian or Business Credit Reports product based upon the legitimate business 
needs of each employee. Business Credit Reports shall reserve the right to terminate any accounts it deems 
a security threat to its systems and/or consumer data. 

3. Unless automated means become available, the Company shall request employee's (Internet) user access via 
the Head Security Designate/Security Designate in writing, in the format approved by  Business Credit 
Reports. Those employees approved by the Head Security Designate or Security Designate for Internet 
access ("Authorized Users") will be individually assigned unique access identification accounts ("User ID") 
and passwords/passphrases (this also applies to the unique Server-to-Server access IDs and 
passwords/passphrases). Business Credit Report’s approval of requests for (Internet) access may be granted 
or withheld in its sole discretion. Business Credit Reports may add to or change its requirements for granting 
(Internet) access to the services at any time (including, without limitation, the imposition of fees relating to 
(Internet) access upon reasonable notice to Company), and reserves the right to change 
passwords/passphrases and to revoke any authorizations previously granted. Note: Partially completed 
forms and verbal requests will not be accepted. 

4. An officer of the Company agrees to notify  Business Credit Reports in writing immediately if it wishes to 
change or delete any employee as a Head Security Designate, Security Designate, or Authorized User; or if 
the identified Head Security Designate, Security Designate or Authorized User is terminated or otherwise 
loses his or her status as an Authorized User. 

Roles and Responsibilities 

1. Company agrees to identify an employee it has designated to act on its behalf as a primary interface with 
Business Credit Reports on systems access related matters. This individual shall be identified as the "Head 
Security Designate." The Head Security Designate can further identify a Security Designate(s) to provide the 
day to day administration of the Authorized Users. Security Designate(s) must be an employee and a duly 
appointed representative of the Company and shall be available to interact with Business Credit Reports on 
information and product access, in accordance with these Experian Access Security Requirements for 
Reseller End-Users. The Head Security Designate Authorization Form must be signed by a duly authorized 
representative of the Company. Company’s duly authorized representative (e.g. contracting officer, security 
manager, etc.) must authorize changes to Company’s Head Security Designate. The Head Security Designate 
will submit all requests to create, change or lock Security Designate and/or Authorized User access accounts 
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and permissions to Experian or Business Credit Report’s systems and information (via the Internet). Changes 
in Head Security Designate status (e.g. transfer or termination) are to be reported to Business Credit Reports 
immediately. 

2. As a Client to Experian or Business Credit Report’s products and services via the Internet, the Head Security 
Designate is acting as the duly authorized representative of Company.  

3. The Security Designate may be appointed by the Head Security Designate as the individual that the Company 
authorizes to act on behalf of the business in regards to Experian or Business Credit Reports product access 
control (e.g. request to add/change/remove access). The Company can opt to appoint more than one 
Security Designate (e.g. for backup purposes). The Company understands that the Security Designate(s) it 
appoints shall be someone who will generally be available during normal business hours and can liaise with 
Business Credit Report’s Security Administration group on information and product access matters. 

4. The Head Designate shall be responsible for notifying their corresponding Business Credit Reports 
representative in a timely fashion of any Authorized User accounts (with their corresponding privileges and 
access to application and data) that are required to be terminated due to suspicion (or actual) threat of 
system compromise, unauthorized access to data and/or applications, or account inactivity.  

Designate 

1. Must be an employee and duly appointed representative of Company, identified as an approval point for 
Company’s Authorized Users. 

2. Is responsible for the initial and on-going authentication and validation of Company’s Authorized Users and 
must maintain current information about each (phone number, valid email address, etc.). 

3. Is responsible for ensuring that proper privileges and permissions have been granted in alignment with 
Authorized User's job responsibilities. 

4. Is responsible for ensuring that Company’s Authorized Users are authorized to access Experian or Business 
Credit Reports products and services. 

5. Must disable Authorized User ID if it becomes compromised or if the Authorized User's employment is 
terminated by Company. 

6. Must immediately report any suspicious or questionable activity to Business Credit Reports regarding access 
to Experian or Business Credit Report’s products and services. 

7. Shall immediately report changes in their Head Security Designate's status (e.g. transfer or termination) to 
Business Credit Reports.  

8. Will provide first level support for inquiries about passwords/passphrases or IDs requested by your 
Authorized Users.  

9. Shall be available to interact with Business Credit Reports when needed on any system or user related 
matters. 

Name of Customer:  ________________________________ 

                 Signature: ________________________________ 

              Print Name: ________________________________ 

                          Title:  ________________________________ 

                         Date:  ________________________________ 
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Glossary 
 

Term Definition 

Computer Virus A Computer Virus is a self-replicating computer program that alters the way a computer operates, without the 
knowledge of the user.  A true virus replicates and executes itself. While viruses can be destructive by 
destroying data, for example, some viruses are benign or merely annoying. 

Confidential Very sensitive information. Disclosure could adversely impact your company. 

Encryption Encryption is the process of obscuring information to make it unreadable without special knowledge. 

Firewall In computer science, a Firewall is a piece of hardware and/or software which functions in a networked 
environment to prevent unauthorized external access and some communications forbidden by the security 
policy, analogous to the function of Firewalls in building construction. The ultimate goal is to provide controlled 
connectivity between zones of differing trust levels through the enforcement of a security policy and 
connectivity model based on the least privilege principle. 

Information Lifecycle  (Or Data Lifecycle) is a management program that considers the value of the information being stored over a 
period of time, the cost of its storage, its need for availability for use by authorized users, and the period of 
time for which it must be retained. 

IP Address A unique number that devices use in order to identify and communicate with each other on a computer 
network utilizing the Internet Protocol standard (IP). Any All participating network devices - including routers, 
computers, time-servers, printers, Internet fax machines, and some telephones - must have its own unique IP 
address. Just as each street address and phone number uniquely identifies a building or telephone, an IP 
address can uniquely identify a specific computer or other network device on a network.  It is important to keep 
your IP address secure as hackers can gain control of your devices and possibly launch an attack on other 
devices.   

Peer-to-Peer  A type of communication found in a system that uses layered protocols.  Peer-to-Peer networking is the 
protocol often used for reproducing and distributing music without permission. 

Router A Router is a computer networking device that forwards data packets across a network via routing. A Router 
acts as a junction between two or more networks transferring data packets. 

Spyware Spyware refers to a broad category of malicious software designed to intercept or take partial control of a 
computer's operation without the consent of that machine's owner or user. In simpler terms, spyware is a type 
of program that watches what users do with their computer and then sends that information over the internet. 

Experian Independent 
Third Party Assessment 
Program 

The Experian Independent 3rd Party Assessment is an annual assessment of an Experian Reseller’s ability to 
protect the information they purchase from Experian. 
EI3PA℠ requires an evaluation of a Reseller’s information security by an independent assessor, based on 
requirements provided by Experian. 
EI3PA℠ also establishes quarterly scans of networks for vulnerabilities. 

ISO 27001 /27002 IS 27001 is the specification for an ISMS, an Information Security Management System (it replaced the old 
BS7799-2 standard) 
The ISO 27002 standard is the rename of the ISO 17799 standard, and is a code of practice for information 
security. It basically outlines hundreds of potential controls and control mechanisms, which may be 
implemented, in theory, subject to the guidance provided within ISO 27001. 

PCI DSS The Payment Card Industry Data Security Standard (PCI DSS) is a proprietary information security standard for 
organizations that handle cardholder information for the major debit, credit, prepaid, e-purse, ATM, and POS 
cards. 

SSAE 16 SOC 2, SOC3 Statement on Standards for Attestation Engagements (SSAE) No. 1  
SOC 2 Report on Controls Related to Security, Availability, Processing Integrity, Confidentiality, and Privacy. 
The SOC 3 Report , just like SOC 2, is based upon the same controls as SOC 2, the difference being that a SOC 3 
Report does not detail the testing performed (it is meant to be used as marketing material). 

FISMA The Federal Information Security Management Act (FISMA) is United States legislation that defines a 
comprehensive framework to protect government information, operations and assets against natural or man-
made threats. FISMA was signed into law part of the Electronic Government Act of 2002. 

CAI / CCM Cloud Security Alliance Consensus Assessments Initiative (CAI) was launched to perform research, create tools 
and create industry partnerships to enable cloud computing assessments. 
The Cloud Security Alliance Cloud Controls Matrix (CCM) is specifically designed to provide fundamental 
security principles to guide cloud vendors and to assist prospective cloud customers in assessing the overall 
security risk of a cloud provider. 

 
 

 
 
 

http://dictionary.reference.com/search?q=protocol


 pg. 25                                                                                                                           Authorized Officer’s Initials _____________ 

ADDENDUM G  
Experian Requirements 

 

In order for User to receive consumer credit information from Experian Information Solutions, Inc. (“Experian”) 
via Business Credit Reports, Inc., (“BCR”), User agrees to comply with the following conditions required 
by Experian, which may be in addition to those outlined in BCR’s own User Service Agreement (“Agreement”), 
of which these conditions are made a part. User understands and agrees that Experian’s delivery of information to 
User via BCR is specifically conditioned upon User’s agreement with the provisions set forth herein. User 
understands and agrees that these requirements pertain to all of its employees, managers and owners and that all 
persons having access to Experian credit information, whether existing or future employees, will be trained to 
understand and comply with these obligations. 

1.   User hereby agrees to comply with all current and future policies and procedures required by Experian and 
instituted by BCR. BCR will give User as much notice as possible prior to the effective date of any such 
new policies that may be required in the future, but does not guarantee that reasonable notice will be 
possible. User may terminate this agreement at any time after notification of a change in policy in the event 
User deems such compliance as not within its best interest. 

2.     User agrees that Experian shall have the right to audit records of User that are relevant to the provision of 
services set forth in this Agreement and to verify, through audit or otherwise, that User is in compliance 
with applicable law and the provisions of this Agreement. User warrants that it is the User of the Experian 
credit information with no intention to resell or otherwise provide or transfer the credit information in 
whole or in part to any other person or entity. User authorizes BCR to provide to Experian, upon 
Experian’s request, all materials and information relating to its investigations of User. User further agrees 
that it will respond within the requested time frame indicated for information requested by Experian 
regarding Experian consumer credit information. User understands that Experian may require BCR to 
suspend or terminate access to Experian information in the event User does not cooperate with any such 
an investigation, or in the event User is not in compliance with applicable law or this Agreement. User 
shall remain responsible for the payment for any services provided to User by BCR prior to any such 
discontinuance. 

3.     User certifies that its use of identity verification products obtained through BCR is solely for the purpose 
of preventing fraud, unauthorized transactions, claims or other liability pursuant to the exception under the 
Gramm-Leach Bliley Act, 15 USC 6801 et seq., and for no other purpose. User shall implement and maintain 
a comprehensive information security program written in one or more readily accessible parts and that 
contains administrative, technical, and physical safeguards that are appropriate to User’s size and 
complexity, the nature and scope of its activities, and the sensitivity of the information provided to User by 
BCR. Such safeguards shall include the elements set forth in the Electronic Code of Federal Regulations, Part 
314 - Standards for Safeguarding Customer Information and shall be reasonably designed to 

i.ensure the security and confidentiality of the information provided by BCR, 
ii. protect against any anticipated threats or hazards to the security or integrity of such information,  

iii. protect against unauthorized access to or use of such information that could result in substantial          
harm or inconvenience to any consumer. 

4.    User agrees that it will maintain proper access security procedures consistent with industry standards and 
that if a data breach occurs or is suspected to have occurred in which Experian information is compromised 
or is potentially compromised, User will take the following action: 

(a) User will notify BCR within 24 hours of a discovery of a breach of the security of consumer 
reporting data if the personal information of consumers was, or is reasonably believed to have 
been, acquired by an unauthorized person. Further, User will actively cooperate with and 
participate in any investigation conducted by BCR or Experian that results from User’s breach 
of Experian consumer credit information. 

(b) In the event that Experian determines that the breach was within the control of User, User will 
provide notification to affected consumers that their personally sensitive information has been 
or may have been compromised. Experian will have control over the nature and timing of the 
consumer correspondence related to the breach when Experian information is involved. 
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(c) In such event, User will provide to each affected or potentially affected consumer, credit history 
monitoring services for a minimum of one (1) year, in which the consumer’s credit history is 
monitored and the consumer receives daily notification of changes that may indicate fraud or ID 
theft, from at least one (1) national consumer credit reporting bureau. 

(d) User understands and agrees that if the root cause of the breach is determined by Experian to 
be under the control of the User (i.e., employee fraud, misconduct or abuse; access by an 
unqualified or improperly qualified user; improperly secured website, etc.), User may be 
assessed an expense recovery fee. 

5. User understands that if a change of control or ownership should occur, the new owner of the User 
business must be re-credentialed as a permissible and authorized User of Experian products and services. 
A third party physical inspection at the new address will be required if User changes location. 

6. User agrees to hold harmless Experian and its agents from and against any and all liabilities, damages, 
losses, claims, costs and expenses, including reasonable attorney’s fees, which may be asserted against or 
incurred by Experian, arising out of or resulting from the use, disclosure, sale or transfer of the consumer 
credit information by User, or User’s breach of this Agreement. User further understands and agrees 
that the accuracy of any consumer credit information is not guaranteed by Experian and releases Experian 
and its agents from liability for any loss, cost, expense or damage, including attorney’s fees, suffered by 
User resulting directly or indirectly from its use of consumer credit information from Experian. 

 
Experian will not, for the fee charged for credit information, be an insurer or guarantor of the accuracy or reliability 
of the information. EXPERIAN DOES NOT GUARANTEE OR WARRANT THE ACCURACY, TIMELINESS, COMPLETENESS, 
CURRENTNESS, MERCHANTABILITY OR FITNESS FOR A PARTICULAR PURPOSE OF THE INFORMATION AND SHALL 

NOT BE LIABLE TO USER FOR ANY LOSS OR INJURY ARISING OUT OF OR CAUSED IN WHOLE OR IN PART BY 

EXPERIAN’S ACTS OR OMISSIONS, WHETHER NEGLIGENT OR OTHERWISE, IN PROCURING, COMPILING, 

COLLECTING, INTERPRETING, REPORTING, COMMUNICATING OR DELIVERING THE INFORMATION 
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ADDENDUM H  
TransUnion Requirements 

 

In order for User to receive consumer credit information from TransUnion, LLC. (“TransUnion”) via Business Credit 
Reports, Inc., (“BCR”), User agrees to comply with the following conditions required by TransUnion, which may be in 
addition to those outlined in BCR’s own User Service Agreement (“Agreement”), of which these conditions are made 
a part hereof.  User understands and agrees that TransUnion’s delivery of information to User via BCR is specifically 
conditioned upon User’s agreement with the provisions set forth herein. User understands and agrees that these 
requirements pertain to all of its employees, managers and owners and that all persons having access to TransUnion 
consumer credit information, whether existing or future employees, will be trained to understand and comply with 
these obligations. 

1. User hereby agrees to comply with all current and future policies and procedures required by TransUnion 
and instituted by BCR. BCR will give User as much notice as possible prior to the effective date of any such 
new policies required in the future, but does not guarantee that reasonable notice will be possible. User 
may terminate this agreement at any time after notification of a change in policy in the event User deems 
such compliance as not within its best interest. 

2. User agrees that TransUnion shall have the right to audit records of User that are relevant to the provision 
of services set forth in this agreement. User authorizes BCR to provide to TransUnion, upon TransUnion’s 
request, all materials and information relating to its investigations of User and agrees that it will respond 
within the requested time frame indicated for information requested by TransUnion regarding TransUnion 
information. User understands that TransUnion may require BCR to suspend or terminate access to 
TransUnion’s information in the event User does not cooperate with any such an investigation. User shall 
remain responsible for the payment for any services provided to User prior to any such discontinuance. 

3. User agrees that TransUnion information will not be forwarded or shared with any third party unless 
required by law or approved by TransUnion. If approved by TransUnion and authorized by the consumer, 
User may deliver the consumer credit information to a third party, secondary, or joint user with which User 
has an ongoing business relationship for the permissible use of such information. User understands that 
TransUnion may charge a fee for the subsequent delivery to secondary users. 

4. User understands that it must meet the following criteria: (a) the User company name, including any DBA’s, 
and the address on the User Application (“Application”) and Agreement must match; (b) the telephone 
listing must be verified in the same company name and address that was provided on the Application and 
Agreement; (c) identification of the owner/owners (if sole proprietor or partnership) including home 
address and social security number and the User’s Federal tax identification number; (d) if the business is 
a sole proprietor or partnership, a personal credit report and copy of the principal’s driver’s license is 
required to verify the principal’s identity; (e) a current business license must be supplied (in geographic 
locations or industries subject to licensing requirements), (Contact BCR for valid substitutions when a 
license is not required by the state); (f) an on-site inspection of the office is to be conducted, (g) a separate 
Letter of Intent on company letterhead, signed by an officer, owner or authorized manager of the company. 
The Letter of Intent must include the following: 1) the nature of your business, 2) your specific intended 
use for the credit reports you access, 3) your anticipated monthly volume, and 4) whether you anticipate 
access will be primarily local, regional or national. *Note (d) and (e) are not required if the User is publicly 
traded on a nationally recognized stock exchange. 

5. TransUnion shall use reasonable commercial efforts to obtain, assemble and maintain credit information on 
individuals as furnished by its subscribers or obtained from other available sources. THE WARRANTY SET FORTH 
IN THE PREVIOUS SENTENCE IS THE SOLE WARRANTY MADE BY TRANSUNION CONCERNING THE CONSUMER 
REPORTS, INCLUDING, BUT NOT LIMITED TO THE TU SCORES. TRANSUNION MAKES NO OTHER 
REPRESENTATIONS OR WARRANTIES INCLUDING, BUT NOT LIMITED TO, ANY REPRESENTATIONS OR WARRANTIES 
REGARDING THE ACCURACY, COMPLETENESS, OR BOTH, OF ANY AND ALL OF THE AFOREMENTIONED PRODUCTS 
AND SERVICES THAT MAY BE PROVIDED TO BCR. THE WARRANTY SET FORTH IN THE FIRST SENTENCE OF THIS 
PARAGRAPH IS IN LIEU OF ALL OTHER WARRANTIES, WHETHER WRITTEN OR ORAL, EXPRESS OR IMPLIED 
(INCLUDING, BUT NOT LIMITED TO, WARRANTIES THAT MIGHT BE IMPLIED FROM A COURSE OF PERFORMANCE 
OR DEALING OR TRADE USAGE). THERE ARE NO IMPLIED WARRANTIES OF MERCHANTABILITY OR FITNESS FOR 
A PARTICULAR PURPOSE. 
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As a public service, the staff of the Federal Trade Commission (FTC) has 
prepared the following complete text of the Fair Credit Reporting Act 
(FCRA), 15 U.S.C. § 1681 et seq. Although staff generally  

followed the format of the U.S. Code as published by the Government Printing 
Office, the format of this text does differ in minor ways from the Code (and 
from West’s U.S. Code Annotated). For example, this version uses FCRA  
section numbers (§§ 601-629) in the headings. (The relevant U.S. Code citation  
is included with each section heading and each reference to the FCRA in the 
text.)  Although the staff has made every effort to transcribe the statutory 
material accurately, this compendium is intended only as a convenience for the 
public and not a substitute for the text in the U.S. Code.

This version of the FCRA includes the amendments to the FCRA set forth in 
the Consumer Credit Reporting Reform Act of 1996 (Public Law 104-208, the 
Omnibus Consolidated Appropriations Act for Fiscal Year 1997, Title II,  
Subtitle D, Chapter 1), Section 311 of the Intelligence Authorization for Fiscal  
Year 1998 (Public Law 105-107), the Consumer Reporting Employment  
Clarification Act of 1998 (Public Law 105-347), Section 506 of the Gramm-
Leach-Bliley Act (Public Law 106-102), Sections 358(g) and 505(c) of the 
Uniting and Strengthening America by Providing Appropriate Tools Required 
to Intercept and Obstruct Terrorism Act of 2001 (USA PATRIOT Act) (Public 
Law 107-56), the Fair and Accurate Credit Transactions Act of 2003 (FACT 
Act) (Public Law 108-159), Section 719 of the Financial Services Regulatory 
Relief Act of 2006 (Public Law 109-351), Section 743 (Div. D, Title VII) of 
the Consolidated Appropriations Act of 2008 (Public Law 110-161), the Credit 
and Debit Card Receipt Clarification Act of 2007 (Public Law 110-241), and 
Sections 205 and 302 of the Credit Card Accountability Responsibility and 
Disclosure (CARD) Act of 2009 (Public Law 111-24), the Consumer Financial 
Protection Act of 2010 (CFPA) (Title X of the Dodd-Frank Wall Street Reform 
and Consumer Protection Act, Public Law 111-203), and the Red Flag Program  
Clarification Act of 2010 (Public Law 111-203), and Sections 301, 302, and 
602 of the Economic Growth, Regulatory Relief, and Consumer Protection 
Act (Public Law 115-174). The Commission website posted this document on 
September 1, 2011.

The provisions added to the FCRA by the FACT Act became effective at  
different times. In some cases, the provision includes its own effective date. In 
other cases, the FACT Act provides that the effective dates be prescribed by the 
FTC and Federal Reserve Board. See 16 CFR Part 602 (69 Fed. Reg. 6526; 
February 11, 2004) (69 Fed. Reg. 29061; May 20, 2004).

The provisions added to the FCRA by the CFPA became effective on July 21, 
2011, the “designated transfer date” on which the Bureau of Consumer Financial  
Protection assumed certain duties specified by the CFPA. See 75 Fed. Reg. 
57252 (Sept. 20, 2010).



Contents

§ 601. Short title . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 1
§ 602. Congressional findings and statement of purpose [15 U.S.C. § 1681]. . . . . . 1
§ 603. Definitions; rules of construction [15 U.S.C. § 1681a] . . . . . . . . . . . . . . . 1
§ 604. Permissible purposes of consumer reports [15 U.S.C. § 1681b] . . . . . . . . 11
§ 605. Requirements relating to information contained in consumer reports 

[15 U.S.C. § 1681c] . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 22
§ 605A. Identity theft prevention; fraud alerts and active duty alerts 

[15 U.S.C. § 1681c-1] . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 26
§ 605B. Block of information resulting from identity theft [15 U.S.C. § 1681c-2] . . 39
§ 606. Disclosure of investigative consumer reports [15 U.S.C. § 1681d] . . . . . . 41
§ 607. Compliance procedures [15 U.S.C. § 1681e] . . . . . . . . . . . . . . . . . . . . 43
§ 608. Disclosures to governmental agencies [15 U.S.C. § 1681f] . . . . . . . . . . . 45
§ 609. Disclosures to consumers [15 U.S.C. § 1681g] . . . . . . . . . . . . . . . . . . . 45
§ 610. Conditions and form of disclosure to consumers [15 U.S.C. § 1681h] . . . . 57
§ 611. Procedure in case of disputed accuracy [15 U.S.C. § 1681i] . . . . . . . . . . 58
§ 612. Charges for certain disclosures [15 U.S.C. § 1681j] . . . . . . . . . . . . . . . 66
§ 613. Public record information for employment purposes [15 U.S.C. § 1681k]. . 70
§ 614. Restrictions on investigative consumer reports [15 U.S.C. § 1681l]. . . . . . 70
§ 615. Requirements on users of consumer reports [15 U.S.C. § 1681m]  . . . . . . 70
§ 616. Civil liability for willful noncompliance [15 U.S.C. § 1681n] . . . . . . . . . 79
§ 617. Civil liability for negligent noncompliance [15 U.S.C. § 1681o] . . . . . . . . 80
§ 618. Jurisdiction of courts; limitation of actions [15 U.S.C. § 1681p]. . . . . . . . 80
§ 619. Obtaining information under false pretenses [15 U.S.C. § 1681q] . . . . . . . 81
§ 620. Unauthorized disclosures by officers or employees [15 U.S.C. § 1681r]. . . 81
§ 621. Administrative enforcement [15 U.S.C. § 1681s] . . . . . . . . . . . . . . . . . 81
§ 622. Information on overdue child support obligations [15 U.S.C. § 1681s-1] . . 87
§ 623. Responsibilities of furnishers of information to consumer reporting 

agencies [15 U.S.C. § 1681s-2]. . . . . . . . . . . . . . . . . . . . . . . . . . . . . 87
§ 624. Affiliate sharing [15 U.S.C. § 1681s-3]. . . . . . . . . . . . . . . . . . . . . . . . 97
§ 625. Relation to State laws [15 U.S.C. § 1681t]. . . . . . . . . . . . . . . . . . . . . .100
§ 626. Disclosures to FBI for counterintelligence purposes [15 U.S.C. § 1681u] . .103
§ 627. Disclosures to governmental agencies for counterterrorism purposes 

[15 U.S.C. § 1681v] . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .108
§ 628. Disposal of records [15 U.S.C. § 1681w] . . . . . . . . . . . . . . . . . . . . . .109
§ 629. Corporate and technological circumvention prohibited  

[15 U.S.C. § 1681x] . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .110



§ 603 - 15 U.S.C. § 1681a

1

§ 601. Short title

This title may be cited as the “Fair Credit Reporting Act.”

§ 602. Congressional findings and statement of purpose 
[15 U.S.C. § 1681]

(a) Accuracy and fairness of credit reporting. The Congress makes the  
following findings:

(1) The banking system is dependent upon fair and accurate credit  
reporting. Inaccurate credit reports directly impair the efficiency of 
the banking system, and unfair credit reporting methods undermine 
the public confidence which is essential to the continued functioning 
of the banking system. 

(2) An elaborate mechanism has been developed for investigating and 
evaluating the credit worthiness, credit standing, credit capacity, 
character, and general reputation of consumers.

(3) Consumer reporting agencies have assumed a vital role in assembling 
and evaluating consumer credit and other information on consumers. 

(4) There is a need to insure that consumer reporting agencies exercise 
their grave responsibilities with fairness, impartiality, and a respect 
for the consumer’s right to privacy.

(b) Reasonable procedures. It is the purpose of this title to require that  
consumer reporting agencies adopt reasonable procedures for meeting the 
needs of commerce for consumer credit, personnel, insurance, and other 
information in a manner which is fair and equitable to the consumer, with 
regard to the confidentiality, accuracy, relevancy, and proper utilization of 
such information in accordance with the requirements of this title.  

§ 603. Definitions; rules of construction [15 U.S.C. § 1681a]

(a) Definitions and rules of construction set forth in this section are applicable 
for the purposes of this title. 

(b) The term “person” means any individual, partnership, corporation, trust, 
estate, cooperative, association, government or governmental subdivision 
or agency, or other entity.

(c) The term “consumer” means an individual.

(d) Consumer Report

(1) In general.  The term “consumer report” means any written, oral, 
or other communication of any information by a consumer reporting 
agency bearing on a consumer’s credit worthiness, credit standing, 
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credit capacity, character, general reputation, personal characteristics,  
or mode of living which is used or expected to be used or collected in 
whole or in part for the purpose of serving as a factor in establishing 
the consumer’s eligibility for

(A) credit or insurance to be used primarily for personal, family, or 
household purposes;

(B) employment purposes; or 

(C) any other purpose authorized under section 604 [§ 1681b]. 

(2) Exclusions.  Except as provided in paragraph (3), the term “consumer  
report” does not include 

(A) subject to section 624, any 

(i) report containing information solely as to transactions or 
experiences between the consumer and the person making 
the report; 

(ii) communication of that information among persons related 
by common ownership or affiliated by corporate control; 
or

(iii) communication of other information among persons 
related by common ownership or affiliated by corporate 
control, if it is clearly and conspicuously disclosed to 
the consumer that the information may be communicated 
among such persons and the consumer is given the  
opportunity, before the time that the information is initially  
communicated, to direct that such information not be  
communicated among such persons;

(B) any authorization or approval of a specific extension of credit 
directly or indirectly by the issuer of a credit card or similar 
device; 

(C) any report in which a person who has been requested by a third 
party to make a specific extension of credit directly or indirectly  
to a consumer conveys his or her decision with respect to such 
request, if the third party advises the consumer of the name and 
address of the person to whom the request was made, and such 
person makes the disclosures to the consumer required under 
section 615 [§ 1681m]; or

(D) a communication described in subsection (o) or (x).1

1 Should be read as “(o) or (y)” because section 603(x) was re-designated as 603(y) in 2010 by the CFPA.
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(3) Restriction on sharing of medical information.  Except for information  
or any communication of information disclosed as provided in section 
604(g)(3), the exclusions in paragraph (2) shall not apply with respect 
to information disclosed to any person related by common ownership 
or affiliated by corporate control, if the information is – 

(A) medical information;

(B) an individualized list or description based on the payment  
transactions of the consumer for medical products or services; or

(C) an aggregate list of identified consumers based on payment 
transactions for medical products or services.

(e) The term “investigative consumer report” means a consumer report or 
portion  thereof in which information on a consumer’s character, general 
reputation, personal characteristics, or mode of living is obtained through 
personal interviews with neighbors, friends, or associates of the consumer 
reported on or with others with whom he is acquainted or who may have 
knowledge concerning any such items of information. However, such 
information shall not include specific factual information on a consumer’s 
credit record obtained directly from a creditor of the consumer or from a 
consumer reporting agency when such information was obtained directly 
from a creditor of the consumer or from the consumer.

(f) The term “consumer reporting agency” means any person which, for 
monetary fees, dues, or on a cooperative nonprofit basis, regularly engages  
in whole or in part in the practice of assembling or evaluating consumer 
credit information or other information on consumers for the purpose of 
furnishing consumer reports to third parties, and which uses any means or 
facility of interstate commerce for the purpose of preparing or furnishing 
consumer reports.

(g) The term “file,” when used in connection with information on any  
consumer, means all of the information on that consumer recorded and  
retained by a consumer reporting agency regardless of how the information  
is stored. 

(h) The term “employment purposes” when used in connection with a  
consumer report means a report used for the purpose of evaluating a 
consumer for employment, promotion, reassignment or retention as an 
employee. 

(i) The term “medical information” – 

(1) means information or data, whether oral or recorded, in any form 
or medium, created by or derived from a health care provider or the 
consumer, that relates to – 
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(A) the past, present, or future physical, mental, or behavioral 
health or condition of  an individual;

(B) the provision of health care to an individual; or

(C) the payment for the provision of health care to an individual.

(2) does not include the age or gender of a consumer, demographic  
information about the consumer, including a consumer’s residence 
address or e-mail address, or any other information about a consumer 
that does not relate to the physical, mental, or behavioral health or 
condition of a consumer, including the existence or value of any 
insurance policy.

(j) Definitions Relating to Child Support Obligations

(1) The “overdue support” has the meaning given to such term in section 
666(e) of title 42 [Social Security Act, 42 U.S.C. § 666(e)]. 

(2) The term “State or local child support enforcement agency” means a 
State or local agency which administers a State or local program for 
establishing and enforcing child support obligations.  

(k) Adverse Action

(1) Actions included.  The term “adverse action” – 

(A) has the same meaning as in section 701(d)(6) of the Equal 
Credit Opportunity Act; and

(B) means

(i) a denial or cancellation of, an increase in any charge for, 
or a reduction or other adverse or unfavorable change in 
the terms of coverage or amount of, any insurance,  
existing or applied for, in connection with the underwriting  
of insurance;

(ii) a denial of employment or any other decision for  
employment purposes that adversely affects any current or 
prospective employee;

(iii) a denial or cancellation of, an increase in any charge for, 
or any other adverse or unfavorable change in the terms 
of, any license or benefit described in section 604(a)(3)(D) 
[§ 1681b]; and

(iv) an action taken or determination that is  

(I) made in connection with an application that was made 
by, or a transaction that was initiated by, any  
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consumer, or in connection with a review of an  
account under section 604(a)(3)(F)(ii)[§ 1681b]; and

(II) adverse to the interests of the consumer.

(2) Applicable findings, decisions, commentary, and orders.  For purposes  
of any determination of whether an action is an adverse action under 
paragraph (1)(A), all appropriate final findings, decisions, commentary,  
and orders issued under section 701(d)(6) of the Equal Credit  
Opportunity Act by the Bureau or any court shall apply.

(l) The term “firm offer of credit or insurance” means any offer of credit or 
insurance to a consumer that will be honored if the consumer is  
determined, based on information in a consumer report on  the consumer, 
to meet the specific criteria used to select the consumer for the offer, 
except that the offer may be further conditioned on one or more of the 
following:

(1) The consumer being determined, based on information in the  
consumer’s application for the credit or insurance, to meet specific 
criteria bearing on credit worthiness or insurability, as applicable, 
that are established  

(A) before selection of the consumer for the offer; and

(B) for the purpose of determining whether to extend credit or 
insurance pursuant to the offer.

(2) Verification  

(A) that the consumer continues to meet the specific criteria used 
to select the consumer for the offer, by using information in a 
consumer report on the consumer, information in the consumer’s  
application for the credit or insurance, or other information 
bearing on the credit worthiness or insurability of the  
consumer; or

(B) of the information in the consumer’s application for the credit 
or insurance, to determine that the consumer meets the specific 
criteria bearing on credit worthiness or insurability.

(3) The consumer furnishing any collateral that is a requirement for the 
extension of the credit or insurance that was  

(A) established before selection of the consumer for the offer of 
credit or insurance; and

(B) disclosed to the consumer in the offer of credit or insurance.
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(m) The term “credit or insurance transaction that is not initiated by the  
consumer” does not include the use of a consumer report by a person with 
which the consumer has an account or insurance policy, for purposes of  

(1) reviewing the account or insurance policy; or

(2) collecting the account.

(n) The term “State” means any State, the Commonwealth of Puerto Rico, the 
District of Columbia, and any territory or possession of the United States.

(o) Excluded communications.  A communication is described in this  
subsection if it is a communication 

(1) that, but for subsection (d)(2)(D), would be an investigative  
consumer report;

(2) that is made to a prospective employer for the purpose of

(A) procuring an employee for the employer; or

(B) procuring an opportunity for a natural person to work for the 
employer;

(3) that is made by a person who regularly performs such procurement;

(4) that is not used by any person for any purpose other than a purpose 
described in subparagraph (A) or (B) of paragraph (2); and

(5) with respect to which

(A) the consumer who is the subject of the communication

(i) consents orally or in writing to the nature and scope of the 
communication, before the collection of any information 
for the purpose of making the communication;

(ii) consents orally or in writing to the making of the  
communication to a prospective employer, before the 
making of the communication; and

(iii) in the case of consent under clause (i) or (ii) given orally, 
is provided written confirmation of that consent by the 
person making the communication, not later than 3 business  
days after the receipt of the consent by that person;

(B) the person who makes the communication does not, for the 
purpose of making the communication, make any inquiry that 
if made by a prospective employer of the consumer who is the 
subject of the communication would violate any applicable  
Federal or State equal employment opportunity law or  
regulation; and
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(C) the person who makes the communication

(i) discloses in writing to the consumer who is the subject of 
the communication, not later than 5 business days after 
receiving any request from the consumer for such  
disclosure, the nature and substance of all information in 
the consumer’s file at the time of the request, except that 
the sources of any information that is acquired solely for 
use in making the communication and is actually used for 
no other purpose, need not be disclosed other than under 
appropriate discovery procedures in any court of competent  
jurisdiction in which an action is brought; and

(ii) notifies the consumer who is the subject of the  
communication, in writing, of the consumer’s right to 
request the information described in clause (i).

(p) The term “consumer reporting agency that compiles and maintains files on 
consumers on a nationwide basis” means a consumer reporting agency that 
regularly engages in the practice of assembling or evaluating, and  
maintaining, for the purpose of furnishing consumer reports to third parties  
bearing on a consumer’s credit worthiness, credit standing, or credit  
capacity, each of the following regarding consumers residing nationwide:

(1) Public record information.

(2) Credit account information from persons who furnish that  
information regularly and in the ordinary course of business.

(q) Definitions relating to fraud alerts.

(1) The term “active duty military consumer” means a consumer in  
military service who – 

(A) is on active duty (as defined in section 101(d)(1) of title 10, 
United States Code) or is a reservist performing duty under a 
call or order to active duty under a provision of law referred to 
in section 101(a)(13) of title 10, United States Code; and

(B) is assigned to service away from the usual duty station of the 
consumer.

(2) The terms “fraud alert” and “active duty alert” mean a statement in 
the file of a consumer that – 

(A) notifies all prospective users of a consumer report relating to 
the consumer that the consumer may be a victim of fraud,  
including identity theft, or is an active duty military consumer, 
as applicable; and
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(B) is presented in a manner that facilitates a clear and conspicuous  
view of the statement described in subparagraph (A) by any 
person requesting such consumer report.

(3) The term “identity theft” means a fraud committed using the  
identifying information of another person, subject to such further 
definition as the Bureau may prescribe, by regulation. 

See also 16 CFR Part 603.2 
69 Fed. Reg. 63922 (11/03/04)

(4) The term “identity theft report” has the meaning given that term by 
rule of the Bureau, and means, at a minimum, a report – 

See also 16 CFR Part 603.3 
69 Fed. Reg. 63922 (11/03/04)

(A) that alleges an identity theft;

(B) that is a copy of an official, valid report filed by a consumer 
with an appropriate Federal, State, or local law enforcement 
agency, including the United States Postal Inspection Service, 
or such other government agency deemed appropriate by the 
Bureau; and

(C) the filing of which subjects the person filing the report to 
criminal penalties relating to the filing of false information if, 
in fact, the information in the report is false.

(5) The term “new credit plan” means a new account under an open end 
credit plan (as defined in section 103(i) of the Truth in Lending Act) 
or a new credit transaction not under an open end credit plan.

(r) Credit and Debit Related Terms

(1) The term “card issuer” means – 

(A) a credit card issuer, in the case of a credit card; and

(B) a debit card issuer, in the case of a debit card.

(2) The term “credit card” has the same meaning as in section 103 of the 
Truth in Lending Act.

(3) The term “debit card” means any card issued by a financial institution  
to a consumer for use in initiating an electronic fund transfer from 
the account of the consumer at such financial institution, for the 
purpose of transferring money between accounts or obtaining money, 
property, labor, or services.

(4) The terms “account” and “electronic fund transfer” have the same 
meanings as in section 903 of the Electronic Fund Transfer Act.
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(5) The terms “credit” and “creditor” have the same meanings as in  
section 702 of the Equal Credit Opportunity Act.

(s) The term “Federal banking agency” has the same meaning as in section 3 
of the Federal Deposit Insurance Act.

(t) The term “financial institution” means a State or National bank, a State 
or Federal savings and loan association, a mutual savings bank, a State or 
Federal credit union, or any other person that, directly or indirectly, holds 
a transaction account (as defined in section 19(b) of the Federal Reserve 
Act) belonging to a consumer.

(u) The term “reseller” means a consumer reporting agency that – 

(1) assembles and merges information contained in the database of 
another consumer reporting agency or multiple consumer reporting 
agencies concerning any consumer for purposes of furnishing such 
information to any third party, to the extent of such activities; and 

(2) does not maintain a database of the assembled or merged information 
from which new consumer reports are produced.

(v) The term “Commission” means the Federal Trade Commission.

(w) The term “Bureau” means the Bureau of Consumer Financial Protection.

(x) The term “nationwide specialty consumer reporting agency” means a 
consumer reporting agency that compiles and maintains files on consumers 
on a nationwide basis relating to – 

(1) medical records or payments;

(2) residential or tenant history;

(3) check writing history;

(4) employment history; or

(5) insurance claims.

(y) Exclusion of Certain Communications for Employee Investigations 

(1) A communication is described in this subsection if – 

(A) but for subsection (d)(2)(D), the communication would be a 
consumer report;

(B) the communication is made to an employer in connection with 
an investigation of – 

(i) suspected misconduct relating to employment; or
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(ii) compliance with Federal, State, or local laws and  
regulations, the rules of a self-regulatory organization,  
or any preexisting written policies of the employer;

(C) the communication is not made for the purpose of investigating 
a consumer’s credit worthiness, credit standing, or credit  
capacity; and

(D) the communication is not provided to any person except – 

(i) to the employer or an agent of the employer;

(ii) to any Federal or State officer, agency, or department, 
or any officer, agency, or department of a unit of general 
local government;

(iii) to any self-regulatory organization with regulatory  
authority over the activities of the employer or employee;

(iv) as otherwise required by law; or

(v) pursuant to section 608.

(2) Subsequent disclosure.  After taking any adverse action based in 
whole or in part on a communication described in paragraph (1), the 
employer shall disclose to the consumer a summary containing the 
nature and substance of the communication upon which the adverse 
action is based, except that the sources of information acquired solely 
for use in preparing what would be but for subsection (d)(2)(D) an 
investigative consumer report need not be disclosed.

(3) For purposes of this subsection, the term “self-regulatory organization”  
includes any self-regulatory organization (as defined in section 3(a)
(26) of the Securities Exchange Act of 1934), any entity established 
under title I of the Sarbanes-Oxley Act of 2002, any board of trade 
designated by the Commodity Futures Trading Commission, and any 
futures association registered with such Commission.

(z) Veteran.  The term ‘veteran’ has the meaning given the term in section 
101 of title 38, United States Code.

(aa) Veteran’s medical debt.  The term ‘veteran’s medical debt’  

(1) means a medical collection debt of a veteran owed to a non-Department  
of Veterans Affairs health care provider that was submitted to the  
Department for payment for health care authorized by the  
Department of Veterans Affairs; and

(2) includes medical collection debt that the Department of Veterans  
Affairs has wrongfully charged a veteran.
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§ 604. Permissible purposes of consumer reports 
[15 U.S.C. § 1681b]

(a) In general.  Subject to subsection (c), any consumer reporting agency may 
furnish a consumer report under the following circumstances and no other:

(1) In response to the order of a court having jurisdiction to issue such an 
order, or a subpoena issued in connection with proceedings before a 
Federal grand jury.

(2) In accordance with the written instructions of the consumer to whom 
it relates.

(3) To a person which it has reason to believe  

(A) intends to use the information in connection with a credit  
transaction involving the consumer on whom the information 
is to be furnished and involving the extension of credit to, or 
review or collection of an account of, the consumer; or

(B) intends to use the information for employment purposes; or

(C) intends to use the information in connection with the  
underwriting of insurance involving the consumer; or

(D) intends to use the information in connection with a determination  
of the consumer’s eligibility for a license or other benefit 
granted by a governmental instrumentality required by law to 
consider an applicant’s financial responsibility or status; or

(E) intends to use the information, as a potential investor or  
servicer, or current insurer, in connection with a valuation of, 
or an assessment of the credit or prepayment risks associated 
with, an existing credit obligation; or

(F) otherwise has a legitimate business need for the information  

(i) in connection with a business transaction that is initiated 
by the consumer; or

(ii) to review an account to determine whether the consumer 
continues to meet the terms of the account.2

(G) executive departments and agencies in connection with the  
issuance of government-sponsored individually-billed travel 
charge cards. 2 

2 As written in the 2007 amendment that added section 604(a)(3)(G).  Subsection F(ii) should end with “; 
or” instead of a period, and the text of subsection (g) should conform to the style of the rest of section 
605(a)(3).
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(4) In response to a request by the head of a State or local child support  
enforcement agency (or a State or local government official  
authorized by the head of such an agency), if the person making the 
request certifies to the consumer reporting agency that – 

(A) the consumer report is needed for the purpose of establishing an 
individual’s capacity to make child support payments, determining  
the appropriate level of such payments, or enforcing a child 
support order, award, agreement, or judgment;

(B) the parentage of the consumer for the child to which the  
obligation relates has been established or acknowledged by the 
consumer in accordance with State laws under which the  
obligation arises (if required by those laws); and

(C) the consumer report will be kept confidential, will be used 
solely for a purpose described in subparagraph (A), and will 
not be used in connection with any other civil, administrative, 
or criminal proceeding, or for any other purpose.

(D) Redesignated (C)

(5) To an agency administering a State plan under Section 454 of the  
Social Security Act (42 U.S.C. § 654) for use to set an initial or 
modified child support award.

(6) To the Federal Deposit Insurance Corporation or the National Credit 
Union Administration as part of its preparation for its appointment or 
as part of its exercise of powers, as conservator, receiver, or  
liquidating agent for an insured depository institution or insured 
credit union under the Federal Deposit Insurance Act or the Federal 
Credit Union Act, or other applicable Federal or State law, or in  
connection with the resolution or liquidation of a failed or failing 
insured depository institution or insured credit union, as applicable.

(b) Conditions for Furnishing and Using Consumer Reports for Employment 
Purposes.  

(1) Certification from user.  A consumer reporting agency may furnish a 
consumer report for employment purposes only if  

(A) the person who obtains such report from the agency certifies to 
the agency that 

(i) the person has complied with paragraph (2) with respect 
to the consumer report, and the person will comply with 
paragraph (3) with respect to the consumer report if  
paragraph (3) becomes applicable; and
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(ii) information from the consumer report will not be used in 
violation of any applicable Federal or State equal  
employment opportunity law or regulation; and

(B) the consumer reporting agency provides with the report, or has 
previously provided, a summary of the consumer’s rights under 
this title, as prescribed by the Bureau under section 609(c)(3) 
[§ 1681g].

(2) Disclosure to Consumer.

(A) In general.  Except as provided in subparagraph (B), a person 
may not procure a consumer report, or cause a consumer report 
to be procured, for employment purposes with respect to any 
consumer, unless – 

(i) a clear and conspicuous disclosure has been made in 
writing to the consumer at any time before the report is 
procured or caused to be procured, in a document that 
consists solely of the disclosure, that a consumer report 
may be obtained for employment purposes; and 

(ii) the consumer has authorized in writing (which authorization  
may be made on the document referred to in clause (i)) the 
procurement of the report by that person.

(B) Application by mail, telephone, computer, or other similar 
means. If a consumer described in subparagraph (C) applies 
for employment by mail, telephone, computer, or other similar 
means, at any time before a consumer report is procured or 
caused to be procured in connection with that application – 

(i) the person who procures the consumer report on the 
consumer for employment purposes shall provide to the 
consumer, by oral, written, or electronic means, notice 
that a consumer report may be obtained for employment 
purposes, and a summary of the consumer’s rights under 
section 615(a)(3); and

(ii) the consumer shall have consented, orally, in writing, 
or electronically to the procurement of the report by that 
person.

(C) Scope. Subparagraph (B) shall apply to a person procuring a 
consumer report on a consumer in connection with the  
consumer’s application for employment only if – 
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(i) the consumer is applying for a position over which the 
Secretary of Transportation has the power to establish 
qualifications and maximum hours of service pursuant to 
the provisions of section 31502 of title 49, or a  
position subject to safety regulation by a State  
transportation agency; and

(ii) as of the time at which the person procures the report 
or causes the report to be procured the only interaction 
between the consumer and the person in connection with 
that employment application has been by mail, telephone, 
computer, or other similar means.

(3) Conditions on use for adverse actions.

(A) In general.  Except as provided in subparagraph (B), in using  
a consumer report for employment purposes, before taking 
any adverse action based in whole or in part on the report, the 
person intending to take such adverse action shall provide to the 
consumer to whom the report relates – 

(i) a copy of the report; and

(ii) a description in writing of the rights of the consumer 
under this title, as prescribed by the Bureau under section 
609(c)(3).3

(B) Application by mail, telephone, computer, or other similar 
means.

(i) If a consumer described in subparagraph (C) applies for 
employment by mail, telephone, computer, or other  
similar means, and if a person who has procured a  
consumer report on the consumer for employment purposes  
takes adverse action on the employment application based 
in whole or in part on the report, then the person must 
provide to the consumer to whom the report relates, in 
lieu of the notices required under subparagraph (A) of 
this section and under section 615(a), within 3 business 
days of taking such action, an oral, written or electronic 
notification – 

(I) that adverse action has been taken based in whole or 
in part on a consumer report received from a  
consumer reporting agency;

3 The references in Sections 604(b)(3)(A) and 604(b)(3)(B) should be to Section 609(c)(1), not (c)(3) that no 
longer exists as the result of Congress’ re-organization of Section 609(c) in 2003 (FACT Act).
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(II) of the name, address and telephone number of the 
consumer reporting agency that furnished the  
consumer report (including a toll-free telephone  
number established by the agency if the agency  
compiles and maintains files on consumers on a  
nationwide basis);

(III) that the consumer reporting agency did not make the 
decision to take the adverse action and is unable to 
provide to the consumer the specific reasons why the 
adverse action was taken; and

(IV) that the consumer may, upon providing proper  
identification, request a free copy of a report and may 
dispute with the consumer reporting agency the  
accuracy or completeness of any information in a 
report.

(ii) If, under clause (B)(i)(IV), the consumer requests a copy 
of a consumer report from the person who procured the 
report, then, within 3 business days of receiving the  
consumer’s request, together with proper identification, 
the person must send or provide to the consumer a copy of 
a report and a copy of the consumer’s rights as prescribed 
by the Bureau under section 609(c)(3).3  

(C) Scope. Subparagraph (B) shall apply to a person procuring a 
consumer report on a consumer in connection with the  
consumer’s application for employment only if – 

(i) the consumer is applying for a position over which the 
Secretary of Transportation has the power to establish 
qualifications and maximum hours of service pursuant to 
the provisions of section 31502 of title 49, or a  
position subject to safety regulation by a State  
transportation agency; and

(ii) as of the time at which the person procures the report 
or causes the report to be procured the only interaction 
between the consumer and the person in connection with 
that employment application has been by mail, telephone, 
computer, or other similar means.

(4) Exception for national security investigations.

(A) In general. In the case of an agency or department of the 
United States Government which seeks to obtain and use a 
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consumer report for employment purposes, paragraph (3) shall 
not apply to any adverse action by such agency or department 
which is based in part on such consumer report, if the head of 
such agency or department makes a written finding that – 

(i) the consumer report is relevant to a national security  
investigation of such agency or department;

(ii) the investigation is within the jurisdiction of such agency 
or department;

(iii) there is reason to believe that compliance with paragraph 
(3) will – 

(I) endanger the life or physical safety of any person;

(II) result in flight from prosecution;

(III) result in the destruction of, or tampering with,  
evidence relevant to the investigation;

(IV) result in the intimidation of a potential witness  
relevant to the investigation;

(V) result in the compromise of classified information; or

(VI) otherwise seriously jeopardize or unduly delay the 
investigation or another official proceeding.

(B) Notification of consumer upon conclusion of investigation. 
Upon the conclusion of a national security investigation  
described in subparagraph (A), or upon the determination that 
the exception under subparagraph (A) is no longer required for 
the reasons set forth in such subparagraph, the official exercising  
the authority in such subparagraph shall provide to the consumer  
who is the subject of the consumer report with regard to which 
such finding was made – 

(i) a copy of such consumer report with any classified  
information redacted as necessary;

(ii) notice of any adverse action which is based, in part, on 
the consumer report; and

(iii) the identification with reasonable specificity of the nature 
of the investigation for which the consumer report was 
sought.

(C) Delegation by head of agency or department.  For purposes of 
subparagraphs (A)and (B), the head of any agency or department  
of the United States Government may delegate his or her  
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authorities under this paragraph to an official of such agency or 
department who has personnel security responsibilities and is a 
member of the Senior Executive Service or equivalent civilian 
or military rank.

(D) Definitions. For purposes of this paragraph, the following  
definitions shall apply:

(i) Classified information. The term “classified information” 
means information that is protected from unauthorized 
disclosure under Executive Order No. 12958 or successor 
orders.

(ii) National security investigation. The term “national security  
investigation” means any official inquiry by an agency or 
department of the United States Government to determine 
the eligibility of a consumer to receive access or continued 
access to classified information or to determine whether 
classified information has been lost or compromised.

(c) Furnishing reports in connection with credit or insurance transactions that 
are not initiated by the consumer.  

(1) In general.  A consumer reporting agency may furnish a consumer 
report relating to any consumer pursuant to subparagraph (A) or (C) 
of subsection (a)(3) in connection with any credit or insurance  
transaction that is not initiated by the consumer only if  

(A) the consumer authorizes the agency to provide such report to 
such person; or

(B) (i) the transaction consists of a firm offer of credit or insurance;

(ii) the consumer reporting agency has complied with  
subsection (e);

(iii) there is not in effect an election by the consumer, made 
in accordance with subsection (e), to have the consumer’s 
name and address excluded from lists of names provided 
by the agency pursuant to this paragraph; and

(iv) the consumer report does not contain a date of birth that 
shows that the consumer has not attained the age of 21, 
or, if the date of birth on the consumer report shows that 
the consumer has not attained the age of 21, such  
consumer consents to the consumer reporting agency to 
such furnishing.
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(2) Limits on information received under paragraph (1)(B).  A person 
may receive pursuant to paragraph (1)(B) only  

(A) the name and address of a consumer;

(B) an identifier that is not unique to the consumer and that is used 
by the person solely for the purpose of verifying the identity of 
the consumer; and

(C) other information pertaining to a consumer that does not identify  
the relationship or experience of the consumer with respect to a 
particular creditor or other entity.

(3) Information regarding inquiries.  Except as provided in section 
609(a)(5) [§ 1681g], a consumer reporting agency shall not furnish to 
any person a record of inquiries in connection with a credit or  
insurance transaction that is not initiated by a consumer.

(d) Reserved.

(e) Election of consumer to be excluded from lists.  

(1) In general.  A consumer may elect to have the consumer’s name and 
address excluded from any list provided by a consumer reporting 
agency under subsection (c)(1)(B) in connection with a credit or  
insurance transaction that is not initiated by the consumer, by  
notifying the agency in accordance with paragraph (2) that the  
consumer does not consent to any use of a consumer report relating 
to the consumer in connection with any credit or insurance  
transaction that is not initiated by the consumer.

(2) Manner of notification.  A consumer shall notify a consumer  
reporting agency under paragraph (1)  

(A) through the notification system maintained by the agency under 
paragraph (5); or

(B) by submitting to the agency a signed notice of election form  
issued by the agency for purposes of this subparagraph.

(3) Response of agency after notification through system.  Upon receipt 
of notification of the election of a consumer under paragraph (1) 
through the notification system maintained by the agency under  
paragraph (5), a consumer reporting agency shall  

(A) inform the consumer that the election is effective only for the 
5-year period following the election if the consumer does not 
submit to the agency a signed notice of election form issued by 
the agency for purposes of paragraph (2)(B); and
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(B) provide to the consumer a notice of election form, if requested 
by the consumer, not later than 5 business days after receipt of 
the notification of the election through the system established 
under paragraph (5), in the case of a request made at the time 
the consumer provides notification through the system.

(4) Effectiveness of election.  An election of a consumer under 
paragraph (1)  

(A) shall be effective with respect to a consumer reporting agency 
beginning 5 business days after the date on which the consumer 
notifies the agency in accordance with paragraph (2);

(B) shall be effective with respect to a consumer reporting agency  

(i) subject to subparagraph (C), during the 5-year period 
beginning 5 business days after the date on which the 
consumer notifies the agency of the election, in the case of 
an election for which a consumer notifies the agency only 
in accordance with paragraph (2)(A); or

(ii) until the consumer notifies the agency under subparagraph 
(C), in the case of an election for which a consumer  
notifies the agency in accordance with paragraph (2)(B);

(C) shall not be effective after the date on which the consumer  
notifies the agency, through the notification system established 
by the agency under paragraph (5), that the election is no  
longer effective; and

(D) shall be effective with respect to each affiliate of the agency.

(5) Notification System 

(A) In general.  Each consumer reporting agency that, under  
subsection (c)(1)(B), furnishes a consumer report in connection 
with a credit or insurance transaction that is not initiated by a 
consumer, shall  

(i) establish and maintain a notification system, including a 
toll-free telephone number, which permits any consumer 
whose consumer report is maintained by the agency to 
notify the agency, with appropriate identification, of the 
consumer’s election to have the consumer’s name and  
address excluded from any such list of names and addresses  
provided by the agency for such a transaction; and

(ii) publish by not later than 365 days after the date of enactment  
of the Consumer Credit Reporting Reform Act of 1996, 
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and not less than annually thereafter, in a publication of 
general circulation in the area served by the agency  

(I) a notification that information in consumer files  
maintained by the agency may be used in connection 
with such transactions; and

(II) the address and toll-free telephone number for  
consumers to use to notify the agency of the  
consumer’s election under clause (I).

(B) Establishment and maintenance as compliance.  Establishment 
and maintenance of a notification system (including a toll-free 
telephone number) and publication by a consumer reporting 
agency on the agency’s own behalf and on behalf of any of its 
affiliates in accordance with this paragraph is deemed to be 
compliance with this paragraph by each of those affiliates.

(6) Notification system by agencies that operate nationwide.  Each  
consumer reporting agency that compiles and maintains files on  
consumers on a nationwide basis shall establish and maintain a  
notification system for purposes of paragraph (5) jointly with other 
such consumer reporting agencies.

(f) Certain use or obtaining of information prohibited.  A person shall not use 
or obtain a consumer report for any purpose unless  

(1) the consumer report is obtained for a purpose for which the consumer 
report is authorized to be furnished under this section; and

(2) the purpose is certified in accordance with section 607 [§ 1681e]  
by a prospective user of the report through a general or specific  
certification.

(g) Protection of Medical Information

(1) Limitation on consumer reporting agencies.  A consumer reporting 
agency shall not furnish for employment purposes, or in connection 
with a credit or insurance transaction, a consumer report that contains 
medical information (other than medical contact information treated 
in the manner required under section 605(a)(6)) about a consumer, 
unless – 

(A) if furnished in connection with an insurance transaction, the 
consumer affirmatively consents to the furnishing of the report;

(B) if furnished for employment purposes or in connection with a 
credit transaction – 
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(i) the information to be furnished is relevant to process or 
effect the employment or credit transaction; and

(ii) the consumer provides specific written consent for the 
furnishing of the report that describes in clear and  
conspicuous language the use for which the information 
will be furnished; or

(C) the information to be furnished pertains solely to transactions, 
accounts, or balances relating to debts arising from the receipt 
of medical services, products, or devises, where such  
information, other than account status or amounts, is restricted 
or reported using codes that do not identify, or do not provide 
information sufficient to infer, the specific provider or the 
nature of such services, products, or devices, as provided in 
section 605(a)(6).

(2) Limitation on creditors.  Except as permitted pursuant to paragraph 
(3)(C) or regulations prescribed under paragraph (5)(A), a creditor 
shall not obtain or use medical information (other than medical contact  
information treated in the manner required under section 605(a)(6)) 
pertaining to a consumer in connection with any determination of the 
consumer’s eligibility, or continued eligibility, for credit.

(3) Actions authorized by federal law, insurance activities and regulatory  
determinations.  Section 603(d)(3) shall not be construed so as to 
treat information or any communication of information as a consumer 
report if the information or communication is disclosed – 

(A) in connection with the business of insurance or annuities,  
including the activities described in section 18B of the model 
Privacy of Consumer Financial and Health Information  
Regulation issued by the National Association of Insurance 
Commissioners (as in effect on January 1, 2003);

(B) for any purpose permitted without authorization under the 
Standards for Individually Identifiable Health Information 
promulgated by the Department of Health and Human Services 
pursuant to the Health Insurance Portability and Accountability 
Act of 1996, or referred to under section 1179 of such Act, or 
described in section 502(e) of Public Law 106-102; or 

(C) as otherwise determined to be necessary and appropriate, by 
regulation or order, by the Bureau or the applicable State  
insurance authority (with respect to any person engaged in  
providing insurance or annuities).
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(4) Limitation on redisclosure of medical information.  Any person that 
receives medical information pursuant to paragraph (1) or (3) shall 
not disclose such information to any other person, except as necessary  
to carry out the purpose for which the information was initially  
disclosed, or as otherwise permitted by statute, regulation, or order.

(5) Regulations and Effective Date for Paragraph (2)

(A)4 Regulations required.  The Bureau may, after notice and  
opportunity for comment, prescribe regulations that permit  
transactions under paragraph (2) that are determined to be  
necessary and appropriate to protect legitimate operational, 
transactional, risk, consumer, and other needs (and which shall 
include permitting actions necessary for administrative verifica-
tion purposes), consistent with the intent of paragraph (2) to  
restrict the use of medical information for inappropriate purposes.

See also 12 CFR Parts 41/222/232/334/571/717 
70 Fed. Reg. 70664 (11/22/05)

(6) Coordination with other laws.  No provision of this subsection shall 
be construed as altering, affecting, or superseding the applicability of 
any other provision of Federal law relating to medical confidentiality.

§ 605. Requirements relating to information contained in 
consumer reports [15 U.S.C. § 1681c]

(a) Information excluded from consumer reports.  Except as authorized under 
subsection (b) of this section, no consumer reporting agency may make 
any consumer report containing any of the following items of information:

(1) Cases under title 11 [United States Code] or under the Bankruptcy 
Act that, from the date of entry of the order for relief or the date of 
adjudication, as the case may be, antedate the report by more than  
10 years.

(2) Civil suits, civil judgments, and records of arrest that from date 
of entry, antedate the report by more than seven years or until the 
governing statute of limitations has expired, whichever is the longer 
period.

(3) Paid tax liens which, from date of payment, antedate the report by 
more than seven years.

4 As written in section 1088(a)(4)(B) of the CFPA in 2010.  The previous version of section 604(b)(5), 
added in 2003 by the FACT Act, contained two subsections (A) and (B).  The latter stated that the rules 
required to be prescribed by the Federal financial agencies (not including the Commission) be finalized by 
June 4, 2004.
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(4) Accounts placed for collection or charged to profit and loss which 
antedate the report by more than seven years.5

(5) Any other adverse item of information, other than records of convic-
tions of crimes which antedates the report by more than seven years.5

(6) The name, address, and telephone number of any medical information  
furnisher that has notified the agency of its status, unless – 

(A) such name, address, and telephone number are restricted or  
reported using codes that do not identify, or provide information  
sufficient to infer, the specific provider or the nature of such 
services, products, or devices to a person other than the  
consumer; or

(B) the report is being provided to an insurance company for a  
purpose relating to engaging in the business of insurance other 
than property and casualty insurance.

(7) With respect to a consumer reporting agency described in section 
603(p), any information related to a veteran’s medical debt if the 
date on which the hospital care, medical services, or extended care 
services was rendered relating to the debt antedates the report by less 
than 1 year if the consumer reporting agency has actual knowledge 
that the information is related to a veteran’s medical debt and the 
consumer reporting agency is in compliance with its obligation under 
section 302(c)(5) of the Economic Growth, Regulatory Relief, and 
Consumer Protection Act.

(8) With respect to a consumer reporting agency described in section 
603(p), any information related to a fully paid or settled veteran’s 
medical debt that had been characterized as delinquent, charged off, 
or in collection if the consumer reporting agency has actual knowledge  
that the information is related to a veteran’s medical debt and the 
consumer reporting agency is in compliance with its obligation under 
section 302(c)(5) of the Economic Growth, Regulatory Relief, and 
Consumer Protection Act.

(b) Exempted cases.  The provisions of paragraphs (1) through (5) of  
subsection (a) of this section are not applicable in the case of any  
consumer credit report to be used in connection with 

(1) a credit transaction involving, or which may reasonably be expected 
to involve, a principal amount of $150,000 or more;

5 The reporting periods have been lengthened for certain adverse information pertaining to U.S. Government 
insured or guaranteed student loans, or pertaining to national direct student loans.  See sections 430A(f) 
and 463(c)(3) of the Higher Education Act of 1965, 20 U.S.C. 1080a(f) and 20 U.S.C. 1087cc(c)(3), 
respectively.
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(2) the underwriting of life insurance involving, or which may reason-
ably be expected to involve, a face amount of $150,000 or more; or

(3) the employment of any individual at an annual salary which equals, 
or which may reasonably be expected to equal $75,000, or more. 

(c) Running of Reporting Period

(1) In general.  The 7-year period referred to in paragraphs (4) and (6)6 
of subsection (a) shall begin, with respect to any delinquent account 
that is placed for collection (internally or by referral to a third party, 
whichever is earlier), charged to profit and loss, or subjected to any 
similar action, upon the expiration of the 180-day period beginning 
on the date of the commencement of the delinquency which  
immediately preceded the collection activity, charge to profit and 
loss, or similar action.

(2) Effective date.  Paragraph (1) shall apply only to items of information 
added to the file of a consumer on or after the date that is 455 days 
after the date of enactment of the Consumer Credit Reporting Reform 
Act of 1996.

(d) Information Required to be Disclosed

(1) Title 11 information.  Any consumer reporting agency that furnishes 
a consumer report that contains information regarding any case  
involving the consumer that arises under title 11, United States Code, 
shall include in the report an identification of the chapter of such 
title 11 under which such case arises if provided by the source of the 
information. If any case arising or filed under title 11, United States 
Code, is withdrawn by the consumer before a final judgment, the 
consumer reporting agency shall include in the report that such case 
or filing was withdrawn upon receipt of documentation certifying 
such withdrawal.

(2) Key factor in credit score information. Any consumer reporting 
agency that furnishes a consumer report that contains any credit score 
or any other risk score or predictor on any consumer shall include 
in the report a clear and conspicuous statement that a key factor (as 
defined in section 609(f)(2)(B)) that adversely affected such score or 
predictor was the number of enquiries, if such a predictor was in fact 
a key factor that adversely affected such score. This paragraph shall 
not apply to a check services company, acting as such, which issues 
authorizations for the purpose of approving or processing negotiable 

6 This provision, added in September 1996, should read “paragraphs (4) and (5)....”  Prior Section 605(a)(6) 
was amended and re-designated as Section 605(a)(5) in November 1998.  The current Section 605(a)(6), 
added in December 2003 and now containing no reference to any 7-year period, is obviously inapplicable.
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instruments, electronic fund transfers, or similar methods of payments,  
but only to the extent that such company is engaged in such activities.

(e) Indication of closure of account by consumer.  If a consumer reporting 
agency is notified pursuant to section 623(a)(4) [§ 1681s-2] that a credit 
account of a consumer was voluntarily closed by the consumer, the agency 
shall indicate that fact in any consumer report that includes information 
related to the account.

(f) Indication of dispute by consumer.  If a consumer reporting agency is  
notified pursuant to section 623(a)(3) [§ 1681s-2] that information  
regarding a consumer who was furnished to the agency is disputed by the 
consumer, the agency shall indicate that fact in each consumer report that 
includes the disputed information.

(g) Truncation of Credit Card and Debit Card Numbers

(1) In general. Except as otherwise provided in this subsection, no 
person that accepts credit cards or debit cards for the transaction of 
business shall print more than the last 5 digits of the card number or 
the expiration date upon any receipt provided to the cardholder at the 
point of the sale or transaction.

(2) Limitation.  This subsection shall apply only to receipts that are 
electronically printed, and shall not apply to transactions in which the 
sole means of recording a credit card or debit card account number is 
by handwriting or by an imprint or copy of the card.

(3) Effective date.  This subsection shall become effective – 

(A) 3 years after the date of enactment of this subsection, with 
respect to any cash register or other machine or device that 
electronically prints receipts for credit card or debit card  
transactions that is in use before January 1, 2005; and

(B) 1 year after the date of enactment of this subsection, with 
respect to any cash register or other machine or device that 
electronically prints receipts for credit card or debit card  
transactions that is first put into use on or after January 1, 2005.

(h) Notice of Discrepancy in Address

(1) In general.  If a person has requested a consumer report relating to 
a consumer from a consumer reporting agency described in section 
603(p), the request includes an address for the consumer that  
substantially differs from the addresses in the file of the consumer, 
and the agency provides a consumer report in response to the request, 
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the consumer reporting agency shall notify the requester of the  
existence of the discrepancy.  

See also 16 CFR Part 641 
72 Fed. Reg. 63771-72 (11/09/07) 
74 Fed. Reg. 22640-41 (05/14/09)

(2) Regulations 

(A) Regulations required.  The Bureau shall, in consultation with 
the Federal banking agencies, the National Credit Union 
Administration, and the Federal Trade Commission, prescribe 
regulations providing guidance regarding reasonable policies 
and procedures that a user of a consumer report should employ 
when such user has received a notice of discrepancy under 
paragraph (1).

(B) Policies and procedures to be included.  The regulations 
prescribed under subparagraph (A) shall describe reasonable 
policies and procedures for use by a user of a consumer report – 

(i) to form a reasonable belief that the user knows the identity 
of the person to whom the consumer report pertains; and

(ii) if the user establishes a continuing relationship with the 
consumer, and the user regularly and in the ordinary course 
of business furnishes information to the consumer reporting 
agency from which the notice of discrepancy pertaining to 
the consumer was obtained, to reconcile the address of the 
consumer with the consumer reporting agency by furnishing 
such address to such consumer reporting agency as part of 
information regularly furnished by the user for the period in 
which the relationship is established.

§ 605A. Identity theft prevention; fraud alerts and active duty 
alerts [15 U.S.C. § 1681c-1]

(a) One-call Fraud Alerts

(1) Initial alerts.  Upon the direct request of a consumer, or an individual  
acting on behalf of or as a personal representative of a consumer, 
who asserts in good faith a suspicion that the consumer has been or is 
about to become a victim of fraud or related crime, including identity 
theft, a consumer reporting agency described in section 603(p) that 
maintains a file on the consumer and has received appropriate proof 
of the identity of the requester shall – 
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(A) include a fraud alert in the file of that consumer, and also 
provide that alert along with any credit score generated in using 
that file, for a period of not less than 1 year, beginning on the 
date of such request, unless the consumer or such representative 
requests that such fraud alert be removed before the end of such 
period, and the agency has received appropriate proof of the 
identity of the requester for such purpose; and

(B) refer the information regarding the fraud alert under this 
paragraph to each of the other consumer reporting agencies 
described in section 603(p), in accordance with procedures 
developed under section 621(f).

(2) Access to free reports.  In any case in which a consumer reporting 
agency includes a fraud alert in the file of a consumer pursuant to this 
subsection, the consumer reporting agency shall – 

(A) disclose to the consumer that the consumer may request a free 
copy of the file of the consumer pursuant to section 612(d); and

(B) provide to the consumer all disclosures required to be made  
under section 609, without charge to the consumer, not later 
than 3 business days after any request described in  
subparagraph (A).

(b) Extended Alerts

(1) In general.  Upon the direct request of a consumer, or an individual 
acting on behalf of or as a personal representative of a consumer, 
who submits an identity theft report to a consumer reporting agency 
described in section 603(p) that maintains a file on the consumer, 
if the agency has received appropriate proof of the identity of the 
requester, the agency shall – 

(A) include a fraud alert in the file of that consumer, and also 
provide that alert along with any credit score generated in using 
that file, during the 7-year period beginning on the date of such 
request, unless the consumer or such representative requests 
that such fraud alert be removed before the end of such period 
and the agency has received appropriate proof of the identity of 
the requester for such purpose; 

(B) during the 5-year period beginning on the date of such request, 
exclude the consumer from any list of consumers prepared by 
the consumer reporting agency and provided to any third party 
to offer credit or insurance to the consumer as part of a  
transaction that was not initiated by the consumer, unless the 
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consumer or such representative requests that such exclusion be 
rescinded before the end of such period; and

(C) refer the information regarding the extended fraud alert under 
this paragraph to each of the other consumer reporting agen-
cies described in section 603(p), in accordance with procedures 
developed under section 621(f).

(2) Access to free reports.  In any case in which a consumer reporting 
agency includes a fraud alert in the file of a consumer pursuant to this 
subsection, the consumer reporting agency shall – 

(A) disclose to the consumer that the consumer may request 2 free 
copies of the file of the consumer pursuant to section 612(d) 
during the 12-month period beginning on the date on which the 
fraud alert was included in the file; and

(B) provide to the consumer all disclosures required to be made  
under section 609, without charge to the consumer, not later 
than 3 business days after any request described in  
subparagraph (A).

(c) Active duty alerts. Upon the direct request of an active duty military  
consumer, or an individual acting on behalf of or as a personal  
representative of an active duty military consumer, a consumer reporting 
agency described in section 603(p) that maintains a file on the active duty 
military consumer and has received appropriate proof of the identity of the 
requester shall – 

(1) include an active duty alert in the file of that active duty military 
consumer, and also provide that alert along with any credit score  
generated in using that file, during a period of not less than 12 
months, or such longer period as the Bureau shall determine, by 
regulation, beginning on the date of the request, unless the active 
duty military consumer or such representative requests that such 
fraud alert be removed before the end of such period, and the agency 
has received appropriate proof of the identity of the requester for 
such purpose;

(2) during the 2-year period beginning on the date of such request, 
exclude the active duty military consumer from any list of consumers 
prepared by the consumer reporting agency and provided to any third 
party to offer credit or insurance to the consumer as part of a  
transaction that was not initiated by the consumer, unless the  
consumer requests that such exclusion be rescinded before the end of 
such period; and
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(3) refer the information regarding the active duty alert to each of the 
other consumer reporting agencies described in section 603(p), in  
accordance with procedures developed under section 621(f).

See also 16 CFR Part 613.1 
69 Fed. Reg. 63922 (11/03/04)

(d) Procedures.  Each consumer reporting agency described in section 603(p) 
shall establish policies and procedures to comply with this section, including  
procedures that inform consumers of the availability of initial, extended, 
and active duty alerts and procedures that allow consumers and active duty 
military consumers to request initial, extended, or active duty alerts (as 
applicable) in a simple and easy manner, including by telephone.

(e) Referrals of alerts.  Each consumer reporting agency described in section 
603(p) that receives a referral of a fraud alert or active duty alert from  
another consumer reporting agency pursuant to this section shall, as 
though the agency received the request from the consumer directly, follow 
the procedures required under – 

(1) paragraphs (1)(A) and (2) of subsection (a), in the case of a referral 
under subsection (a)(1)(B);

(2) paragraphs (1)(A), (1)(B), and (2) of subsection (b), in the case of a 
referral under subsection (b)(1)(C); and

(3) paragraphs (1) and (2) of subsection (c), in the case of a referral 
under subsection (c)(3).

(f) Duty of reseller to reconvey alert.  A reseller shall include in its report 
any fraud alert or active duty alert placed in the file of a consumer  
pursuant to this section by another consumer reporting agency.

(g) Duty of other consumer reporting agencies to provide contact information.   
If a consumer contacts any consumer reporting agency that is not  
described in section 603(p) to communicate a suspicion that the consumer 
has been or is about to become a victim of fraud or related crime,  
including identity theft, the agency shall provide information to the  
consumer on how to contact the Bureau and the consumer reporting  
agencies described in section 603(p) to obtain more detailed information 
and request alerts under this section.

(h) Limitations on Use of Information for Credit Extensions

(1) Requirements for initial and active duty alerts

(A) Notification.  Each initial fraud alert and active duty alert under 
this section shall include information that notifies all prospective  
users of a consumer report on the consumer to which the alert 
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relates that the consumer does not authorize the establishment 
of any new credit plan or extension of credit, other than under 
an open-end credit plan (as defined in section 103(i)), in the 
name of the consumer, or issuance of an additional card on an 
existing credit account requested by a consumer, or any  
increase in credit limit on an existing credit account requested 
by a consumer, except in accordance with subparagraph (B).

(B) Limitation on Users

(i) In general.  No prospective user of a consumer report that 
includes an initial fraud alert or an active duty alert in  
accordance with this section may establish a new credit 
plan or extension of credit, other than under an open-end 
credit plan (as defined in section 103(i)), in the name of 
the consumer, or issue an additional card on an existing  
credit account requested by a consumer, or grant any  
increase in credit limit on an existing credit account  
requested by a consumer, unless the user utilizes reasonable  
policies and procedures to form a reasonable belief that 
the user knows the identity of the person making the request.

(ii) Verification.  If a consumer requesting the alert has  
specified a telephone number to be used for identity  
verification purposes, before authorizing any new credit 
plan or extension described in clause (i) in the name of 
such consumer, a user of such consumer report shall 
contact the consumer using that telephone number or take 
reasonable steps to verify the consumer’s identity and 
confirm that the application for a new credit plan is not 
the result of identity theft.

(2) Requirements for Extended Alerts 

(A) Notification.  Each extended alert under this section shall 
include information that provides all prospective users of a 
consumer report relating to a consumer with –

(i) notification that the consumer does not authorize the  
establishment of any new credit plan or extension of credit 
described in clause (i), other than under an open-end  
credit plan (as defined in section 103(i)), in the name of 
the consumer, or issuance of an additional card on an 
existing credit account requested by a consumer, or any 
increase in credit limit on an existing credit account  
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requested by a consumer, except in accordance with  
subparagraph (B); and

(ii) a telephone number or other reasonable contact method 
designated by the consumer.

(B) Limitation on users.  No prospective user of a consumer report 
or of a credit score generated using the information in the file 
of a consumer that includes an extended fraud alert in  
accordance with this section may establish a new credit plan or 
extension of credit, other than under an open-end credit plan 
(as defined in section 103(i)), in the name of the consumer, or 
issue an additional card on an existing credit account requested 
by a consumer, or any increase in credit limit on an existing  
credit account requested by a consumer, unless the user  
contacts the consumer in person or using the contact method 
described in subparagraph (A)(ii) to confirm that the application 
for a new credit plan or increase in credit limit, or request for 
an additional card is not the result of identity theft.

(i) National security freeze.  

(1) Definitions.  For purposes of this subsection:

(A) The term ‘consumer reporting agency’ means a consumer  
reporting agency described in section 603(p).

(B) The term ‘proper identification’ has the meaning of such term 
as used under section 610.

(C) The term ‘security freeze’ means a restriction that prohibits a 
consumer reporting agency from disclosing the contents of a 
consumer report that is subject to such security freeze to any 
person requesting the consumer report.

(2) Placement of security freeze.  

(A) In general.  Upon receiving a direct request from a consumer 
that a consumer reporting agency place a security freeze, and 
upon receiving proper identification from the consumer, the 
consumer reporting agency shall, free of charge, place the 
security freeze not later than – 

(i) in the case of a request that is by toll-free telephone or 
secure electronic means, 1 business day after receiving the 
request directly from the consumer; or

(ii) in the case of a request that is by mail, 3 business days 
after receiving the request directly from the consumer.
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(B) Confirmation and additional information.  

 Not later than 5 business days after placing a security freeze 
under subparagraph (A), a consumer reporting agency shall – 

(i) send confirmation of the placement to the consumer; and

(ii) inform the consumer of – 

(I) the process by which the consumer may remove the 
security freeze, including a mechanism to authenticate 
the consumer; and

(II) the consumer’s right described in section 615(d)(1)
(D).

(C) Notice to third parties.  A consumer reporting agency may 
advise a third party that a security freeze has been placed with 
respect to a consumer under subparagraph (A).

(3) Removal of security freeze.  

(A) In general.  A consumer reporting agency shall remove a  
security freeze placed on the consumer report of a consumer 
only in the following cases:

(i) Upon the direct request of the consumer.

(ii) The security freeze was placed due to a material  
misrepresentation of fact by the consumer.

(B) Notice if removal not by request.  If a consumer reporting 
agency removes a security freeze under subparagraph (A)(ii), 
the consumer reporting agency shall notify the consumer in 
writing prior to removing the security freeze.

(C) Removal of security freeze by consumer request.  Except as 
provided in subparagraph (A)(ii), a security freeze shall remain 
in place until the consumer directly requests that the security 
freeze be removed. Upon receiving a direct request from a 
consumer that a consumer reporting agency remove a security  
freeze, and upon receiving proper identification from the  
consumer, the consumer reporting agency shall, free of charge, 
remove the security freeze not later than – 

(i) in the case of a request that is by toll-free telephone or 
secure electronic means, 1 hour after receiving the request 
for removal; or

(ii) in the case of a request that is by mail, 3 business days 
after receiving the request for removal.
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(D) Third-party requests.  If a third party requests access to a 
consumer report of a consumer with respect to which a security 
freeze is in effect, where such request is in connection with an 
application for credit, and the consumer does not allow such 
consumer report to be accessed, the third party may treat the 
application as incomplete.

(E) Temporary removal of security freeze.  Upon receiving a direct 
request from a consumer under subparagraph (A)(i), if the  
consumer requests a temporary removal of a security freeze, 
the consumer reporting agency shall, in accordance with  
subparagraph (C), remove the security freeze for the period of 
time specified by the consumer.

(4) Exceptions.  A security freeze shall not apply to the making of a  
consumer report for use of the following:

(A) A person or entity, or a subsidiary, affiliate, or agent of that 
person or entity, or an assignee of a financial obligation owed 
by the consumer to that person or entity, or a prospective  
assignee of a financial obligation owed by the consumer to that 
person or entity in conjunction with the proposed purchase of 
the financial obligation, with which the consumer has or had 
prior to assignment an account or contract including a demand 
deposit account, or to whom the consumer issued a negotiable 
instrument, for the purposes of reviewing the account or  
collecting the financial obligation owed for the account,  
contract, or negotiable instrument. For purposes of this  
subparagraph, ‘reviewing the account’ includes activities related 
to account maintenance, monitoring, credit line increases, and 
account upgrades and enhancements.

(B) Any Federal, State, or local agency, law enforcement agency, 
trial court, or private collection agency acting pursuant to a 
court order, warrant, or subpoena.

(C) A child support agency acting pursuant to part D of title IV of 
the Social Security Act (42 U.S.C. 651 et seq.).

(D) A Federal agency or a State or its agents or assigns acting to 
investigate fraud or acting to investigate or collect delinquent 
taxes or unpaid court orders or to fulfill any of its other  
statutory responsibilities, provided such responsibilities are 
consistent with a permissible purpose under section 604.
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(E) By a person using credit information for the purposes described 
under section 604(c).

(F) Any person or entity administering a credit file monitoring 
subscription or similar service to which the consumer has  
subscribed.

(G) Any person or entity for the purpose of providing a consumer 
with a copy of the consumer’s consumer report or credit score, 
upon the request of the consumer.

(H) Any person using the information in connection with the  
underwriting of insurance.

(I) Any person using the information for employment, tenant, or 
background screening purposes.

(J) Any person using the information for assessing, verifying, or 
authenticating a consumer’s identity for purposes other than the 
granting of credit, or for investigating or preventing actual or 
potential fraud.

(5) Notice of rights.  At any time a consumer is required to receive a 
summary of rights required under section 609, the following notice 
shall be included:

“Consumers Have THe rigHT To obTain a seCuriTy Freeze

 “You have a right to place a ‘security freeze’ on your credit report, 
which will prohibit a consumer reporting agency from releasing 
information in your credit report without your express authorization. 
The security freeze is designed to prevent credit, loans, and services 
from being approved in your name without your consent. However, 
you should be aware that using a security freeze to take control over 
who gets access to the personal and financial information in your 
credit report may delay, interfere with, or prohibit the timely  
approval of any subsequent request or application you make  
regarding a new loan, credit, mortgage, or any other account  
involving the extension of credit.

 “As an alternative to a security freeze, you have the right to place an 
initial or extended fraud alert on your credit file at no cost. An initial 
fraud alert is a 1-year alert that is placed on a consumer’s credit file. 
Upon seeing a fraud alert display on a consumer’s credit file, a  
business is required to take steps to verify the consumer’s identity 
before extending new credit. If you are a victim of identity theft, you 
are entitled to an extended fraud alert, which is a fraud alert lasting 7 
years.
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 “A security freeze does not apply to a person or entity, or its  
affiliates, or collection agencies acting on behalf of the person or 
entity, with which you have an existing account that requests  
information in your credit report for the purposes of reviewing or 
collecting the account. Reviewing the account includes activities  
related to account maintenance, monitoring, credit line increases,  
and account upgrades and enhancements.”

(6) Webpage.  

(A) Consumer reporting agencies.  A consumer reporting agency 
shall establish a webpage that – 

(i) allows a consumer to request a security freeze;

(ii) allows a consumer to request an initial fraud alert;

(iii) allows a consumer to request an extended fraud alert;

(iv) allows a consumer to request an active duty fraud alert;

(v) allows a consumer to opt-out of the use of information in 
a consumer report to send the consumer a solicitation of 
credit or insurance, in accordance with section 615(d); 
and

(vi) shall not be the only mechanism by which a consumer 
may request a security freeze.

(B) FTC.  The Federal Trade Commission shall establish a single 
webpage that includes a link to each webpage established under 
subparagraph (A) within the Federal Trade Commission’s  
website www.IdentityTheft.gov, or a successor website.

(j) National protection for files and credit records of protected consumers.  

(1) Definitions.  As used in this subsection: 

(A) The term ‘consumer reporting agency’ means a consumer  
reporting agency described in section 603(p).

(B) The term ‘protected consumer’ means an individual who is – 

(i) under the age of 16 years at the time a request for the 
placement of a security freeze is made; or

(ii) an incapacitated person or a protected person for whom a 
guardian or conservator has been appointed.

(C) The term ‘protected consumer’s representative’ means a person 
who provides to a consumer reporting agency sufficient proof 
of authority to act on behalf of a protected consumer.
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(D) The term ‘record’ means a compilation of information that – 

(i) identifies a protected consumer;

(ii) is created by a consumer reporting agency solely for the 
purpose of complying with this subsection; and

(iii) may not be created or used to consider the protected  
consumer’s credit worthiness, credit standing, credit  
capacity, character, general reputation, personal  
characteristics, or mode of living.

(E) The term ‘security freeze’ means a restriction that prohibits a 
consumer reporting agency from disclosing the contents of a 
consumer report that is the subject of such security freeze or, 
in the case of a protected consumer for whom the consumer 
reporting agency does not have a file, a record that is subject 
to such security freeze to any person requesting the consumer 
report for the purpose of opening a new account involving the 
extension of credit.

(F) The term ‘sufficient proof of authority’ means documentation 
that shows a protected consumer’s representative has authority 
to act on behalf of a protected consumer and includes – 

(i) an order issued by a court of law;

(ii) a lawfully executed and valid power of attorney;

(iii) a document issued by a Federal, State, or local government  
agency in the United States showing proof of parentage, 
including a birth certificate; or

(iv) with respect to a protected consumer who has been placed 
in a foster care setting, a written communication from a 
county welfare department or its agent or designee, or 
a county probation department or its agent or designee, 
certifying that the protected consumer is in a foster care 
setting under its jurisdiction.

(G) The term ‘sufficient proof of identification’ means information 
or documentation that identifies a protected consumer and a 
protected consumer’s representative and includes – 

(i) a social security number or a copy of a social security 
card issued by the Social Security Administration;  
S. 2155—36

(ii) a certified or official copy of a birth certificate issued by 
the entity authorized to issue the birth certificate; or
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(iii) a copy of a driver’s license, an identification card issued 
by the motor vehicle administration, or any other  
government issued identification.

(2) Placement of security freeze for a protected consumer.  

(A) In general.  Upon receiving a direct request from a protected 
consumer’s representative that a consumer reporting agency 
place a security freeze, and upon receiving sufficient proof of 
identification and sufficient proof of authority, the consumer 
reporting agency shall, free of charge, place the security freeze 
not later than – 

(i) in the case of a request that is by toll-free telephone or 
secure electronic means, 1 business day after receiving  
the request directly from the protected consumer’s  
representative; or

(ii) in the case of a request that is by mail, 3 business days 
after receiving the request directly from the protected 
consumer’s representative.

(B) Confirmation and additional information.  

 Not later than 5 business days after placing a security freeze 
under subparagraph (A), a consumer reporting agency shall – 

(i) send confirmation of the placement to the protected  
consumer’s representative; and

(ii) inform the protected consumer’s representative of the 
process by which the protected consumer may remove the 
security freeze, including a mechanism to authenticate the 
protected consumer’s representative.

(C) Creation of file.  If a consumer reporting agency does not have 
a file pertaining to a protected consumer when the consumer 
reporting agency receives a direct request under subparagraph 
(A), the consumer reporting agency shall create a record for the 
protected consumer.

(3) Prohibition on release of record or file of protected consumer.  After 
a security freeze has been placed under paragraph (2)(A), and unless 
the security freeze is removed in accordance with this subsection, a 
consumer reporting agency may not release the protected consumer’s 
consumer report, any information derived from the protected  
consumer’s consumer report, or any record created for the protected 
consumer.
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(4) Removal of a protected consumer security freeze.  

(A) In general.  A consumer reporting agency shall remove a 
security freeze placed on the consumer report of a protected 
consumer only in the following cases:

(i) Upon the direct request of the protected consumer’s  
representative.

(ii) Upon the direct request of the protected consumer, if the 
protected consumer is not under the age of 16 years at the 
time of the request.

(iii) The security freeze was placed due to a material  
misrepresentation of fact by the protected consumer’s 
representative.

(B) Notice if removal not by request.  If a consumer reporting 
agency removes a security freeze under subparagraph (A)(iii), 
the consumer reporting agency shall notify the protected  
consumer’s representative in writing prior to removing the 
security freeze.

(C) Removal of freeze by request.  Except as provided in  
subparagraph (A)(iii), a security freeze shall remain in place 
until a protected consumer’s representative or protected  
consumer described in subparagraph (A)(ii) directly requests 
that the security freeze be removed. Upon receiving a direct  
request from the protected consumer’s representative or  
protected consumer described in subparagraph (A)(ii) that a 
consumer reporting agency remove a security freeze, and upon 
receiving sufficient proof of identification and sufficient proof 
of authority, the consumer reporting agency shall, free of 
charge, remove the security freeze not later than – 

(i) in the case of a request that is by toll-free telephone or 
secure electronic means, 1 hour after receiving the request 
for removal; or 

(ii) in the case of a request that is by mail, 3 business days 
after receiving the request for removal.

(D) Temporary removal of security freeze.  Upon receiving a direct 
request from a protected consumer or a protected consumer’s 
representative under subparagraph (A)(i), if the protected 
consumer or protected consumer’s representative requests a 
temporary removal of a security freeze, the consumer reporting 
agency shall, in accordance with subparagraph (C), remove the 
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security freeze for the period of time specified by the protected 
consumer or protected consumer’s representative.

(k) Credit monitoring.  

(1) Definitions.  In this subsection:

(A) The term ‘active duty military consumer’ includes a member of 
the National Guard.

(B) The term ‘National Guard’ has the meaning given the term in 
section 101(c) of title 10, United States Code.

(2) Credit monitoring.  A consumer reporting agency described in section 
603(p) shall provide a free electronic credit monitoring service that, 
at a minimum, notifies a consumer of material additions or modifica-
tions to the file of the consumer at the consumer reporting agency to 
any consumer who provides to the consumer reporting agency – 

(A) appropriate proof that the consumer is an active duty military 
consumer; and

(B) contact information of the consumer.

(3) Rulemaking.  Not later than 1 year after the date of enactment of this 
subsection, the Federal Trade Commission shall promulgate  
regulations regarding the requirements of this subsection, which  
shall at a minimum include – 

(A) a definition of an electronic credit monitoring service and  
material additions or modifications to the file of a consumer; and 

(B) what constitutes appropriate proof.

(4) Applicability.  

(A) Sections 616 and 617 shall not apply to any violation of this 
subsection.

(B) This subsection shall be enforced exclusively under section 621 
by the Federal agencies and Federal and State officials  
identified in that section.

§ 605B. Block of information resulting from identity theft 
[15 U.S.C. § 1681c-2]

(a) Block.  Except as otherwise provided in this section, a consumer reporting  
agency shall block the reporting of any information in the file of a  
consumer that the consumer identifies as information that resulted from 
an alleged identity theft, not later than 4 business days after the date of 
receipt by such agency of –
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(1) appropriate proof of the identity of the consumer;

(2) a copy of an identity theft report;

(3) the identification of such information by the consumer; and

(4) a statement by the consumer that the information is not information 
relating to any transaction by the consumer.

(b) Notification. A consumer reporting agency shall promptly notify the  
furnisher of information identified by the consumer under subsection (a) – 

(1) that the information may be a result of identity theft;

(2) that an identity theft report has been filed;

(3) that a block has been requested under this section; and

(4) of the effective dates of the block.

(c) Authority to Decline or Rescind

(1) In general.  A consumer reporting agency may decline to block, or may 
rescind any block, of information relating to a consumer under this  
section, if the consumer reporting agency reasonably determines that – 

(A) the information was blocked in error or a block was requested 
by the consumer in error;

(B) the information was blocked, or a block was requested by the 
consumer, on the basis of a material misrepresentation of fact 
by the consumer relevant to the request to block; or

(C) the consumer obtained possession of goods, services, or money 
as a result of the blocked transaction or transactions.

(2) Notification to consumer.  If a block of information is declined or 
rescinded under this subsection, the affected consumer shall be  
notified promptly, in the same manner as consumers are notified of 
the reinsertion of information under section 611(a)(5)(B).

(3) Significance of block.  For purposes of this subsection, if a consumer 
reporting agency rescinds a block, the presence of information in the 
file of a consumer prior to the blocking of such information is not 
evidence of whether the consumer knew or should have known that 
the consumer obtained possession of any goods, services, or money 
as a result of the block.

(d) Exception for Resellers

(1) No reseller file.  This section shall not apply to a consumer reporting 
agency, if the consumer reporting agency – 

(A) is a reseller;



§ 606 - 15 U.S.C. § 1681d

41

(B) is not, at the time of the request of the consumer under sub-
section (a), otherwise furnishing or reselling a consumer report 
concerning the information identified by the consumer; and

(C) informs the consumer, by any means, that the consumer may 
report the identity theft to the Bureau to obtain consumer  
information regarding identity theft.

(2) Reseller with file.  The sole obligation of the consumer reporting 
agency under this section, with regard to any request of a consumer 
under this section, shall be to block the consumer report maintained 
by the consumer reporting agency from any subsequent use, if – 

(A) the consumer, in accordance with the provisions of subsection 
(a), identifies, to a consumer reporting agency, information in 
the file of the consumer that resulted from identity theft; and

(B) the consumer reporting agency is a reseller of the identified 
information.

(3) Notice.  In carrying out its obligation under paragraph (2), the  
reseller shall promptly provide a notice to the consumer of the  
decision to block the file. Such notice shall contain the name,  
address, and telephone number of each consumer reporting agency 
from which the consumer information was obtained for resale.

(e) Exception for verification companies.  The provisions of this section do 
not apply to a check services company, acting as such, which issues  
authorizations for the purpose of approving or processing negotiable  
instruments, electronic fund transfers, or similar methods of payments, 
except that, beginning 4 business days after receipt of information  
described in paragraphs (1) through (3) of subsection (a), a check services 
company shall not report to a national consumer reporting agency  
described in section 603(p), any information identified in the subject  
identity theft report as resulting from identity theft.

(f) Access to blocked information by law enforcement agencies.  No provision 
of this section shall be construed as requiring a consumer reporting agency 
to prevent a Federal, State, or local law enforcement agency from  
accessing blocked information in a consumer file to which the agency 
could otherwise obtain access under this title.

§ 606. Disclosure of investigative consumer reports 
[15 U.S.C. § 1681d]

(a) Disclosure of fact of preparation. A person may not procure or cause to 
be prepared an investigative consumer report on any consumer unless 
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(1) it is clearly and accurately disclosed to the consumer that an  
investigative consumer report including information as to his  
character, general reputation, personal characteristics and mode of 
living, whichever are applicable, may be made, and such disclosure

(A) is made in a writing mailed, or otherwise delivered, to the 
consumer, not later than three days after the date on which the 
report was first requested, and 

(B) includes a statement informing the consumer of his right to 
request the additional disclosures provided for under subsection 
(b) of this section and the written summary of the rights of the 
consumer prepared pursuant to section 609(c) [§ 1681g]; and

(2) the person certifies or has certified to the consumer reporting agency 
that  

(A) the person has made the disclosures to the consumer required 
by paragraph (1); and

(B) the person will comply with subsection (b).

(b) Disclosure on request of nature and scope of investigation.  Any person 
who procures or causes to be prepared an investigative consumer report 
on any consumer shall, upon written request made by the consumer within 
a reasonable period of time after the receipt by him of the disclosure  
required by subsection (a)(1) of this section, make a complete and accurate  
disclosure of the nature and scope of the investigation requested. This  
disclosure shall be made in a writing mailed, or otherwise delivered, to 
the consumer not later than five days after the date on which the request 
for such disclosure was received from the consumer or such report was 
first requested, whichever is the later. 

(c) Limitation on liability upon showing of reasonable procedures for compli-
ance with provisions. No person may be held liable for any violation of 
subsection (a) or (b) of this section if he shows by a preponderance of the 
evidence that at the time of the violation he maintained reasonable  
procedures to assure compliance with subsection (a) or (b) of this section. 

(d) Prohibitions

(1) Certification.  A consumer reporting agency shall not prepare or 
furnish investigative consumer report unless the agency has received 
a certification under subsection (a)(2) from the person who requested 
the report.

(2) Inquiries.  A consumer reporting agency shall not make an inquiry 
for the purpose of preparing an investigative consumer report on a 
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consumer for employment purposes if the making of the inquiry by 
an employer or prospective employer of the consumer would violate 
any applicable Federal or State equal employment opportunity law or 
regulation.

(3) Certain public record information.  Except as otherwise provided in 
section 613 [§ 1681k], a consumer reporting agency shall not furnish 
an investigative consumer report that includes information that is a 
matter of public record and that relates to an arrest, indictment,  
conviction, civil judicial action, tax lien, or outstanding judgment, 
unless the agency has verified the accuracy of the information during 
the 30-day period ending on the date on which the report is furnished.

(4) Certain adverse information.  A consumer reporting agency shall not 
prepare or furnish an investigative consumer report on a consumer 
that contains information that is adverse to the interest of the  
consumer and that is obtained through a personal interview with a 
neighbor, friend, or associate of the consumer or with another person 
with whom the consumer is acquainted or who has knowledge of such 
item of information, unless  

(A) the agency has followed reasonable procedures to obtain  
confirmation of the information, from an additional source that 
has independent and direct knowledge of the information; or

(B) the person interviewed is the best possible source of the  
information.

§ 607. Compliance procedures [15 U.S.C. § 1681e]

(a) Identity and purposes of credit users. Every consumer reporting agency 
shall maintain reasonable procedures designed to avoid violations of  
section 605 [§ 1681c] and to limit the furnishing of consumer reports to 
the purposes listed under section 604 [§ 1681b] of this title. These  
procedures shall require that prospective users of the information identify  
themselves, certify the purposes for which the information is sought, 
and certify that the information will be used for no other purpose. Every 
consumer reporting agency shall make a reasonable effort to verify the 
identity of a new prospective user and the uses certified by such  
prospective user prior to furnishing such user a consumer report. No  
consumer reporting agency may furnish a consumer report to any person 
if it has reasonable grounds for believing that the consumer report will not 
be used for a purpose listed in section 604 [§ 1681b] of this title. 

(b) Accuracy of report. Whenever a consumer reporting agency prepares a 
consumer report it shall follow reasonable procedures to assure maximum 
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possible accuracy of the information concerning the individual about 
whom the report relates. 

(c) Disclosure of consumer reports by users allowed.  A consumer reporting  
agency may not prohibit a user of a consumer report furnished by the 
agency on a consumer from disclosing the contents of the report to the 
consumer, if adverse action against the consumer has been taken by the 
user based in whole or in part on the report.

(d) Notice to Users and Furnishers of Information  

(1) Notice requirement.  A consumer reporting agency shall provide to 
any person  

(A) who regularly and in the ordinary course of business furnishes 
information to the agency with respect to any consumer; or

(B) to whom a consumer report is provided by the agency; a notice 
of such person’s responsibilities under this title.

See also 16 CFR 698, App G-H 
69 Fed. Reg. 69776 (11/30/04)

(2) Content of notice.  The Bureau shall prescribe the content of notices 
under paragraph (1), and a consumer reporting agency shall be in 
compliance with this subsection if it provides a notice under para-
graph (1) that is substantially similar to the Bureau prescription under 
this paragraph.

(e) Procurement of Consumer Report for Resale

(1) Disclosure.  A person may not procure a consumer report for  
purposes of reselling the report (or any information in the report) 
unless the person discloses to the consumer reporting agency that 
originally furnishes the report  

(A) the identity of the end-user of the report (or information); and

(B) each permissible purpose under section 604 [§ 1681b] for which 
the report is furnished to the end-user of the report (or  
information).

(2) Responsibilities of procurers for resale.  A person who procures a 
consumer report for purposes of reselling the report (or any  
information in the report) shall  

(A) establish and comply with reasonable procedures designed to 
ensure that the  report (or information) is resold by the person 
only for a purpose for which the report may be furnished under 
section 604 [§ 1681b], including by requiring that each person 
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to which the report (or information) is resold and that resells or 
provides the report (or information) to any other person  

(i) identifies each end user of the resold report (or  
information);

(ii) certifies each purpose for which the report (or  
information) will be used; and

(iii) certifies that the report (or information) will be used for 
no other purpose; and

(B) before reselling the report, make reasonable efforts to verify the 
identifications and certifications made under subparagraph (A).

(3) Resale of consumer report to a federal agency or department.  Not-
withstanding paragraph (1) or (2), a person who procures a consumer 
report for purposes of reselling the report (or any information in the 
report) shall not disclose the identity of the end-user of the report 
under paragraph (1) or (2) if – 

(A) the end user is an agency or department of the United States 
Government which procures the report from the person for  
purposes of determining the eligibility of the consumer  
concerned to receive access or continued access to classified 
information (as defined in section 604(b)(4)(E)(i)); and

(B) the agency or department certifies in writing to the person 
reselling the report  that nondisclosure is necessary to protect 
classified information or the safety of persons employed by or 
contracting with, or undergoing investigation for work or  
contracting with the agency or department.

§ 608. Disclosures to governmental agencies [15 U.S.C. § 1681f]

Notwithstanding the provisions of section 604 [§ 1681b] of this title, a 
consumer reporting agency may furnish identifying information respecting 
any consumer, limited to his name, address, former addresses, places of 
employment, or former places of employment, to a governmental agency.  

§ 609. Disclosures to consumers [15 U.S.C. § 1681g]

(a) Information on file; sources; report recipients.  Every consumer reporting 
agency shall, upon request, and subject to 610(a)(1) [§ 1681h], clearly and 
accurately disclose to the consumer:

(1) All information in the consumer’s file at the time of the request 
except that – 
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(A) if the consumer to whom the file relates requests that the first 
5 digits of the social security number (or similar identification 
number) of the consumer not be included in the disclosure and 
the consumer reporting agency has received appropriate proof 
of the identity of the requester, the consumer reporting agency 
shall so truncate such number in such disclosure; and

(B) nothing in this paragraph shall be construed to require a  
consumer reporting agency to disclose to a consumer any  
information concerning credit scores or any other risk scores or 
predictors relating to the consumer.

(2) The sources of the information; except that the sources of information  
acquired solely for use in preparing an investigative consumer report 
and actually use for no other purpose need not be disclosed:  
Provided, That in the event an action is brought under this title, such 
sources shall be available to the plaintiff under appropriate discovery 
procedures in the court in which the action is brought.

(3) (A) Identification of each person (including each end-user identified 
under section 607(e)(1) [§ 1681e]) that procured a consumer 
report  

(i) for employment purposes, during the 2-year period  
preceding the date on which the request is made; or

(ii) for any other purpose, during the 1-year period preceding 
the date on which the request is made.

(B) An identification of a person under subparagraph (A) shall 
include  

(i) the name of the person or, if applicable, the trade name 
(written in full) under which such person conducts  
business; and

(ii) upon request of the consumer, the address and telephone 
number of the person.

(C) Subparagraph (A) does not apply if – 

(i) the end user is an agency or department of the United 
States Government that procures the report from the 
person for purposes of determining the eligibility of the 
consumer to whom the report relates to receive access or 
continued access to classified information (as defined in 
section 604(b)(4)(E)(i)); and
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(ii) the head of the agency or department makes a written 
finding as prescribed under section 604(b)(4)(A).

(4) The dates, original payees, and amounts of any checks upon which is 
based any adverse characterization of the consumer, included in the 
file at the time of the disclosure.

(5) A record of all inquiries received by the agency during the 1-year 
period preceding the request that identified the consumer in  
connection with a credit or insurance transaction that was not initiated 
by the consumer.

(6) If the consumer requests the credit file and not the credit score, a 
statement that the consumer may request and obtain a credit score.

(b) Exempt information. The requirements of subsection (a) of this section 
respecting the disclosure of sources of information and the recipients 
of consumer reports do not apply to information received or consumer 
reports furnished prior to the effective date of this title except to the extent 
that the matter involved is contained in the files of the consumer reporting 
agency on that date. 

(c) Summary of Rights to Obtain and Dispute Information in Consumer  
Reports and to Obtain Credit Scores

See also 16 CFR Part 698, App F 
69 Fed. Reg. 69776 (11/30/04)

(1) Bureau Summary of Rights Required

(A) In general.  The Bureau shall prepare a model summary of the 
rights of consumers under this title.

(B) Content of summary.  The summary of rights prepared under 
subparagraph (A) shall include a description of – 

(i) the right of a consumer to obtain a copy of a consumer 
report under subsection (a) from each consumer reporting 
agency;

(ii) the frequency and circumstances under which a consumer 
is entitled to receive a consumer report without charge 
under section 612;

(iii) the right of a consumer to dispute information in the file 
of the consumer under section 611;

(iv) the right of a consumer to obtain a credit score from a 
consumer reporting agency, and a description of how to 
obtain a credit score;
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(v) the method by which a consumer can contact, and obtain a 
consumer report from, a consumer reporting agency  
without charge, as provided in the regulations of the 
Bureau prescribed under section 211(c) of the Fair and 
Accurate Credit Transactions Act of 2003; and

(vi) the method by which a consumer can contact, and obtain 
a consumer report from, a consumer reporting agency 
described in section 603(w), as provided in the regulations 
of the Bureau prescribed under section 612(a)(1)(C).

(C) Availability of summary of rights.  The Bureau shall – 

(i) actively publicize the availability of the summary of rights 
prepared under this paragraph;

(ii) conspicuously post on its Internet website the availability 
of such summary of rights; and

(iii) promptly make such summary of rights available to  
consumers, on request.

(2) Summary of rights required to be included with agency disclosures. 
A consumer reporting agency shall provide to a consumer, with each 
written disclosure by the agency to the consumer under this section – 

(A) the summary of rights prepared by the Bureau under paragraph 
(1);

(B) in the case of a consumer reporting agency described in section 
603(p), a toll-free telephone number established by the agency, 
at which personnel are accessible to consumers during normal 
business hours;

(C) a list of all Federal agencies responsible for enforcing any  
provision of this title, and the address and any appropriate 
phone number of each such agency, in a form that will assist 
the consumer in selecting the appropriate agency;

(D) a statement that the consumer may have additional rights under 
State law, and that the consumer may wish to contact a State or 
local consumer protection agency or a State attorney general (or 
the equivalent thereof) to learn of those rights; and

(E) a statement that a consumer reporting agency is not required 
to remove accurate derogatory information from the file of a 
consumer, unless the information is outdated under section 605 
or cannot be verified.
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(d) Summary of Rights of Identity Theft Victims

See also 16 CFR Part 698, App E  
69 Fed. Reg. 69776 (11/30/04)

(1) In general.  The Bureau, in consultation with the Federal banking 
agencies and the National Credit Union Administration, shall prepare 
a model summary of the rights of consumers under this title with  
respect to the procedures for remedying the effects of fraud or identity  
theft involving credit, an electronic fund transfer, or an account or 
transaction at or with a financial institution or other creditor.

(2) Summary of rights and contact information.  Beginning 60 days 
after the date on which the model summary of rights is prescribed in 
final form by the Bureau pursuant to paragraph (1), if any consumer 
contacts a consumer reporting agency and expresses a belief that the 
consumer is a victim of fraud or identity theft involving credit, an 
electronic fund transfer, or an account or transaction at or with a 
financial institution or other creditor, the consumer reporting agency 
shall, in addition to any other action that the agency may take,  
provide the consumer with a summary of rights that contains all of 
the information required by the Bureau under paragraph (1), and 
information on how to contact the Bureau to obtain more detailed 
information.

(e) Information Available to Victims

(1) In general.  For the purpose of documenting fraudulent transactions 
resulting from identity theft, not later than 30 days after the date of 
receipt of a request from a victim in accordance with paragraph (3), 
and subject to verification of the identity of the victim and the claim 
of identity theft in accordance with paragraph (2), a business entity 
that has provided credit to, provided for consideration products, 
goods, or services to, accepted payment from, or otherwise entered 
into a commercial transaction for consideration with, a person who 
has allegedly made unauthorized use of the means of identification of 
the victim, shall provide a copy of application and business transaction  
records in the control of the business entity, whether maintained by 
the business entity or by another person on behalf of the business 
entity, evidencing any transaction alleged to be a result of identity 
theft to – 

(A) the victim;

(B) any Federal, State, or local government law enforcement 
agency or officer specified by the victim in such a request; or
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(C) Any law enforcement agency investigating the identity theft 
and authorized by the victim to take receipt of records provided 
under this subsection.

(2) Verification of identity and claim.  Before a business entity provides 
any information under paragraph (1), unless the business entity, at its 
discretion, otherwise has a high degree of confidence that it knows 
the identity of the victim making a request under paragraph (1), the 
victim shall provide to the business entity – 

(A) as proof of positive identification of the victim, at the election 
of the business entity –

(i) the presentation of a government-issued identification 
card;

(ii) personally identifying information of the same type as was 
provided to the business entity by the unauthorized  
person; or

(iii) personally identifying information that the business entity 
typically requests from new applicants or for new  
transactions, at the time of the victim’s request for  
information, including any documentation described in 
clauses (i) and (ii); and

(B) as proof of a claim of identity theft, at the election of the  
business entity – 

(i) a copy of a police report evidencing the claim of the  
victim of identity theft; and

(ii) a properly completed – 

(I) copy of a standardized affidavit of identity theft  
developed and made available by the Bureau; or

(II) an affidavit of fact that is acceptable to the business 
entity for that purpose.

(3) Procedures.  The request of a victim under paragraph (1) shall – 

(A) be in writing;

(B) be mailed to an address specified by the business entity, if any; 
and

(C) if asked by the business entity, include relevant information 
about any transaction alleged to be a result of identity theft to 
facilitate compliance with this section including – 
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(i) if known by the victim (or if readily obtainable by the 
victim), the date of the application or transaction; and

(ii) if known by the victim (or if readily obtainable by the  
victim), any other identifying information such as an  
account or transaction number.

(4) No charge to victim.  Information required to be provided under 
paragraph (1) shall be so provided without charge.

(5) Authority to decline to provide information.  A business entity may 
decline to provide information under paragraph (1) if, in the exercise 
of good faith, the business entity determines that – 

(A) this subsection does not require disclosure of the information;

(B) after reviewing the information provided pursuant to paragraph 
(2), the business entity does not have a high degree of  
confidence in knowing the true identity of the individual  
requesting the information;

(C) the request for the information is based on a misrepresentation 
of fact by the individual requesting the information relevant to 
the request for information; or

(D the information requested is Internet navigational data or 
similar information about a person’s visit to a website or online 
service.

(6) Limitation on liability.  Except as provided in section 621, sections 
616 and 617 do not apply to any violation of this subsection.

(7) Limitation on civil liability.  No business entity may be held civilly 
liable under any provision of Federal, State, or other law for  
disclosure, made in good faith pursuant to this subsection.

(8) No new recordkeeping obligation.  Nothing in this subsection creates  
an obligation on the part of a business entity to obtain, retain, or 
maintain information or records that are not otherwise required to be 
obtained, retained, or maintained in the ordinary course of its  
business or under other applicable law.

(9) Rule of Construction

(A) In general.  No provision of subtitle A of title V of Public Law 
106-102, prohibiting the disclosure of financial information by 
a business entity to third parties shall be used to deny disclosure 
of information to the victim under this subsection.
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(B) Limitation.  Except as provided in subparagraph (A), nothing  
in this subsection permits a business entity to disclose  
information, including information to law enforcement under 
subparagraphs (B) and (C) of paragraph (1), that the business 
entity is otherwise prohibited from disclosing under any other 
applicable provision of Federal or State law.

(10) Affirmative defense.  In any civil action brought to enforce this 
subsection, it is an affirmative defense (which the defendant must 
establish by a preponderance of the evidence) for a business entity to 
file an affidavit or answer stating that – 

(A) the business entity has made a reasonably diligent search of its 
available business records; and

(B) the records requested under this subsection do not exist or are 
not reasonably available.

(11) Definition of victim. For purposes of this subsection, the term  
“victim” means a consumer whose means of identification or  
financial information has been used or transferred (or has been  
alleged to have been used or transferred) without the authority of that 
consumer, with the intent to commit, or to aid or abet, an identity 
theft or a similar crime.

(12) Effective date. This subsection shall become effective 180 days after 
the date of enactment of this subsection.

(13) Effectiveness study.  Not later than 18 months after the date of  
enactment of this subsection, the Comptroller General of the United 
States shall submit a report to Congress assessing the effectiveness of 
this provision.

(f) Disclosure of Credit Scores

(1) In general.  Upon the request of a consumer for a credit score, a 
consumer reporting agency shall supply to the consumer a statement  
indicating that the information and credit scoring model may be 
different than the credit score that may be used by the lender, and a 
notice which shall include – 

(A) the current credit score of the consumer or the most recent 
credit score of the consumer that was previously calculated by 
the credit reporting agency for a purpose related to the  
extension of credit;

(B) the range of possible credit scores under the model used;
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(C) all of the key factors that adversely affected the credit score 
of the consumer in the model used, the total number of which 
shall not exceed 4, subject to paragraph (9);

(D) the date on which the credit score was created; and

(E) the name of the person or entity that provided the credit score 
or credit file upon which the credit score was created.

(2) Definitions.  For purposes of this subsection, the following  
definitions shall apply:

(A) The term “credit score” – 

(i) means a numerical value or a categorization derived from 
a statistical tool or modeling system used by a person who  
makes or arranges a loan to predict the likelihood of certain  
credit behaviors, including default (and the numerical 
value or the categorization derived from such analysis 
may also be referred to as a “risk predictor” or “risk 
score”); and

(ii) does not include – 

(I) any mortgage score or rating of an automated  
underwriting system that considers one or more  
factors in addition to credit information, including the 
loan to value ratio, the amount of down payment, or 
the financial assets of a consumer; or

(II) any other elements of the underwriting process or 
underwriting decision.

(B) The term “key factors” means all relevant elements or reasons 
adversely affecting the credit score for the particular individual, 
listed in the order of their importance based on their effect on 
the credit score. 

(3) Timeframe and manner of disclosure.  The information required by 
this subsection shall be provided in the same timeframe and manner 
as the information described in subsection (a).

(4) Applicability to certain uses.  This subsection shall not be construed 
so as to compel a consumer reporting agency to develop or disclose a 
score if the agency does not – 

(A) distribute scores that are used in connection with residential real 
property loans; or
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(B) develop scores that assist credit providers in understanding the 
general credit behavior of a consumer and predicting the future 
credit behavior of the consumer.

(5) Applicability to credit scores developed by another person.

(A) In general.  This subsection shall not be construed to require a 
consumer reporting agency that distributes credit scores  
developed by another person or entity to provide a further 
explanation of them, or to process a dispute arising pursuant 
to section 611, except that the consumer reporting agency shall 
provide the consumer with the name and address and website 
for contacting the person or entity who developed the score or 
developed the methodology of the score.

(B) Exception.  This paragraph shall not apply to a consumer  
reporting agency that develops or modifies scores that are  
developed by another person or entity.

(6) Maintenance of credit scores not required.  This subsection shall 
not be construed to require a consumer reporting agency to maintain 
credit scores in its files.

(7) Compliance in certain cases.  In complying with this subsection, a 
consumer reporting agency shall – 

(A) supply the consumer with a credit score that is derived from a 
credit scoring model that is widely distributed to users by that 
consumer reporting agency in connection with residential real 
property loans or with a credit score that assists the consumer 
in understanding the credit scoring assessment of the credit 
behavior of the consumer and predictions about the future credit 
behavior of the consumer; and

(B) a statement indicating that the information and credit scoring 
model may be different than that used by the lender.

(8) Fair and reasonable fee.  A consumer reporting agency may charge 
a fair and reasonable fee, as determined by the Bureau, for providing 
the information required under this subsection.

See also 69 Fed. Reg. 64698 (11/08/04)

(9) Use of enquiries as a key factor.  If a key factor that adversely affects 
the credit score of a consumer consists of the number of enquiries 
made with respect to a consumer report, that factor shall be included 
in the disclosure pursuant to paragraph (1)(C) without regard to the 
numerical limitation in such paragraph.
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(g) Disclosure of Credit Scores by Certain Mortgage Lenders

(1) In general.  Any person who makes or arranges loans and who uses 
a consumer credit score, as defined in subsection (f), in connection 
with an application initiated or sought by a consumer for a closed end 
loan or the establishment of an open end loan for a consumer purpose 
that is secured by 1 to 4 units of residential real property (hereafter in 
this subsection referred to as the “lender”) shall provide the following  
to the consumer as soon as reasonably practicable:

(A) Information Required under Subsection (f)

(i) In general.  A copy of the information identified in  
subsection (f) that was obtained from a consumer  
reporting agency or was developed and used by the user  
of the information.

(ii) Notice under subparagraph (D).  In addition to the  
information provided to it by a third party that provided 
the credit score or scores, a lender is only required to 
provide the notice contained in subparagraph (D).

(B) Disclosures in Case of Automated Underwriting System

(i) In general.  If a person that is subject to this subsection 
uses an automated underwriting system to underwrite a 
loan, that person may satisfy the obligation to provide a 
credit score by disclosing a credit score and associated key 
factors supplied by a consumer reporting agency. 

(ii) Numerical credit score.  However, if a numerical credit 
score is generated by an automated underwriting system 
used by an enterprise, and that score is disclosed to the 
person, the score shall be disclosed to the consumer  
consistent with subparagraph (c).

(iii) Enterprise defined.  For purposes of this subparagraph, 
the term “enterprise” has the same meaning as in  
paragraph (6) of section 1303 of the Federal Housing  
Enterprises Financial Safety and Soundness Act of 1992.

(C) Disclosures of credit scores not obtained from a consumer 
reporting agency.  A person that is subject to the provisions of 
this subsection and that uses a credit score, other than a credit 
score provided by a consumer reporting agency, may satisfy the 
obligation to provide a credit score by disclosing a credit score 
and associated key factors supplied by a consumer reporting 
agency.
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(D) Notice to home loan applicants.  A copy of the following 
notice, which shall include the name, address, and telephone 
number of each consumer reporting agency providing a credit 
score that was used:

“noTiCe To THe Home Loan appLiCanT

“In connection with your application for a home loan, the lender must disclose 
to you the score that a consumer reporting agency distributed to users and the 
lender used in connection with your home loan, and the key factors affecting 
your credit scores.

“The credit score is a computer generated summary calculated at the time of the 
request and based on information that a consumer reporting agency or lender 
has on file. The scores are based on data about your credit history and payment 
patterns. Credit scores are important because they are used to assist the lender 
in determining whether you will obtain a loan. They may also be used to 
determine what interest rate you may be offered on the mortgage. Credit scores 
can change over time, depending on your conduct, how your credit history and 
payment patterns change, and how credit scoring technologies change.

“Because the score is based on information in your credit history, it is very 
important that you review the credit-related information that is being furnished 
to make sure it is accurate. Credit records may vary from one company to 
another.

“If you have questions about your credit score or the credit information that 
is furnished to you, contact the consumer reporting agency at the address and 
telephone number provided with this notice, or contact the lender, if the lender 
developed or generated the credit score. The consumer reporting agency plays 
no part in the decision to take any action on the loan application and is unable 
to provide you with specific reasons for the decision on a loan application.

“If you have questions concerning the terms of the loan, contact the lender.”

(E) Actions not required under this subsection. This subsection 
shall not require any person to – 

(i) explain the information provided pursuant to subsection 
(f);

(ii disclose any information other than a credit score or key 
factors, as defined in subsection (f);

(iii) disclose any credit score or related information obtained 
by the user after a loan has closed;

(iv) provide more than 1 disclosure per loan transaction; or
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(v) provide the disclosure required by this subsection when 
another person has made the disclosure to the consumer 
for that loan transaction.

(F) No Obligation for Content

(i) In general.  The obligation of any person pursuant to 
this subsection shall be limited solely to providing a copy 
of the information that was received from the consumer 
reporting agency.

(ii) Limit on liability.  No person has liability under this 
subsection for the content of that information or for the 
omission of any information within the report provided by 
the consumer reporting agency.

(G) Person defined as excluding enterprise.  As used in this  
subsection, the term “person” does not include an enterprise (as 
defined in paragraph (6) of section 1303 of the Federal Housing 
Enterprises Financial Safety and Soundness Act of 1992).

(2) Prohibition on Disclosure Clauses Null and Void

(A) In general.  Any provision in a contract that prohibits the 
disclosure of a credit score by a person who makes or arranges 
loans or a consumer reporting agency is void.

(B) No liability for disclosure under this subsection.  A lender shall 
not have liability under any contractual provision for disclosure 
of a credit score pursuant to this subsection.

§ 610. Conditions and form of disclosure to consumers 
[15 U.S.C. § 1681h]

(a) In General

(1) Proper identification.  A consumer reporting agency shall require, 
as a condition of making the disclosures required under section 609 
[§ 1681g], that the consumer furnish proper identification.

(2) Disclosure in writing.  Except as provided in subsection (b), the 
disclosures required to be made under section 609 [§ 1681g] shall be 
provided under that section in writing.

(b) Other Forms of Disclosure  

(1) In general.  If authorized by a consumer, a consumer reporting 
agency may make the disclosures required under 609 [§ 1681g] 

(A) other than in writing; and
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(B) in such form as may be  

(i) specified by the consumer in accordance with paragraph 
(2); and

(ii) available from the agency.

(2) Form.  A consumer may specify pursuant to paragraph (1) that  
disclosures under section 609 [§ 1681g] shall be made  

(A) in person, upon the appearance of the consumer at the place of 
business of the consumer reporting agency where disclosures 
are regularly provided, during normal business hours, and on 
reasonable notice;

(B) by telephone, if the consumer has made a written request for 
disclosure by telephone;

(C) by electronic means, if available from the agency; or

(D) by any other reasonable means that is available from the 
agency.

(c) Trained personnel. Any consumer reporting agency shall provide trained 
personnel to explain to the consumer any information furnished to him 
pursuant to section 609 [§ 1681g] of this title.

(d) Persons accompanying consumer. The consumer shall be permitted to be 
accompanied by one other person of his choosing, who shall furnish rea-
sonable identification. A consumer reporting agency may require the con-
sumer to furnish a written statement granting permission to the consumer 
reporting agency to discuss the consumer’s file in such person’s presence.

(e) Limitation of liability. Except as provided in sections 616 and 617 [§§ 
1681n and 1681o] of this title, no consumer may bring any action or 
proceeding in the nature of defamation, invasion of privacy, or negligence 
with respect to the reporting of information against any consumer reporting  
agency, any user of information, or any person who furnishes information 
to a consumer reporting agency, based on information disclosed pursuant 
to section 609, 610, or 615 [§§ 1681g, 1681h, or 1681m] of this title or 
based on information disclosed by a user of a consumer report to or for a 
consumer against whom the user has taken adverse action, based in whole 
or in part on the report, except as to false information furnished with  
malice or willful intent to injure such consumer.  

§ 611. Procedure in case of disputed accuracy [15 U.S.C. § 1681i]

(a) Reinvestigations of Disputed Information

(1) Reinvestigation Required
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(A) In general.  Subject to subsection (f), and except as provided 
in subsection (g) if the completeness or accuracy of any item 
of information contained in a consumer’s file at a consumer 
reporting agency is disputed by the consumer and the consumer 
notifies the agency directly, or indirectly through a reseller, 
of such dispute, the agency shall, free of charge, conduct a 
reasonable reinvestigation to determine whether the disputed 
information is inaccurate and record the current status of the 
disputed information, or delete the item from the file in  
accordance with paragraph (5), before the end of the 30-day 
period beginning on the date on which the agency receives the 
notice of the dispute from the consumer or reseller.

(B) Extension of period to reinvestigate.  Except as provided in 
subparagraph (c), the 30-day period described in subparagraph 
(A) may be extended for not more than 15 additional days if the 
consumer reporting agency receives information from the  
consumer during that 30-day period that is relevant to the  
reinvestigation.

(C) Limitations on extension of period to reinvestigate.   
Subparagraph (B) shall not apply to any reinvestigation in 
which, during the 30-day period described in subparagraph 
(A), the information that is the subject of the reinvestigation is 
found to be inaccurate or incomplete or the consumer reporting 
agency determines that the information cannot be verified.

(2) Prompt Notice of Dispute to Furnisher of Information

(A) In general.  Before the expiration of the 5-business-day period 
beginning on  the date on which a consumer reporting agency 
receives notice of a dispute from any consumer or a reseller in 
accordance with paragraph (1), the agency shall provide  
notification of the dispute to any person who provided any item 
of information in dispute, at the address and in the manner 
established with the person. The notice shall include all relevant 
information regarding the dispute that the agency has received 
from the consumer or reseller.

(B) Provision of other information.  The consumer reporting agency 
shall promptly provide to the person who provided the  
information in dispute all relevant information regarding the 
dispute that is received by the agency from the consumer or 
the reseller after the period referred to in subparagraph (A) and 
before the end of the period referred to in paragraph (1)(A).
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(3) Determination That Dispute Is Frivolous or Irrelevant

(A) In general.  Notwithstanding paragraph (1), a consumer reporting 
agency may terminate a reinvestigation of information disputed by 
a consumer under that paragraph if the agency reasonably deter-
mines that the dispute by the consumer is frivolous or irrelevant, 
including by reason of a failure by a consumer to provide  
sufficient information to investigate the disputed information.

(B) Notice of determination.  Upon making any determination in 
accordance with subparagraph (A) that a dispute is frivolous or 
irrelevant, a consumer reporting agency shall notify the  
consumer of such determination not later than 5 business days 
after making such determination, by mail or, if authorized by 
the consumer for that purpose, by any other means available to 
the agency.

(C) Contents of notice.  A notice under subparagraph (B) shall 
include  

(i) the reasons for the determination under subparagraph (A); 
and

(ii)i dentification of any information required to investigate the 
disputed information, which may consist of a standardized 
form describing the general nature of such information.

(4) Consideration of consumer information.  In conducting any  
reinvestigation under paragraph (1) with respect to disputed  
information in the file of any consumer, the consumer reporting 
agency shall review and consider all relevant information submitted 
by the consumer in the period described in paragraph (1)(A) with 
respect to such disputed information.

(5) Treatment of Inaccurate or Unverifiable Information  

(A) In general.  If, after any reinvestigation under paragraph (1) of 
any information disputed by a consumer, an item of the  
information is found to be inaccurate or incomplete or cannot 
be verified, the consumer reporting agency shall – 

(i) promptly delete that item of information from the file of 
the consumer, or modify that item of information, as  
appropriate, based on the results of the reinvestigation; and

(ii) promptly notify the furnisher of that information that the 
information has been modified or deleted from the file of 
the consumer.
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(B) Requirements Relating to Reinsertion of Previously Deleted 
Material 

(i) Certification of accuracy of information.  If any  
information is deleted from a consumer’s file pursuant to 
subparagraph (A), the information may not be reinserted 
in the file by the consumer reporting agency unless the 
person who furnishes the information certifies that the 
information is complete and accurate.

(ii) Notice to consumer.  If any information that has been 
deleted from a  consumer’s file pursuant to subparagraph 
(A) is reinserted in the file, the consumer reporting agency 
shall notify the consumer of the reinsertion in writing 
not later than 5 business days after the reinsertion or, if 
authorized by the consumer for that purpose, by any other 
means available to the  agency.

(iii) Additional information.  As part of, or in addition to, the 
notice under clause (ii), a consumer reporting agency shall 
provide to a consumer in writing not later than 5 business 
days after the date of the reinsertion  

(I) a statement that the disputed information has been 
reinserted;

(II) the business name and address of any furnisher of 
information contacted and the telephone number of 
such furnisher, if reasonably available, or of any 
furnisher of information that contacted the consumer 
reporting agency, in connection with the reinsertion 
of such information; and

(III) a notice that the consumer has the right to add a  
statement to the consumer’s file disputing the accuracy  
or completeness of the disputed information.

(C) Procedures to prevent reappearance.  A consumer reporting  
agency shall maintain reasonable procedures designed to  
prevent the reappearance in a consumer’s file, and in consumer 
reports on the consumer, of information that is deleted pursuant 
to this paragraph (other than information that is reinserted in 
accordance with subparagraph (B)(i)).

(D) Automated reinvestigation system.  Any consumer reporting 
agency that compiles and maintains files on consumers on a 
nationwide basis shall  implement an automated system through 
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which furnishers of information to that consumer reporting 
agency may report the results of a reinvestigation that finds  
incomplete or inaccurate information in a consumer’s file to 
other such consumer reporting agencies.

(6) Notice of Results of Reinvestigation  

(A) In general.  A consumer reporting agency shall provide written 
notice to a consumer of the results of a reinvestigation under 
this subsection not later than 5 business days after the comple-
tion of the reinvestigation, by mail or, if authorized by the con-
sumer for that purpose, by other means available to the agency.

(B) Contents.  As part of, or in addition to, the notice under  
subparagraph (A), a consumer reporting agency shall provide to 
a consumer in writing before the expiration of the 5-day period 
referred to in subparagraph (A)  

(i) a statement that the reinvestigation is completed;

(ii) a consumer report that is based upon the consumer’s file 
as that file is revised as a result of the reinvestigation;

(iii) a notice that, if requested by the consumer, a description  
of the procedure used to determine the accuracy and 
completeness of the information shall be provided to the 
consumer by the agency, including the business name and 
address of any furnisher of information contacted in  
connection with such information and the telephone  
number of such furnisher, if reasonably available;

(iv) a notice that the consumer has the right to add a statement 
to the consumer’s file disputing the accuracy or complete-
ness of the information; and

(v) a notice that the consumer has the right to request under 
subsection (d) that the consumer reporting agency furnish 
notifications under that subsection.

(7) Description of reinvestigation procedure.  A consumer reporting 
agency shall provide to a consumer a description referred to in  
paragraph (6)(B)(iii) by not later than 15 days after receiving a  
request from the consumer for that description.

(8) Expedited dispute resolution.  If a dispute regarding an item of 
information in a consumer’s file at a consumer reporting agency is 
resolved in accordance with paragraph (5)(A) by the deletion of the 
disputed information by not later than 3 business days after the date 
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on which the agency receives notice of the dispute from the consumer 
in accordance with paragraph (1)(A), then the agency shall not be 
required to comply with paragraphs (2), (6), and (7) with respect to 
that dispute if the agency  

(A) provides prompt notice of the deletion to the consumer by  
telephone;

(B) includes in that notice, or in a written notice that accompanies a 
confirmation and consumer report provided in accordance with 
subparagraph (C), a statement of the consumer’s right to  
request under subsection (d) that the agency furnish  
notifications under that subsection; and

(C) provides written confirmation of the deletion and a copy of a 
consumer report on the consumer that is based on the  
consumer’s file after the deletion, not later than 5 business days 
after making the deletion.

(b) Statement of dispute. If the reinvestigation does not resolve the dispute, 
the consumer may file a brief statement setting forth the nature of the 
dispute. The consumer reporting agency may limit such statements to not 
more than one hundred words if it provides the consumer with assistance 
in writing a clear summary of the dispute.

(c) Notification of consumer dispute in subsequent consumer reports. When-
ever a statement of a dispute is filed, unless there is reasonable grounds 
to believe that it is frivolous or irrelevant, the consumer reporting agency 
shall, in any subsequent report containing the information in question, 
clearly note that it is disputed by the consumer and provide either the con-
sumer’s statement or a clear and accurate codification or summary thereof. 

(d) Notification of deletion of disputed information. Following any deletion of 
information which is found to be inaccurate or whose accuracy can no  
longer be verified or any notation as to disputed information, the  
consumer reporting agency shall, at the request of the consumer, furnish 
notification that the item has been deleted or the statement, codification 
or summary pursuant to subsection (b) or (c) of this section to any person 
specifically designated by the consumer who has within two years prior 
thereto received a consumer report for employment purposes, or within 
six months prior thereto received a consumer report for any other  
purpose, which contained the deleted or disputed information. 

(e) Treatment of Complaints and Report to Congress

(1) In general.  The Bureau shall –
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(A) compile all complaints that it receives that a file of a consumer 
that is maintained by a consumer reporting agency described in 
section 603(p) contains incomplete or inaccurate information, 
with respect to which, the consumer appears to have disputed the 
completeness or accuracy with the consumer reporting agency or 
otherwise utilized the procedures provided by subsection (a); and

(B) transmit each such complaint to each consumer reporting 
agency involved.

(2) Exclusion. Complaints received or obtained by the Bureau pursuant 
to its investigative authority under the Consumer Financial Protection 
Act of 2010 shall not be subject to paragraph (1).

(3) Agency responsibilities.  Each consumer reporting agency described 
in section 603(p) that receives a complaint transmitted by the Bureau 
pursuant to paragraph (1) shall – 

(A) review each such complaint to determine whether all legal  
obligations imposed on the consumer reporting agency under 
this title (including any obligation imposed by an applicable 
court or administrative order) have been met with respect to the 
subject matter of the complaint;

(B) provide reports on a regular basis to the Bureau regarding the 
determinations of and actions taken by the consumer reporting 
agency, if any, in connection with its review of such  
complaints; and

(C) maintain, for a reasonable time period, records regarding the 
disposition of each such complaint that is sufficient to  
demonstrate compliance with this subsection.

(4) Rulemaking authority.  The Bureau may prescribe regulations, as  
appropriate to implement this subsection.

(5) Annual report.  The Bureau shall submit to the Committee on Banking,  
Housing, and Urban Affairs of the Senate and the Committee on 
Financial Services of the House of Representatives an annual report 
regarding information gathered by the Bureau under this subsection.

(f) Reinvestigation Requirement Applicable to Resellers

(1) Exemption from general reinvestigation requirement.  Except as  
provided in paragraph (2), a reseller shall be exempt from the  
requirements of this section.

(2) Action required upon receiving notice of a dispute.  If a reseller 
receives a notice from a consumer of a dispute concerning the 
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completeness or accuracy of any item of information contained in 
a consumer report on such consumer produced by the reseller, the 
reseller shall, within 5 business days of receiving the notice, and free 
of charge – 

(A) determine whether the item of information is incomplete or 
inaccurate as a result of an act or omission of the reseller; and

(B) (i) if the reseller determines that the item of information is 
incomplete or inaccurate as a result of an act or omission 
of the reseller, not later than 20 days after receiving the 
notice, correct the information in the consumer report or 
delete it; or

(ii) if the reseller determines that the item of information 
is not incomplete or inaccurate as a result of an act or 
omission of the reseller, convey the notice of the dispute, 
together with all relevant information provided by the 
consumer, to each consumer reporting agency that  
provided the reseller with the information that is the 
subject of the dispute, using an address or a notification 
mechanism specified by the consumer reporting agency 
for such notices.

(3) Responsibility of consumer reporting agency to notify consumer 
through reseller.  Upon the completion of a reinvestigation under this 
section of a dispute concerning the completeness or accuracy of any 
information in the file of a consumer by a consumer reporting agency 
that received notice of the dispute from a reseller under paragraph (2) – 

(A) the notice by the consumer reporting agency under paragraph 
(6), (7), or (8) of subsection (a) shall be provided to the reseller 
in lieu of the consumer; and

(B) the reseller shall immediately reconvey such notice to the  
consumer, including any notice of a deletion by telephone in the 
manner required under paragraph (8)(A).

(4) Reseller reinvestigations.  No provision of this subsection shall be 
construed as prohibiting a reseller from conducting a reinvestigation 
of a consumer dispute directly.

(g) Dispute Process for Veteran’s Medical Debt

(1) In general.  With respect to a veteran’s medical debt, the veteran 
may submit a notice described in paragraph (2), proof of liability of 
the Department of Veterans Affairs for payment of that debt, or  
documentation that the Department of Veterans Affairs is in the 
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process of making payment for authorized hospital care, medical 
services, or extended care services rendered to a consumer reporting 
agency or a reseller to dispute the inclusion of that debt on a  
consumer report of the veteran.

(2) Notification to veteran.  The Department of Veterans Affairs shall 
submit to a veteran a notice that the Department of Veterans Affairs 
has assumed liability for part or all of a veteran’s medical debt.

(3) Deletion of information from file.  If a consumer reporting agency 
receives notice, proof of liability, or documentation under paragraph 
(1), the consumer reporting agency shall delete all information  
relating to the veteran’s medical debt from the file of the veteran and 
notify the furnisher and the veteran of that deletion.

§ 612. Charges for certain disclosures [15 U.S.C. § 1681j]
See also 16 CFR Part 610 

69 Fed. Reg. 35467 (06/24/04) 
75 Fed. Reg. 9726 (03/03/10)

(a) Free Annual Disclosure

(1) Nationwide Consumer Reporting Agencies

(A) In general.  All consumer reporting agencies described in 
subsections (p) and (w) of section 603 shall make all disclosures 
pursuant to section 609 once during any 12-month period upon 
request of the consumer and without charge to the consumer.

(B) Centralized source.  Subparagraph (A) shall apply with respect 
to a consumer reporting agency described in section 603(p)  
only if the request from the consumer is made using the  
centralized source established for such purpose in accordance 
with section 211(c) of the Fair and Accurate Credit  
Transactions Act of 2003.

(C) Nationwide Specialty Consumer Reporting Agency

(i) In general.  The Bureau shall prescribe regulations  
applicable to each consumer reporting agency described  
in section 603(w) to require the establishment of a  
streamlined process for consumers to request consumer 
reports under subparagraph (A), which shall include, at a 
minimum, the establishment by each such agency of a toll-
free telephone number for such requests.

(ii) Considerations.  In prescribing regulations under clause 
(i), the Bureau shall consider – 
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(I) the significant demands that may be placed on  
consumer reporting agencies in providing such  
consumer reports;

(II) appropriate means to ensure that consumer reporting  
agencies can satisfactorily meet those demands, 
including the efficacy of a system of staggering the 
availability to consumers of such consumer reports; 
and

(III) the ease by which consumers should be able to 
contact consumer reporting agencies with respect to 
access to such consumer reports.

(iii)7 Date of issuance.  The Bureau shall issue the regulations 
required by this subparagraph in final form not later than 6 
months after the date of enactment of the Fair and Accurate 
Credit Transactions Act of 2003.

(iv)7 Consideration of ability to comply.  The regulations of the 
Bureau under this subparagraph shall establish an effective 
date by which each nationwide specialty consumer report-
ing agency (as defined in section 603(w)) shall be required 
to comply with subsection (a), which effective date – 
(I) shall be established after consideration of the ability  

of each nationwide specialty consumer reporting 
agency to comply with subsection (a); and

(II) shall be not later than 6 months after the date on 
which such regulations are issued in final form (or 
such additional period not to exceed 3 months, as the 
Bureau determines appropriate).

(2) Timing.  A consumer reporting agency shall provide a consumer 
report under paragraph (1) not later than 15 days after the date on 
which the request is received under paragraph (1).

(3) Reinvestigations.  Notwithstanding the time periods specified in  
section 611(a)(1), a reinvestigation under that section by a consumer 
reporting agency upon a request of a consumer that is made after 
receiving a consumer report under this subsection shall be completed 
not later than 45 days after the date on which the request is received.

7 Subsections 612(a)(1)(C)(iii) and (iv) are obsolete.  They relate to the to the issuance and effective dates 
of the “free report” rules that the 2003 FACT Act required the Commission to publish.  The rules were 
published on time in June 2004 and updated in March 2010.  The subsections appear as written, includ-
ing 2010 amendments to the FCRA that changed “Commission” to “Bureau” (effective July 21, 2011) in 
several places in the FCRA. 
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(4) Exception for first 12 months of operation.  This subsection shall  
not apply to a consumer reporting agency that has not been  
furnishing consumer reports to third parties on a continuing basis 
during the 12-month period preceding a request under paragraph (1), 
with respect to consumers residing nationwide.

(b) Free disclosure after adverse notice to consumer.  Each consumer  
reporting agency that maintains a file on a consumer shall make all  
disclosures pursuant to section 609 [§ 1681g] without charge to the  
consumer if, not later than 60 days after receipt by such consumer of a 
notification pursuant to section 615 [§ 1681m], or of a notification from a 
debt collection agency affiliated with that consumer reporting agency  
stating that the consumer’s credit rating may be or has been adversely  
affected, the consumer makes a request under section 609 [§ 1681g].

(c) Free disclosure under certain other circumstances.  Upon the request of 
the consumer, a consumer reporting agency shall make all disclosures 
pursuant to section 609 [§ 1681g] once during any 12-month period  
without charge to that consumer if the consumer certifies in writing that 
the consumer  

(1) is unemployed and intends to apply for employment in the 60-day 
period beginning on the date on which the certification is made;

(2) is a recipient of public welfare assistance; or

(3) has reason to believe that the file on the consumer at the agency  
contains inaccurate information due to fraud.

(d) Free disclosures in connection with fraud alerts.  Upon the request of a 
consumer, a consumer reporting agency described in section 603(p) shall 
make all disclosures pursuant to section 609 without charge to the  
consumer, as provided in subsections (a)(2) and (b)(2) of section 605A,  
as applicable.

(e) Other charges prohibited.  A consumer reporting agency shall not impose 
any charge on a consumer for providing any notification required by this 
title or making any disclosure required by this title, except as authorized 
by subsection (f).

(f) Reasonable Charges Allowed for Certain Disclosures  

(1) In general.  In the case of a request from a consumer other than a  
request that is covered by any of subsections (a) through (d), a  
consumer reporting agency may impose a reasonable charge on a 
consumer  
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(A) for making a disclosure to the consumer pursuant to section 609 
[§ 1681g], which charge  

(i) shall not exceed $8;8 and

(ii) shall be indicated to the consumer before making the  
disclosure; and

(B) for furnishing, pursuant to 611(d) [§ 1681i], following a  
reinvestigation under section 611(a) [§ 1681i], a statement, 
codification, or summary to a person designated by the  
consumer under that section after the 30-day period beginning 
on the date of notification of the consumer under paragraph (6) 
or (8) of section 611(a) [§ 1681i] with respect to the  
reinvestigation, which charge  

(i) shall not exceed the charge that the agency would impose 
on each designated recipient for a consumer report; and

(ii) shall be indicated to the consumer before furnishing such 
information.

(2) Modification of amount.  The Bureau shall increase the amount 
referred to in paragraph (1)(A)(i) on January 1 of each year, based 
proportionally on changes in  the Consumer Price Index, with  
fractional changes rounded to the nearest fifty cents.8 

(g) Prevention of Deceptive Marketing of Credit Reports

(1) In general.  Subject to rulemaking pursuant to section 205(b) of 
the Credit CARD Act of 2009, any advertisement for a free credit 
report in any medium shall prominently disclose in such advertise-
ment that free credit reports are available under Federal law at 
AnnualCreditReport.com (or such other source as may be authorized 
under Federal law).

(2) Television and radio advertisement.  In the case of an advertisement 
broadcast by television, the disclosures required under paragraph (1) 
shall be included in the audio and visual part of such advertisement. 
In the case of an advertisement broadcast by televison or radio, the 
disclosure required under paragraph (1) shall consist only of the  
following: “This is not the free credit report provided for by Federal 
law.”

8 Pursuant to Section 612(f)(2), the Federal Trade Commission set the maximum charge at $11.00, effective 
January 1, 2011.  See 75 Fed. Reg. 80817 (Dec. 23, 2010).  The Bureau will set the charge for 2012 and 
later years.
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§ 613. Public record information for employment purposes 
[15 U.S.C. § 1681k] 

(a) In general. A consumer reporting agency which furnishes a consumer 
report for employment purposes and which for that purpose compiles and 
reports items of information on consumers which are matters of public 
record and are likely to have an adverse effect upon a consumer’s ability 
to obtain employment shall 

(1) at the time such public record information is reported to the user of 
such consumer report, notify the consumer of the fact that public  
record information is being reported by the consumer reporting 
agency, together with the name and address of the person to whom 
such information is being reported; or

(2) maintain strict procedures designed to insure that whenever public 
record information which is likely to have an adverse effect on a 
consumer’s ability to obtain employment is reported it is complete 
and up to date. For purposes of this paragraph, items of public record 
relating to arrests, indictments, convictions, suits, tax liens, and 
outstanding judgments shall be considered up to date if the current 
public record status of the item at the time of the report is reported.  

(b) Exemption for national security investigations.  Subsection (a) does not 
apply in the case of an agency or department of the United States  
Government that seeks to obtain and use a consumer report for  
employment purposes, if the head of the agency or department makes a 
written finding as prescribed under section 604(b)(4)(A).

§ 614. Restrictions on investigative consumer reports 
[15 U.S.C. § 1681l]

Whenever a consumer reporting agency prepares an investigative consumer 
report, no adverse information in the consumer report (other than information 
which is a matter of public record) may be included in a subsequent consumer 
report unless such adverse information has been verified in the process of making 
such subsequent consumer report, or the adverse information was received within 
the three-month period preceding the date the subsequent report is furnished.  

§ 615. Requirements on users of consumer reports 
[15 U.S.C. § 1681m]  

(a) Duties of users taking adverse actions on the basis of information  
contained in consumer reports.  If any person takes any adverse action 
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with respect to any consumer that is based in whole or in part on any 
information contained in a consumer report, the person shall  

(1) provide oral, written, or electronic notice of the adverse action to the 
consumer;

(2) provide to the consumer written or electronic disclosure

(A) of a numerical credit score as defined in section 609(f)(2)
(A) used by such person in taking any adverse action based in 
whole or in part on any information in a consumer report; and

(B) of the information set forth in subparagraphs (B) through (E) of 
section 609(f)(1);

(3) provide to the consumer orally, in writing, or electronically  

(A) the name, address, and telephone number of the consumer  
reporting agency  (including a toll-free telephone number  
established by the agency if the agency compiles and maintains 
files on consumers on a nationwide basis) that furnished the 
report to the person; and

(B) a statement that the consumer reporting agency did not make 
the decision to take the adverse action and is unable to provide 
the consumer the specific reasons why the adverse action was 
taken; and

(4) provide to the consumer an oral, written, or electronic notice of the 
consumer’s right 

(A) to obtain, under section 612 [§ 1681j], a free copy of a  
consumer report on the consumer from the consumer reporting 
agency referred to in paragraph (3), which notice shall include 
an indication of the 60-day period under that section for  
obtaining such a copy; and

(B) to dispute, under section 611 [§ 1681i], with a consumer  
reporting agency the accuracy or completeness of any  
information in a consumer report furnished by the agency.

(b) Adverse Action Based on Information Obtained from Third Parties Other 
than Consumer Reporting Agencies  

(1) In general.  Whenever credit for personal, family, or household 
purposes involving a consumer is denied or the charge for such credit 
is increased either wholly or partly because of information obtained 
from a person other than a consumer reporting agency bearing upon 
the consumer’s credit worthiness, credit standing, credit capacity, 
character, general reputation, personal characteristics, or mode of 
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living, the user of such information shall, within a reasonable period 
of time, upon the consumer’s written request for the reasons for such 
adverse action received within sixty days after learning of such  
adverse action, disclose the nature of the information to the consumer.  
The user of such information shall clearly and accurately disclose to 
the consumer his right to make such written request at the time such 
adverse action is communicated to the consumer.

(2) Duties of Person Taking Certain Actions Based on Information  
Provided by Affiliate  

(A) Duties, generally.  If a person takes an action described in 
subparagraph (B) with respect to a consumer, based in whole or 
in part on information described in subparagraph (c), the person 
shall  

(i) notify the consumer of the action, including a statement 
that the consumer may obtain the information in  
accordance with clause (ii); and

(ii) upon a written request from the consumer received within 
60 days after transmittal of the notice required by clause 
(i), disclose to the consumer the nature of the information 
upon which the action is based by not later than 30 days 
after receipt of the request.

(B) Action described.  An action referred to in subparagraph (A) is 
an adverse action described in section 603(k)(1)(A) [§ 1681a], 
taken in connection with a transaction initiated by the  
consumer, or any adverse action described in clause (i) or (ii) 
of section 603(k)(1)(B) [§ 1681a].

(C) Information described.  Information referred to in  
subparagraph (A) 

(i) except as provided in clause (ii), is information that  

(I) is furnished to the person taking the action by a 
person related by common ownership or affiliated by 
common corporate control to the person taking the 
action; and

(II) bears on the credit worthiness, credit standing, credit 
capacity, character, general reputation, personal  
characteristics, or mode of living of the consumer; and

(ii) does not include  
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(I) information solely as to transactions or experiences 
between the consumer and the person furnishing the 
information; or

(II) information in a consumer report.

(c) Reasonable procedures to assure compliance.  No person shall be held  
liable for any violation of this section if he shows by a preponderance of 
the evidence that at the time of the alleged violation he maintained reason-
able procedures to assure compliance with the provisions of this section.

(d) Duties of Users Making Written Credit or Insurance Solicitations on the 
Basis of Information Contained in Consumer Files

(1) In general.  Any person who uses a consumer report on any  
consumer in connection with any credit or insurance transaction that 
is not initiated by the consumer, that is provided to that person under 
section 604(c)(1)(B) [§ 1681b], shall provide with each written  
solicitation made to the consumer regarding the transaction a clear 
and conspicuous statement that  

(A) information contained in the consumer’s consumer report was 
used in connection with the transaction;

(B) the consumer received the offer of credit or insurance because 
the consumer satisfied the criteria for credit worthiness or  
insurability under which the consumer was selected for the offer;

(C) if applicable, the credit or insurance may not be extended if, 
after the consumer responds to the offer, the consumer does not 
meet the criteria used to select the consumer for the offer or 
any applicable criteria bearing on credit worthiness or  
insurability or does not furnish any required collateral;

(D) the consumer has a right to prohibit information contained in 
the consumer’s file with any consumer reporting agency from 
being used in connection with any credit or insurance  
transaction that is not initiated by the consumer; and

(E) the consumer may exercise the right referred to in subparagraph 
(D) by notifying a notification system established under section 
604(e) [§ 1681b].

(2) Disclosure of address and telephone number; format.  A statement 
under paragraph (1) shall – 

(A) include the address and toll-free telephone number of the  
appropriate notification system established under section 
604(e); and
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(B) be presented in such format and in such type size and manner 
as to be simple and easy to understand, as established by the 
Bureau, by rule, in consultation with the Federal Trade  
Commission, Federal banking agencies and the National Credit 
Union Administration.

See also 16 CFR Part 642 
16 CFR Part 698 App A 

70 Fed. Reg. 5022 (01/31/05)

(3) Maintaining criteria on file.  A person who makes an offer of credit 
or insurance to a consumer under a credit or insurance transaction 
described in paragraph (1) shall maintain on file the criteria used to 
select the consumer to receive the offer, all criteria bearing on credit 
worthiness or insurability, as applicable, that are the basis for  
determining whether or not to extend credit or insurance pursuant to 
the offer, and any requirement for the furnishing of collateral as a 
condition of the extension of credit or insurance, until the expiration 
of the 3-year period beginning on the date on which the offer is made 
to the consumer.

(4) Authority of federal agencies regarding unfair or deceptive acts or 
practices not affected.  This section is not intended to affect the 
authority of any Federal or State  agency to enforce a prohibition 
against unfair or deceptive acts or practices, including the making of 
false or misleading statements in connection with a credit or  
insurance transaction that is not initiated by the consumer.

See also 16 CFR Part 681 
72 Fed. Reg. 63772-74 (11/09/07) 
74 Fed. Reg. 22640-41 (05/14/09)

(e) Red Flag Guidelines and Regulations Required (1)Guidelines.  The 
Federal banking agencies, the National Credit Union Administration, the 
Federal Trade Commission, the Commodity Futures Trading Commission, 
and the Securities and Exchange Commission shall jointly, with respect to 
the entities that are subject to their respective enforcement authority under 
section 621 –

(A) establish and maintain guidelines for use by each financial  
institution and each creditor regarding identity theft with  
respect to account holders at, or customers of, such entities, 
and update such guidelines as often as necessary;

(B) prescribe regulations requiring each financial institution and 
each creditor to establish reasonable policies and procedures for 
implementing the guidelines established pursuant to  
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subparagraph (A), to identify possible risks to account holders 
or customers or to the safety and soundness of the institution or 
customers; and

(C) prescribe regulations applicable to card issuers to ensure that, if 
a card issuer receives notification of a change of address for an 
existing account, and within a short period of time (during  
at least the first 30 days after such notification is received) 
receives a request for an additional or replacement card for the 
same account, the card issuer may not issue the additional or 
replacement card, unless the card issuer, in accordance with 
reasonable policies and procedures – 

(i) notifies the cardholder of the request at the former address 
of the cardholder and provides to the cardholder a means 
of promptly reporting incorrect address changes;

(ii) notifies the cardholder of the request by such other means 
of communication as the cardholder and the card issuer 
previously agreed to; or

(iii) uses other means of assessing the validity of the change  
of address, in accordance with reasonable policies and  
procedures established by the card issuer in accordance 
with the regulations prescribed under subparagraph (B).

(2) Criteria

(A) In general.  In developing the guidelines required by paragraph 
(1)(A), the agencies described in paragraph (1) shall identify 
patterns, practices, and specific forms of activity that indicate 
the possible existence of identity theft.

(B) Inactive accounts.  In developing the guidelines required by 
paragraph (1)(A), the agencies described in paragraph (1) shall 
consider including reasonable guidelines providing that when 
a transaction occurs with respect to a credit or deposit account 
that has been inactive for more than 2 years, the creditor or 
financial institution shall follow reasonable policies and  
procedures that provide for notice to be given to a consumer  
in a manner reasonably designed to reduce the likelihood of 
identity theft with respect to such account.

(3) Consistency with verification requirements.  Guidelines established 
pursuant to paragraph (1) shall not be inconsistent with the policies 
and procedures required under section 5318(l) of title 31, United 
States Code.
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(4) Definitions.  As used in this subsection, the term “creditor” – 

(A) means a creditor, as defined in section 702 of the Equal Credit 
Opportunity Act (15 U.S.C. 1691a), that regularly and in the 
ordinary course of business

(i) obtains or uses consumer reports, directly or indirectly, in 
connection with a credit transaction;

(ii) furnishes information to consumer reporting agencies, as 
described in section 623, in connection with a credit  
transaction; or

(iii) advances funds to or on behalf of a person, based on an 
obligation of the person to repay the funds or repayable 
from specific property pledged by or on behalf of the  
person;

(B) does not include a creditor described in subparagraph (A)(iii) 
that advances funds on behalf of a person for expenses incidental 
to a service provided by the creditor to that person; and

(C) includes any other type of creditor, as defined in that section 
702, as the agency described in paragraph (1) having authority 
over that creditor may determine appropriate by rule  
promulgated by that agency, based on a determination that 
such creditor offers or maintains accounts that are subject to a 
reasonably foreseeable risk of identity theft.

(f) Prohibition on Sale or Transfer of Debt Caused by Identity Theft

(1) In general. No person shall sell, transfer for consideration, or place 
for collection a debt that such person has been notified under section 
605B has resulted from identity theft.

(2) pplicability.  The prohibitions of this subsection shall apply to all 
persons collecting a debt described in paragraph (1) after the date of 
a notification under paragraph (1).

(3) Rule of construction.  Nothing in this subsection shall be construed to 
prohibit –

(A) the repurchase of a debt in any case in which the assignee of 
the debt requires such repurchase because the debt has resulted 
from identity theft;

(B) the securitization of a debt or the pledging of a portfolio of debt 
as collateral in connection with a borrowing; or
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(C) the transfer of debt as a result of a merger, acquisition,  
purchase and assumption transaction, or transfer of substantially 
all of the assets of an entity.

(g) Debt collector communications concerning identity theft.  If a person acting 
as a debt collector (as that term is defined in title VIII) on behalf of a third 
party that is a creditor or other user of a consumer report is notified that 
any information relating to a debt that the person is attempting to collect 
may be fraudulent or may be the result of identity theft, that person shall – 

(1) notify the third party that the information may be fraudulent or may 
be the result of identity theft; and

(2) upon request of the consumer to whom the debt purportedly relates, 
provide to the consumer all information to which the consumer would 
otherwise be entitled if the consumer were not a victim of identity 
theft, but wished to dispute the debt under provisions of law  
applicable to that person.

(h) Duties of Users in Certain Credit Transactions

(1) In general.  Subject to rules prescribed as provided in paragraph (6), 
if any person uses a consumer report in connection with an  
application for, or a grant, extension, or other provision of, credit  
on material terms that are materially less favorable than the most 
favorable terms available to a substantial proportion of consumers 
from or through that person, based in whole or in part on a consumer 
report, the person shall provide an oral, written, or electronic notice 
to the consumer in the form and manner required by regulations  
prescribed in accordance with this subsection.

(2) Timing.  The notice required under paragraph (1) may be provided  
at the time of an application for, or a grant, extension, or other  
provision of, credit or the time of communication of an approval of 
an application for, or grant, extension, or other provision of, credit, 
except as provided in the regulations prescribed under paragraph (6).

(3) Exceptions.  No notice shall be required from a person under this 
subsection if – 

(A) the consumer applied for specific material terms and was  
granted those terms, unless those terms were initially specified 
by the person after the transaction was initiated by the  
consumer and after the person obtained a consumer report; or

(B) the person has provided or will provide a notice to the consumer  
under subsection (a) in connection with the transaction.
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(4) Other notice not sufficient.  A person that is required to provide a  
notice under subsection (a) cannot meet that requirement by  
providing a notice under this subsection.

(5) Content and delivery of notice. A notice under this subsection shall, 
at a minimum – 

(A) include a statement informing the consumer that the terms 
offered to the consumer are set based on information from a 
consumer report;

(B) identify the consumer reporting agency furnishing the report;

(C) include a statement informing the consumer that the consumer 
may obtain a copy of a consumer report from that consumer 
reporting agency without charge; 

(D) include the contact information specified by that consumer  
reporting agency for obtaining such consumer reports  
(including a toll-free telephone number established by the 
agency in the case of a consumer reporting agency described in 
section 603(p)); and

(E) include a statement informing the consumer of – 

(i) a numerical credit score as defined in section 609(f)(2)
(A), used by such person in making the credit decision 
described in paragraph (1) based in whole or in part on 
any information in a consumer report; and

(ii) the information set forth in subparagraphs (B) through (E) 
of section 609(f)(1).

See also 16 CFR Part 610 
75 Fed. Reg. 2724 (01/15/10)

(6) Rulemaking

(A) Rules required.  The Bureau shall prescribe rules to carry out 
this subsection.

(B) Content.  Rules required by subparagraph (A) shall address, but 
are not limited to – 

(i) the form, content, time, and manner of delivery of any 
notice under this subsection;

(ii) clarification of the meaning of terms used in this  
subsection, including what credit terms are material, and 
when credit terms are materially less favorable;
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(iii) exceptions to the notice requirement under this subsection  
for classes of persons or transactions regarding which 
the agencies determine that notice would not significantly 
benefit consumers;

(iv) a model notice that may be used to comply with this  
subsection; and

(v) the timing of the notice required under paragraph (1), 
including the circumstances under which the notice must 
be provided after the terms offered to the consumer were 
set based on information from a consumer report.

(7) Compliance.  A person shall not be liable for failure to perform the 
duties required by this section if, at the time of the failure, the person 
maintained reasonable policies and procedures to comply with this 
section.

(8) Enforcement

(A) No civil actions.  Sections 616 and 617 shall not apply to any 
failure by any person to comply with this section.

(B) Administrative enforcement.  This section shall be enforced 
exclusively under section 621 by the Federal agencies and  
officials identified in that section.

§ 616. Civil liability for willful noncompliance [15 U.S.C. § 1681n]

(a) In general.  Any person who willfully fails to comply with any requirement  
imposed under this title with respect to any consumer is liable to that  
consumer in an amount equal to the sum of  

(1) (A) any actual damages sustained by the consumer as a result of 
the failure or damages of not less than $100 and not more than 
$1,000; or

(B) in the case of liability of a natural person for obtaining a 
consumer report under false pretenses or knowingly without a 
permissible purpose, actual damages sustained by the consumer 
as a result of the failure or $1,000, whichever is greater;

(2) such amount of punitive damages as the court may allow; and 

(3) in the case of any successful action to enforce any liability under this 
section, the costs of the action together with reasonable attorney’s 
fees as determined by the court.  

(b) Civil liability for knowing noncompliance.  Any person who obtains a  
consumer report from a consumer reporting agency under false pretenses 
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or knowingly without a permissible purpose shall be liable to the consumer  
reporting agency for actual damages sustained by the consumer reporting 
agency or $1,000, whichever is greater.

(c) Attorney’s fees.  Upon a finding by the court that an unsuccessful pleading,  
motion, or other paper filed in connection with an action under this  
section was filed in bad faith or for purposes of harassment, the court 
shall award to the prevailing party attorney’s fees reasonable in relation to 
the work expended in responding to the pleading, motion, or other paper.

(d) Clarification of willful noncompliance.  For the purposes of this section, 
any person who printed an expiration date on any receipt provided to a 
consumer cardholder at a point of sale or transaction between December 
4, 2004, and the date of the enactment of this subsection but otherwise 
complied with the requirements of section 605(g) for such receipt shall not 
be in willful noncompliance with section 605(g) by reason of printing such 
expiration date on the receipt.

§ 617. Civil liability for negligent noncompliance 
[15 U.S.C. § 1681o]

(a) In general.  Any person who is negligent in failing to comply with any 
requirement imposed under this title with respect to any consumer is liable 
to that consumer in an amount equal to the sum of  

(1) any actual damages sustained by the consumer as a result of the  
failure; and

(2) in the case of any successful action to enforce any liability under this 
section, the costs of the action together with reasonable attorney’s 
fees as determined by the court. 

(b) Attorney’s fees.  On a finding by the court that an unsuccessful pleading, 
motion, or other paper filed in connection with an action under this  
section was filed in bad faith or for purposes of harassment, the court 
shall award to the prevailing party attorney’s fees reasonable in relation to 
the work expended in responding to the pleading, motion, or other paper.

§ 618. Jurisdiction of courts; limitation of actions 
[15 U.S.C. § 1681p]

An action to enforce any liability created under this title may be brought in 
any appropriate United States district court, without regard to the amount in 
controversy, or in any other court of competent jurisdiction, not later than the 
earlier of (1) 2 years after the date of discovery by the plaintiff of the violation 
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that is the basis for such liability; or (2) 5 years after the date on which the 
violation that is the basis for such liability occurs.

§ 619. Obtaining information under false pretenses 
[15 U.S.C. § 1681q]

Any person who knowingly and willfully obtains information on a consumer 
from a consumer reporting agency under false pretenses shall be fined under 
title 18, United States Code, imprisoned for not more than 2 years, or both. 

§ 620. Unauthorized disclosures by officers or employees 
[15 U.S.C. § 1681r] 

Any officer or employee of a consumer reporting agency who knowingly and 
willfully provides information concerning an individual from the agency’s files 
to a person not authorized to receive that information shall be fined under title 
18, United States Code, imprisoned for not more than 2 years, or both. 

§ 621. Administrative enforcement [15 U.S.C. § 1681s]

(a) Enforcement by Federal Trade Commission.  

(1) In General.  The Federal Trade Commission shall be authorized 
to enforce compliance with the requirements imposed by this title 
under the Federal Trade Commission Act (15 U.S.C. 41 et seq.), 
with respect to consumer reporting agencies and all other persons 
subject thereto, except to the extent that enforcement of the require-
ments imposed under this title is specifically committed to some 
other Government agency under any of subparagraphs (A) through 
(G) of subsection (b)(1), and subject to subtitle B of the Consumer 
Financial Protection Act of 2010, subsection (b). For the purpose of 
the exercise by the Federal Trade Commission of its functions and 
powers under the Federal Trade Commission Act, a violation of any 
requirement or prohibition imposed under this title shall constitute 
an unfair or deceptive act or practice in commerce, in violation of 
section 5(a) of the Federal Trade Commission Act (15 U.S.C. 45(a)), 
and shall be subject to enforcement by the Federal Trade Commission 
under section 5(b) of that Act with respect to any consumer reporting 
agency or person that is subject to enforcement by the Federal Trade 
Commission pursuant to this subsection, irrespective of whether that 
person is engaged in commerce or meets any other jurisdictional tests 
under the Federal Trade Commission Act. The Federal Trade Com-
mission shall have such procedural, investigative, and enforcement 
powers, including the power to issue procedural rules in enforcing 
compliance with the requirements imposed under this title and to 
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require the filing of reports, the production of documents, and the  
appearance of witnesses, as though the applicable terms and  
conditions of the Federal Trade Commission Act were part of this 
title. Any person violating any of the provisions of this title shall be 
subject to the penalties and entitled to the privileges and immunities 
provided in the Federal Trade Commission Act as though the  
applicable terms and provisions of such Act are part of this title.

(2) Penalties

(A) Knowing Violations.  Except as otherwise provided by subtitle 
B of the Consumer Financial Protection Act of 2010, in the 
event of a knowing violation, which constitutes a pattern or 
practice of violations of this title, the Federal Trade Commis-
sion may commence a civil action to recover a civil penalty 
in a district court of the United States against any person that 
violates this title. In such action, such person shall be liable for 
a civil penalty of not more than $2,500 per violation.9

(B) Determining Penalty Amount.  In determining the amount of a 
civil penalty under subparagraph (A), the court shall take into  
account the degree of culpability, any history of such prior  
conduct, ability to pay, effect on ability to continue to do  
business, and such other matters as justice may require.

(C) Limitation.  Notwithstanding paragraph (2), a court may not 
impose any civil penalty on a person for a violation of section 
623(a)(1), unless the person has been enjoined from committing 
the violation, or ordered not to commit the violation, in an action 
or proceeding brought by or on behalf of the Federal Trade  
Commission, and has violated the injunction or order, and the 
court may not impose any civil penalty for any violation occurring  
before the date of the violation of the injunction or order.

(b) Enforcement by Other Agencies.  

(1) In General.  Subject to subtitle B of the Consumer Financial  
Protection Act of 2010, compliance with the requirements imposed 
under this title with respect to consumer reporting agencies, persons 
who use consumer reports from such agencies, persons who furnish 
information to such agencies, and users of information that are  
subject to section 615(d) shall be enforced under – 

9 Pursuant to the Federal Civil Penalties Inflation Adjustment Act of 1990, the Federal Trade Commission 
increased the maximum civil penalty to $3,500 per violation.  See 74 Fed. Reg. 857 (Jan. 9, 2009).
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(A) section 8 of the Federal Deposit Insurance Act (12 U.S.C. 
1818), by the appropriate Federal banking agency, as defined 
in section 3(q) of the Federal Deposit Insurance Act (12 U.S.C. 
1813(q)), with respect to – 

(i) any national bank or State savings association, and any 
Federal branch or Federal agency of a foreign bank;

(ii) any member bank of the Federal Reserve System (other 
than a national bank), a branch or agency of a foreign 
bank (other than a Federal branch, Federal agency, or 
insured State branch of a foreign bank), a commercial 
lending company owned or controlled by a foreign bank, 
and any organization operating under section 25 or 25A of 
the Federal Reserve Act; and 

(iii) any bank or Federal savings association insured by the 
Federal Deposit Insurance Corporation (other than a  
member of the Federal Reserve System) and any insured 
State branch of a foreign bank;

(B) the Federal Credit Union Act (12 U.S.C. 1751 et seq.), by the 
Administrator of the National Credit Union Administration with 
respect to any Federal credit union;

(C) subtitle IV of title 49, United States Code, by the Secretary of 
Transportation, with respect to all carriers subject to the  
jurisdiction of the Surface Transportation Board;

(D) the Federal Aviation Act of 1958 (49 U.S.C. App. 1301 et 
seq.), by the Secretary of Transportation, with respect to any 
air carrier or foreign air carrier subject to that Act;

(E) the Packers and Stockyards Act, 1921 (7 U.S.C. 181 et seq.) 
(except as provided in section 406 of that Act), by the Secretary 
of Agriculture, with respect to any activities subject to that Act;

(F) the Commodity Exchange Act, with respect to a person subject 
to the jurisdiction of the Commodity Futures Trading  
Commission; 

(G) the Federal securities laws, and any other laws that are subject 
to the jurisdiction of the Securities and Exchange Commission, 
with respect to a person that is subject to the jurisdiction of the 
Securities and Exchange Commission; and

(H) subtitle E of the Consumer Financial Protection Act of 2010, by 
the Bureau, with respect to any person subject to this title.



84

§ 621 - 15 U.S.C. § 1681s

(2) Incorporated Definitions.  The terms used in paragraph (1) that are 
not defined in this title or otherwise defined in section 3(s) of the 
Federal Deposit Insurance Act (12 U.S.C. 1813(s)) have the same 
meanings as in section 1(b) of the International Banking Act of 1978 
(12 U.S.C. 3101).

(c) State Action for Violations 

(1) Authority of states.  In addition to such other remedies as are  
provided under State law, if the chief law enforcement officer of a 
State, or an official or agency designated by a State, has reason to  
believe that any person has violated or is violating this title, the State –

(A) may bring an action to enjoin such violation in any appropriate 
United States district court or in any other court of competent 
jurisdiction;

(B) subject to paragraph (5), may bring an action on behalf of the 
residents of the State to recover  

(i) damages for which the person is liable to such residents 
under sections 616 and 617 [§§ 1681n and 1681o] as a 
result of the violation;

(ii) in the case of a violation described in any of paragraphs 
(1) through (3) of section 623(c) [§ 1681s-2], damages for 
which the person would, but for section 623(c), be liable 
to such residents as a result of the violation; or

(iii) damages of not more than $1,000 for each willful or  
negligent violation; and

(C) in the case of any successful action under subparagraph (A) or 
(B), shall be awarded the costs of the action and reasonable  
attorney fees as determined by the court.

(2) Rights of federal regulators.  The State shall serve prior written 
notice of any action under paragraph (1) upon the Bureau and the 
Federal Trade Commission or the appropriate Federal regulator  
determined under subsection (b) and provide the Bureau and the  
Federal Trade Commission or appropriate Federal regulator with a 
copy of its complaint, except in any case in which such prior notice is 
not feasible, in which case the State shall serve such notice immedi-
ately upon instituting such action. The Bureau and the Federal Trade 
Commission or appropriate Federal regulator shall have the right – 

(A) to intervene in the action;

(B) upon so intervening, to be heard on all matters arising therein;
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(C) to remove the action to the appropriate United States district 
court; and

(D) to file petitions for appeal.

(3) Investigatory powers.  For purposes of bringing any action under 
this subsection, nothing in this subsection shall prevent the chief law 
enforcement officer, or an official or agency designated by a State, 
from exercising the powers conferred on the chief law enforcement 
officer or such official by the laws of such State to conduct  
investigations or to administer oaths or affirmations or to compel the 
attendance of witnesses or the production of documentary and other 
evidence.

(4) Limitation on state action while federal action pending.  If the 
Bureau, the Federal Trade Commission, or the appropriate Federal 
regulator has instituted a civil action or an administrative action  
under section 8 of the Federal Deposit Insurance Act for a violation 
of this title, no State may, during the pendency of such action, bring 
an action under this section against any defendant named in the  
complaint of the Bureau, the Federal Trade Commission, or the  
appropriate Federal regulator for any violation of this title that is  
alleged in that complaint.

(5) Limitations on State Actions for Certain Violations  

(A) Violation of injunction required.  A State may not bring an  
action against a person under paragraph (1)(B) for a violation  
described in any of paragraphs (1) through (3) of section 
623(c), unless  

(i) the person has been enjoined from committing the  
violation, in an action brought by the State under paragraph 
(1)(A); and

(ii) the person has violated the injunction.

(B) Limitation on damages recoverable.  In an action against a 
person under paragraph (1)(B) for a violation described in any 
of paragraphs (1) through (3) of section 623(c), a State may not 
recover any damages incurred before the date of the violation 
of an injunction on which the action is based.

(d) Enforcement under other authority.  For the purpose of the exercise by 
any agency referred to in subsection (b) of this section of its powers under 
any Act referred to in that subsection, a violation of any requirement 
imposed under this title shall be deemed to be a violation of a requirement 
imposed under that Act. In addition to its powers under any provision of 
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law specifically referred to in subsection (b) of this section, each of the 
agencies referred to in that subsection may exercise, for the purpose of 
enforcing compliance with any requirement imposed under this title any 
other authority conferred on it by law. 

(e) Regulatory Authority

(1) In General.  The Bureau shall prescribe such regulations as are 
necessary to carry out the purposes of this title, except with respect 
to sections 615(e) and 628.  The Bureau may prescribe regulations 
as may be necessary or appropriate to administer and carry out the 
purposes and objectives of this title, and to prevent evasions thereof 
or to facilitate compliance therewith.  Except as provided in section 
1029(a) of the Consumer Financial Protection Act of 2010, the regu-
lations prescribed by the Bureau under this title shall apply to any 
person that is subject to this title, notwithstanding the enforcement 
authorities granted to other agencies under this section.

(2) Deference.  Notwithstanding any power granted to any Federal 
agency under this title, the deference that a court affords to a Federal 
agency with respect to a determination made by such agency relating 
to the meaning or interpretation of any provision of this title that is 
subject to the jurisdiction of such agency shall be applied as if that 
agency were the only agency authorized to apply, enforce, interpret, 
or administer the provisions of this title The regulations prescribed by 
the Bureau under this title shall apply to any person that is subject to 
this title, notwithstanding the enforcement authorities granted to other 
agencies under this section.

(f) Coordination of Consumer Complaint Investigations

(1) In general.  Each consumer reporting agency described in section 
603(p) shall develop and maintain procedures for the referral to each 
other such agency of any consumer complaint received by the agency 
alleging identity theft, or requesting a fraud alert under section 605A 
or a block under section 605B.

(2) Model form and procedure for reporting identity theft.  The Bureau, 
in consultation with the Federal Trade Commission, the Federal 
banking agencies, and the National Credit Union Administration, 
shall develop a model form and model procedures to be used by  
consumers who are victims of identity theft for contacting and  
informing creditors and consumer reporting agencies of the fraud.

See also 70 Fed.Reg. 21792 (04/27/05)
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(3) Annual summary reports.  Each consumer reporting agency described 
in section 603(p) shall submit an annual summary report to the  
Bureau on consumer complaints received by the agency on identity 
theft or fraud alerts.

(g) Bureau regulation of coding of trade names.  If the Bureau determines 
that a person described in paragraph (9) of section 623(a) has not met the 
requirements of such paragraph, the Bureau shall take action to ensure the 
person’s compliance with such paragraph, which may include issuing  
model guidance or prescribing reasonable policies and procedures, as  
necessary to ensure that such person complies with such paragraph.

§ 622. Information on overdue child support obligations 
[15 U.S.C. § 1681s-1] 

Notwithstanding any other provision of this title, a consumer reporting agency 
shall include in any consumer report furnished by the agency in accordance 
with section 604 [§ 1681b] of this title, any information on the failure of the 
consumer to pay overdue support which  

(1) is provided  

(A) to the consumer reporting agency by a State or local child  
support enforcement agency; or

(B) to the consumer reporting agency and verified by any local, 
State, or Federal government agency; and

(2) antedates the report by 7 years or less. 

§ 623. Responsibilities of furnishers of information to consumer 
reporting agencies [15 U.S.C. § 1681s-2]

(a) Duty of Furnishers of Information to Provide Accurate Information  

(1) Prohibition

(A) Reporting information with actual knowledge of errors.  A 
person shall not furnish any information relating to a consumer 
to any consumer reporting agency if the person knows or has 
reasonable cause to believe that the information is inaccurate.

(B) Reporting information after notice and confirmation of errors.  
A person shall not furnish information relating to a consumer to 
any consumer reporting agency if  

(i) the person has been notified by the consumer, at the  
address specified by the person for such notices, that  
specific information is inaccurate; and
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(ii) the information is, in fact, inaccurate.

(C) No address requirement.  A person who clearly and conspicu-
ously specifies to the consumer an address for notices referred 
to in subparagraph (B) shall not be subject to subparagraph (A); 
however, nothing in subparagraph (B) shall require a person to 
specify such an address.

(D) Definition.  For purposes of subparagraph (A), the term
“reasonable cause to believe that the information is inaccurate” 
means having specific knowledge, other than solely allegations 
by the consumer, that would cause a reasonable person to have 
substantial doubts about the accuracy of the information.

(E) Rehabilitation of private education loans.

(i) In general.  Notwithstanding any other provision of this 
section, a consumer may request a financial institution to 
remove from a consumer report a reported default 
regarding a private education loan, and such information 
shall not be considered inaccurate, if

(I) the financial institution chooses to offer a loan 
rehabilitation program which includes, without 
limitation, a requirement of the consumer to make 
consecutive on-time monthly payments in a number 
that demonstrates, in the assessment of the financial 
institution offering the loan rehabilitation program, a 
renewed ability and willingness to repay the loan; and

(II) the requirements of the loan rehabilitation program 
described in subclause (I) are successfully met.

(ii) Banking agencies.

(I) In general.  If a financial institution is supervised by a 
Federal banking agency, the financial institution shall 
seek written approval concerning the terms and 
conditions of the loan rehabilitation program 
described in clause (i) from the appropriate Federal 
banking agency.

(II) Feedback.  An appropriate Federal banking agency 
shall provide feedback to a financial institution within 
120 days of a request for approval under subclause (I).

(iii) Limitation. 
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(I) In general.  A consumer may obtain the benefits 
available under this subsection with respect to  
rehabilitating a loan only 1 time per loan.

(II) Rule of construction.  Nothing in this subparagraph 
may be construed to require a financial institution to 
offer a loan rehabilitation program or to remove any 
reported default from a consumer report as a  
consideration of a loan rehabilitation program,  
except as described in clause (i).

(iv) Definitions.  For purposes of this subparagraph  

(I) the term ‘appropriate Federal banking agency’ has the 
meaning given the term in section 3 of the Federal 
Deposit Insurance Act (12 U.S.C. 1813); and

(II) the term ‘private education loan’ has the meaning 
given the term in section 140(a) of the Truth in  
Lending Act (15 U.S.C. 1650(a)).

(2) Duty to correct and update information.  A person who  

(A) regularly and in the ordinary course of business furnishes  
information to one or more consumer reporting agencies about 
the person’s transactions or experiences with any consumer; and

(B) has furnished to a consumer reporting agency information 
that the person determines is not complete or accurate, shall 
promptly notify the consumer reporting agency of that determi-
nation and provide to the agency any corrections to that infor-
mation, or any additional information, that is necessary to make 
the information provided by the person to the agency complete 
and accurate, and shall not thereafter furnish to the agency any 
of the information that remains not complete or accurate.

(3) Duty to provide notice of dispute.  If the completeness or accuracy of 
any information furnished by any person to any consumer reporting 
agency is disputed to such person by a consumer, the person may not 
furnish the information to any consumer reporting agency without 
notice that such information is disputed by the consumer.

(4) Duty to provide notice of closed accounts.  A person who regularly 
and in the ordinary course of business furnishes information to a  
consumer reporting agency regarding a consumer who has a credit 
account with that person shall notify the agency of the voluntary 
closure of the account by the consumer, in information regularly 
furnished for the period in which the account is closed.
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(5) Duty to Provide Notice of Delinquency of Accounts  

(A) In general.  A person who furnishes information to a consumer 
reporting agency regarding a delinquent account being placed 
for collection, charged to profit or loss, or subjected to any 
similar action shall, not later than 90 days after furnishing the 
information, notify the agency of the date of delinquency on  
the account, which shall be the  month and year of the  
commencement of the delinquency on the account that  
immediately preceded the action.

(B) Rule of construction.  For purposes of this paragraph only, and 
provided that the consumer does not dispute the information, a 
person that furnishes information on a delinquent account that is 
placed for collection, charged for profit or loss, or subjected to 
any similar action, complies with this paragraph, if – 

(i) the person reports the same date of delinquency as that 
provided by the creditor to which the account was owed at 
the time at which the commencement of the delinquency 
occurred, if the creditor previously reported that date of 
delinquency to a consumer reporting agency;

(ii) the creditor did not previously report the date of  
delinquency to a consumer reporting agency, and the 
person establishes and follows reasonable procedures to 
obtain the date of delinquency from the creditor or another 
reliable source and reports that date to a consumer  
reporting agency as the date of delinquency; or

(iii) the creditor did not previously report the date of  
delinquency to a consumer reporting agency and the date 
of delinquency cannot be reasonably obtained as provided 
in clause (ii), the person establishes and follows reasonable  
procedures to ensure the date reported as the date of  
delinquency precedes the date on which the account is 
placed for collection, charged to profit or loss, or  
subjected to any similar action, and reports such date to 
the credit reporting agency.

(6) Duties of Furnishers Upon Notice of Identity Theft-Related Information

(A) Reasonable procedures.  A person that furnishes information to 
any consumer reporting agency shall have in place reasonable 
procedures to respond to any notification that it receives from 
a consumer reporting agency under section 605B relating to 
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information resulting from identity theft, to prevent that person 
from refurnishing such blocked information.

(B) Information alleged to result from identity theft.  If a consumer 
submits an identity theft report to a person who furnishes  
information to a consumer reporting agency at the address 
specified by that person for receiving such reports stating that 
information maintained by such person that purports to relate to 
the consumer resulted from identity theft, the person may not 
furnish such information that purports to relate to the consumer 
to any consumer reporting agency, unless the person  
subsequently knows or is informed by the consumer that the 
information is correct.

(7) Negative Information

(A) Notice to Consumer Required

(i) In general.  If any financial institution that extends credit 
and regularly and in the ordinary course of business 
furnishes information to a consumer reporting agency 
described in section 603(p) furnishes negative information  
to such an agency regarding credit extended to a  
customer, the financial institution shall provide a notice of 
such furnishing of negative information, in writing, to the 
customer.

(ii) Notice effective for subsequent submissions.  After  
providing such notice, the financial institution may submit 
additional negative information to a consumer reporting 
agency described in section 603(p) with respect to the 
same transaction, extension of credit, account, or customer  
without providing additional notice to the customer.

(B) Time of Notice

(i) In general.  The notice required under subparagraph (A) 
shall be provided to the customer prior to, or no later than 
30 days after, furnishing the negative information to a 
consumer reporting agency described in section 603(p).

(ii) Coordination with new account disclosures.  If the notice 
is provided to the customer prior to furnishing the negative  
information to a consumer reporting agency, the notice 
may not be included in the initial disclosures provided 
under section 127(a) of the Truth in Lending Act. 
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(C) Coordination with other disclosures. The notice required under 
subparagraph (A) – 

(i) may be included on or with any notice of default, any 
billing statement, or any other materials provided to the 
customer; and

(ii) must be clear and conspicuous.

See also 12 CFR Part 222, App B 
70 Fed. Reg. 33281 (06/15/04)

(D) Model Disclosure 

(i) Duty of Bureau.  The Bureau shall prescribe a brief model 
disclosure that a financial institution may use to comply 
with subparagraph (A), which shall not exceed 30 words.

(ii) Use of model not required.  No provision of this paragraph  
may be construed to require a financial institution to use 
any such model form prescribed by the Bureau.

(iii) Compliance using model.  A financial institution shall be 
deemed to be in compliance with subparagraph (A) if the 
financial institution uses any model form prescribed by the 
Bureau under this subparagraph, or the financial institution  
uses any such model form and rearranges its format.

(E) Use of notice without submitting negative information.  No 
provision of this paragraph shall be construed as requiring a 
financial institution that has provided a customer with a notice 
described in subparagraph (A) to furnish negative information 
about the customer to a consumer reporting agency.

(F) Safe harbor.  A financial institution shall not be liable for  
failure to perform the duties required by this paragraph if, at 
the time of the failure, the financial institution maintained  
reasonable policies and procedures to comply with this para-
graph or the financial institution reasonably believed that the 
institution is prohibited, by law, from contacting the consumer.

(G) Definitions.  For purposes of this paragraph, the following  
definitions shall apply:

(i) The term “negative information” means information 
concerning a customer’s delinquencies, late payments, 
insolvency, or any form of default.

(ii) The terms “customer” and “financial institution” have the 
same meanings as in section 509 Public Law 106-102.
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(8) Ability of Consumer to Dispute Information Directly with Furnisher

See also 16 CFR Part 660.4 
74 Fed. Reg. 31484 (07/01/09)

(A) In general.  The Bureau, in consultation with the Federal Trade 
Commission, the Federal banking agencies, and the National 
Credit Union Administration, shall prescribe regulations that 
shall identify the circumstances under which a furnisher shall 
be required to reinvestigate a dispute concerning the accuracy 
of information contained in a consumer report on the consumer, 
based on a direct request of a consumer.

(B) Considerations.  In prescribing regulations under subparagraph 
(A), the agencies shall weigh – 

(i) the benefits to consumers with the costs on furnishers and 
the credit reporting system;

(ii) the impact on the overall accuracy and integrity of  
consumer reports of any such requirements;

(iii) whether direct contact by the consumer with the furnisher 
would likely result in the most expeditious resolution of 
any such dispute; and

(iv) the potential impact on the credit reporting process if 
credit repair organizations, as defined in section 403(3) 
[15 U.S.C. §1679a(3)], including entities that would be a 
credit repair organization, but for section 403(3)(B)(i), are 
able to circumvent the prohibition in subparagraph (G).

(C) Applicability.  Subparagraphs (D) through (G) shall apply in 
any circumstance identified under the regulations promulgated 
under subparagraph (A).

(D) Submitting a notice of dispute.  A consumer who seeks to  
dispute the accuracy of information shall provide a dispute 
notice directly to such person at the address specified by the 
person for such notices that – 

(i) identifies the specific information that is being disputed;

(ii) explains the basis for the dispute; and

(iii) includes all supporting documentation required by the 
furnisher to substantiate the basis of the dispute.

(E) Duty of person after receiving notice of dispute. After receiving 
a notice of dispute from a consumer pursuant to subparagraph 
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(D), the person that provided the information in dispute to a 
consumer reporting agency shall – 

(i) conduct an investigation with respect to the disputed  
information;

(ii) review all relevant information provided by the consumer 
with the notice;

(iii) complete such person’s investigation of the dispute and  
report the results of the investigation to the consumer 
before the expiration of the period under section 611(a)
(1) within which a consumer reporting agency would be 
required to complete its action if the consumer had elected 
to dispute the information under that section; and 

(iv) if the investigation finds that the information reported was 
inaccurate, promptly notify each consumer reporting  
agency to which the person furnished the inaccurate  
information of that determination and provide to the 
agency any correction to that information that is necessary 
to make the information provided by the person accurate.

(F) Frivolous or Irrelevant Dispute

(i) In general.  This paragraph shall not apply if the person 
receiving a notice of a dispute from a consumer  
reasonably determines that the dispute is frivolous or  
irrelevant, including – 

(I) by reason of the failure of a consumer to provide  
sufficient information to investigate the disputed 
information; or

(II) the submission by a consumer of a dispute that is 
substantially the same as a dispute previously  
submitted by or for the consumer, either directly to 
the person or through a consumer reporting agency 
under subsection (b), with respect to which the person 
has already performed the person’s duties under this 
paragraph or subsection (b), as applicable.

(ii) Notice of determination.  Upon making any determination 
under clause (i) that a dispute is frivolous or irrelevant, 
the person shall notify the consumer of such determination 
not later than 5 business days after making such determi-
nation, by mail or, if authorized by the consumer for that 
purpose, by any other means available to the person.
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(iii) Contents of notice.  A notice under clause (ii) shall include – 

(I) the reasons for the determination under clause (i); and

(II) identification of any information required to investigate  
the disputed information, which may consist of a 
standardized form describing the general nature of 
such information.

(G) Exclusion of credit repair organizations.  This paragraph shall 
not apply if the notice of the dispute is submitted by, is  
prepared on behalf of the consumer by, or is submitted on a 
form supplied to the consumer by, a credit repair organization, 
as defined in section 403(3), or an entity that would be a credit 
repair organization, but for section 403(3)(B)(i).

(9) Duty to provide notice of status as medical information furnisher.   
A person whose primary business is providing medical services, 
products, or devices, or the person’s agent or assignee, who furnishes 
information to a consumer reporting agency on a consumer shall be 
considered a medical information furnisher for purposes of this title, 
and shall notify the agency of such status.

(b) Duties of Furnishers of Information upon Notice of Dispute  

(1) In general.  After receiving notice pursuant to section 611(a)(2) 
[§ 1681i] of a dispute with regard to the completeness or accuracy 
of any information provided by a person to a consumer reporting 
agency, the person shall  

(A) conduct an investigation with respect to the disputed information;

(B) review all relevant information provided by the consumer  
reporting agency pursuant to section 611(a)(2) [§ 1681i];

(C) report the results of the investigation to the consumer reporting 
agency; 

(D) if the investigation finds that the information is incomplete or 
inaccurate, report those results to all other consumer reporting 
agencies to which the person furnished the information and that 
compile and maintain files on consumers on a nationwide basis; 
and

(E) if an item of information disputed by a consumer is found to  
be inaccurate or incomplete or cannot be verified after any  
reinvestigation under paragraph (1), for purposes of reporting 
to a consumer reporting agency only, as appropriate, based on 
the results of the reinvestigation promptly – 
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(i) modify that item of information;

(ii) delete that item of information; or

(iii) permanently block the reporting of that item of information.

(2) Deadline.  A person shall complete all investigations, reviews, and 
reports required under paragraph (1) regarding information provided 
by the person to a consumer reporting agency, before the expiration  
of the period under section 611(a)(1) [§ 1681i] within which the  
consumer reporting agency is required to complete actions required 
by that section regarding that information.

(c) Limitation on liability.  Except as provided in section 621(c)(1)(B),  
sections 616 and 617 do not apply to any violation of – 

(1) subsection (a) of this section, including any regulations issued  
thereunder;

(2) subsection (e) of this section, except that nothing in this paragraph 
shall limit, expand, or otherwise affect liability under section 616 or 
617, as applicable, for violations of subsection (b) of this section; or

(3) subsection (e) of section 615.

(d) Limitation on enforcement.  The provisions of law described in paragraphs 
(1) through (3) of subsection (c) (other than with respect to the exception 
described in paragraph (2) of subsection (c)) shall be enforced exclusively 
as provided under section 621 by the Federal agencies and officials and 
the State officials identified in section 621.

(e) Accuracy Guidelines and Regulations Required

See also 16 CFR Part 660 
74 Fed. Reg. 31484 (07/01/09)

(1) Guidelines.  The Bureau shall, with respect to persons or entities that 
are subject to the enforcement authority of the Bureau under section 
621 – 

(A) establish and maintain guidelines for use by each person that 
furnishes information to a consumer reporting agency regarding 
the accuracy and integrity of the information relating to  
consumers that such entities furnish to consumer reporting 
agencies, and update such guidelines as often as necessary; and

(B) prescribe regulations requiring each person that furnishes  
information to a consumer reporting agency to establish  
reasonable policies and procedures for implementing the  
guidelines established pursuant to subparagraph (A).
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(2) Criteria.  In developing the guidelines required by paragraph (1)(A), 
the Bureau shall – 

(A) identify patterns, practices, and specific forms of activity that 
can compromise the accuracy and integrity of information  
furnished to consumer reporting agencies;

(B) review the methods (including technological means) used to 
furnish information relating to consumers to consumer  
reporting agencies;

(C) determine whether persons that furnish information to consumer 
reporting agencies maintain and enforce policies to ensure the 
accuracy and integrity of information furnished to consumer 
reporting agencies; and

(D) examine the policies and processes that persons that furnish 
information to consumer reporting agencies employ to conduct 
re investigations and correct inaccurate information relating to 
consumers that has been furnished to consumer reporting agencies.

See also 16 CFR Parts 680, 698 Appx C 
74 Fed. Reg. 22639-40 (05/14/09) 
72 Fed. Reg. 61455-64 (10/30/07)

§ 624. Affiliate sharing [15 U.S.C. § 1681s-3]

(a) Special Rule for Solicitation for Purposes of Marketing  

(1) Notice.  Any person that receives from another person related to it by 
common ownership or affiliated by corporate control a communication  
of information that would be a consumer report, but for clauses (i), 
(ii), and (iii) of section 603(d)(2)(A), may not use the information to 
make a solicitation for marketing purposes to a consumer about its 
products or services, unless – 

(A) it is clearly and conspicuously disclosed to the consumer that 
the information may be communicated among such persons for 
purposes of making such solicitations to the consumer; and

(B) the consumer is provided an opportunity and a simple method 
to prohibit the making of such solicitations to the consumer by 
such person.

(2) Consumer Choice

(A) In general.  The notice required under paragraph (1) shall  
allow the consumer the opportunity to prohibit all solicitations 
referred to in such paragraph, and may allow the consumer 
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to choose from different options when electing to prohibit the 
sending of such solicitations, including options regarding the 
types of entities and information covered, and which methods 
of delivering solicitations the consumer elects to prohibit.

(B) Format.  Notwithstanding subparagraph (A), the notice  
required under paragraph (1) shall be clear, conspicuous, and 
concise, and any method provided under paragraph (1)(B) shall 
be simple. The regulations prescribed to implement this section 
shall provide specific guidance regarding how to comply with 
such standards.

(3) Duration

(A) In general.  The election of a consumer pursuant to paragraph 
(1)(B) to prohibit the making of solicitations shall be effective 
for at least 5 years, beginning on the date on which the person 
receives the election of the consumer, unless the consumer 
requests that such election be revoked.

(B) Notice upon expiration of effective period.  At such time as the  
election of a consumer pursuant to paragraph (1)(B) is no longer  
effective, a person may not use information that the person 
receives in the manner described in para-graph (1) to make any 
solicitation for marketing purposes to the consumer, unless the 
consumer receives a notice and an opportunity, using a simple 
method, to extend the opt-out for another period of at least 5 
years, pursuant to the procedures described in paragraph (1).

(4) Scope.  This section shall not apply to a person – 

(A) using information to make a solicitation for marketing purposes 
to a consumer with whom the person has a pre-existing business 
relationship;

(B) using information to facilitate communications to an individual 
for whose benefit the person provides employee benefit or other 
services pursuant to a contract with an employer related to and 
arising out of the current employment relationship or status of 
the individual as a participant or beneficiary of an employee 
benefit plan;

(C) using information to perform services on behalf of another 
person related by common ownership or affiliated by corporate 
control, except that this subparagraph shall not be construed as 
permitting a person to send solicitations on behalf of another 
person, if such other person would not be permitted to send the 
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solicitation on its own behalf as a result of the election of the 
consumer to prohibit solicitations under paragraph (1)(B);

(D) using information in response to a communication initiated by 
the consumer;

(E) using information in response to solicitations authorized or 
requested by the consumer; or

(F) if compliance with this section by that person would prevent 
compliance by that person with any provision of State insurance 
laws pertaining to unfair discrimination in any State in which 
the person is lawfully doing business.

(5) No retroactivity.  This subsection shall not prohibit the use of  
information to send a solicitation to a consumer if such information 
was received prior to the date on which persons are required to  
comply with regulations implementing this subsection.

(b) Notice for other purposes permissible.  A notice or other disclosure under 
this section may be coordinated and consolidated with any other notice 
required to be issued under any other provision of law by a person that is 
subject to this section, and a notice or other disclosure that is equivalent to 
the notice required by subsection (a), and that is provided by a person  
described in subsection (a) to a consumer together with disclosures  
required by any other provision of law, shall satisfy the requirements of 
subsection (a).

(c) User requirements.  Requirements with respect to the use by a person  
of information received from another person related to it by common  
ownership or affiliated by corporate control, such as the requirements 
of this section, constitute requirements with respect to the exchange of 
information among persons affiliated by common ownership or common 
corporate control, within the meaning of section 625(b)(2).

(d) Definitions.  For purposes of this section, the following definitions shall 
apply:

(1) The term “pre-existing business relationship” means a relationship 
between a person, or a person’s licensed agent, and a consumer, 
based on – 

(A) a financial contract between a person and a consumer which is 
in force;

(B) the purchase, rental, or lease by the consumer of that person’s 
goods or services, or a financial transaction (including holding  
an active account or a policy in force or having another  
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continuing relationship) between the consumer and that person 
during the 18-month period immediately preceding the date on 
which the consumer is sent a solicitation covered by this section;

(C) an inquiry or application by the consumer regarding a product 
or service offered by that person, during the 3-month period 
immediately preceding the date on which the consumer is sent a 
solicitation covered by this section; or

(D) any other pre-existing customer relationship defined in the 
regulations implementing this section.

(2) The term “solicitation” means the marketing of a product or service 
initiated by a person to a particular consumer that is based on an 
exchange of information described in subsection (a), and is intended 
to encourage the consumer to purchase such product or service, but 
does not include communications that are directed at the general  
public or determined not to be a solicitation by the regulations  
prescribed under this section.

§ 625. Relation to State laws [15 U.S.C. § 1681t]

(a) In general.  Except as provided in subsections (b) and (c), this title does 
not annul, alter, affect, or exempt any person subject to the provisions of 
this title from complying with the laws of any State with respect to the  
collection, distribution, or use of any information on consumers, or for 
the prevention or mitigation of identity theft, except to the extent that 
those laws are inconsistent with any provision of this title, and then only 
to the extent of the inconsistency. 

(b) General exceptions.  No requirement or prohibition may be imposed under 
the laws of any State  

(1) with respect to any subject matter regulated under  

(A) subsection (c) or (e) of section 604 [§ 1681b], relating to the 
prescreening of consumer reports;

(B) section 611 [§ 1681i], relating to the time by which a consumer 
reporting agency must take any action, including the provision 
of notification to a consumer or other person, in any procedure 
related to the disputed accuracy of information in a consumer’s 
file, except that this subparagraph shall not apply to any State 
law in effect on the date of enactment of the Consumer Credit 
Reporting Reform Act of 1996;
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(C) subsections (a) and (b) of section 615 [§ 1681m], relating to the 
duties of a person who takes any adverse action with respect to 
a consumer;

(D) section 615(d) [§ 1681m], relating to the duties of persons who 
use a consumer report of a consumer in connection with any 
credit or insurance transaction that is not initiated by the con-
sumer and that consists of a firm offer of credit or insurance;

(E) section 605 [§ 1681c], relating to information contained in 
consumer reports, except that this subparagraph shall not apply 
to any State law in effect on the date of enactment of the  
Consumer Credit Reporting Reform Act of 1996; 

(F) section 623 [§ 1681s-2], relating to the responsibilities of  
persons who furnish information to consumer reporting  
agencies, except that this paragraph shall not apply  

(i) with respect to section 54A(a) of chapter 93 of the  
Massachusetts Annotated Laws (as in effect on the date of 
enactment of the Consumer Credit Reporting Reform Act 
of 1996); or

(ii) with respect to section 1785.25(a) of the California Civil 
Code (as in effect on the date of enactment of the  
Consumer Credit Reporting Reform Act of 1996);

(G) section 609(e), relating to information available to victims  
under section 609(e);

(H) section 624, relating to the exchange and use of information to 
make a solicitation for marketing purposes; 

(I) section 615(h), relating to the duties of users of consumer 
reports to provide notice with respect to terms in certain credit 
transactions;

(J) subsections (i) and (j) of section 605A relating to security 
freezes; or

(K) subsection (k) of section 605A, relating to credit monitoring for 
active duty military consumers, as defined in that subsection;

(2) with respect to the exchange of information among persons affiliated 
by common ownership or common corporate control, except that this 
paragraph shall not apply with respect to subsection (a) or (c)(1) of 
section 2480e of title 9, Vermont Statutes Annotated (as in effect on 
the date of enactment of the Consumer Credit Reporting Reform Act 
of 1996); 



102

§ 625 - 15 U.S.C. §1681t

(3) with respect to the disclosures required to be made under subsection 
(c), (d), (e), or (g) of section 609, or subsection (f) of section 609 
relating to the disclosure of credit scores for credit granting purposes, 
except that this paragraph – 

(A) shall not apply with respect to sections 1785.10, 1785.16, and 
1785.20.2 of the California Civil Code (as in effect on the date 
of enactment of the Fair and Accurate Credit Transactions Act 
of 2003) and section 1785.15 through section 1785.15.2 of such 
Code (as in effect on such date);

(B) shall not apply with respect to sections 5-3-106(2) and 212-
14.3-104.3 of the Colorado Revised Statutes (as in effect on the 
date of enactment of the Fair and Accurate Credit Transactions 
Act of 2003); and

(C) shall not be construed as limiting, annulling, affecting, or  
superseding any provision of the laws of any State regulating 
the use in an insurance activity, or regulating disclosures  
concerning such use, of a credit-based insurance score of a  
consumer by any person engaged in the business of insurance;

(4) with respect to the frequency of any disclosure under section 612(a), 
except that this paragraph shall not apply – 

(A) with respect to section 12-14.3-105(1)(d) of the Colorado  
Revised Statutes (as in effect on the date of enactment of the 
Fair and Accurate Credit Transactions Act of 2003);

(B) with respect to section 10-1-393(29)(C) of the Georgia Code 
(as in effect on the date of enactment of the Fair and Accurate 
Credit Transactions Act of 2003);

(C) with respect to section 1316.2 of title 10 of the Maine Revised 
Statutes (as in effect on the date of enactment of the Fair and 
Accurate Credit Transactions Act of 2003);

(D) with respect to sections 14-1209(a)(1) and 14-1209(b)(1)(i) of 
the Commercial Law Article of the Code of Maryland (as in 
effect on the date of enactment of the Fair and Accurate Credit 
Transactions Act of 2003);

(E) with respect to section 59(d) and section 59(e) of chapter 93 of 
the General Laws of Massachusetts (as in effect on the date of 
enactment of the Fair and Accurate Credit Transactions Act of 
2003);
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(F) with respect to section 56:11-37.10(a)(1) of the New Jersey  
Revised Statutes (as in effect on the date of enactment of the 
Fair and Accurate Credit Transactions Act of 2003); or 

(G) with respect to section 2480c(a)(1) of title 9 of the Vermont 
Statutes Annotated (as in effect on the date of enactment of the 
Fair and Accurate Credit Transactions Act of 2003); or

(5) with respect to the conduct required by the specific provisions of – 

(A) section 605(g);

(B) section 605A;

(C) section 605B;

(D) section 609(a)(1)(A);

(E) section 612(a);

(F) subsections (e), (f), and (g) of section 615;

(G) section 621(f);

(H) section 623(a)(6); or

(I) section 628.

 (c) Definition of firm offer of credit or insurance.  Notwithstanding any  
definition of the term “firm offer of credit or insurance” (or any equiva-
lent term) under the laws of any State, the definition of that term contained 
in section 603(l) [§ 1681a] shall be construed to apply in the enforcement 
and interpretation of the laws of any State governing consumer reports.

(d) Limitations.  Subsections (b) and (c) do not affect any settlement,  
agreement, or consent judgment between any State Attorney General and 
any consumer  reporting agency in effect on the date of enactment of the 
Consumer Credit Reporting Reform Act of 1996.

§ 626. Disclosures to FBI for counterintelligence purposes 
[15 U.S.C. § 1681u] 

(a) Identity of financial institutions.  Notwithstanding section 604 [§ 1681b] or 
any other provision of this title, a consumer reporting agency shall furnish  
to the Federal Bureau of Investigation the names and addresses of all 
financial institutions (as that term is defined in section 1101 of the Right to 
Financial Privacy Act of 1978 [12 U.S.C. § 3401]) at which a consumer 
maintains or has maintained an account, to the extent that information is  
in the files of the agency, when presented with a written request for that 
information that includes a term that specifically identifies a consumer 
or account to be used as the basis for the production of that information, 
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signed by the Director of the Federal Bureau of Investigation, or the  
Director’s designee in a position not lower than Deputy Assistant Director  
at Bureau headquarters or a Special Agent in Charge of a Bureau field 
office designated by the Director, which certifies compliance with this 
section. The Director or the Director’s designee may make such a  
certification only if the Director or the Director’s designee has determined 
in writing, that such information is sought for the conduct of an authorized 
investigation to protect against international terrorism or clandestine  
intelligence activities, provided that such an investigation of a United 
States person is not conducted solely upon the basis of activities protected 
by the first amendment to the Constitution of the United States.

(b) Identifying information.  Notwithstanding the provisions of section 604 
[§ 1681b] or any other provision of this title, a consumer reporting agency 
shall furnish identifying information respecting a consumer, limited to 
name, address, former addresses, places of employment, or former places 
of employment, to the Federal Bureau of Investigation when presented 
with a written request that includes a term that specifically identifies a 
consumer or account to be used as the basis for the production of that 
information, signed by the Director or the Director’s designee, which 
certifies compliance with this subsection. The Director or the Director’s 
designee in a position not lower than Deputy Assistant Director at Bureau 
headquarters or a Special Agent in Charge of a Bureau field office  
designated by the Director may make such a certification only if the 
Director or the Director’s designee has determined in writing that such 
information is sought for the conduct of an authorized investigation to 
protect against international terrorism or clandestine intelligence activities, 
provided that such an investigation of a United States person is not  
conducted solely upon the basis of activities protected by the first  
amendment to the Constitution of the United States.

(c) Court order for disclosure of consumer reports.  Notwithstanding section 
604 [§ 1681b] or any other provision of this title, if requested in writing  
by the Director of the Federal Bureau of Investigation, or a designee of 
the Director in a position not lower than Deputy Assistant Director at 
Bureau headquarters or a Special Agent in Charge of a Bureau field office 
designated by the Director, a court may issue an order ex parte, which 
shall include a term that specifically identifies a consumer or account to be 
used as the basis for the production of the information, directing a  
consumer reporting agency to furnish a consumer report to the Federal 
Bureau of Investigation, upon a showing in camera that the consumer 
report is sought for the conduct of an authorized investigation to protect 
against international terrorism or clandestine intelligence activities,  
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provided that such an investigation of a United States person is not  
conducted solely upon the basis of activities protected by the first  
amendment to the Constitution of the United States. The terms of an order 
issued under this subsection shall not disclose that the order is issued for 
purposes of a counterintelligence investigation. 

(d) Confidentiality

(1) If the Director of the Federal Bureau of Investigation, or his designee  
in a position not lower than Deputy Assistant Director at Bureau 
headquarters or a Special Agent in Charge in a Bureau field office 
designated by the Director, certifies that otherwise there may result a 
danger to the national security of the United States, interference with 
a criminal, counterterrorism, or counterintelligence investigation, 
interference with diplomatic relations, or danger to the life or  
physical safety of any person, no consumer reporting agency or  
officer, employee, or agent of a consumer reporting agency shall 
disclose to any person (other than those to whom such disclosure is 
necessary to comply with the request or an attorney to obtain legal 
advice or legal assistance with respect to the request) that the Federal 
Bureau of Investigation has sought or obtained the identity of financial  
institutions or a consumer report respecting any consumer under  
subsection (a), (b), or (c) of this section, and no consumer reporting  
agency or officer, employee, or agent of a consumer reporting 
agency shall include in any consumer report any information that 
would indicate that the Federal Bureau of Investigation has sought or 
obtained such information on a consumer report.

(2) The request shall notify the person or entity to whom the request is 
directed of the nondisclosure requirement under paragraph (1).

(3) Any recipient disclosing to those persons necessary to comply with 
the request or to an attorney to obtain legal advice or legal assistance 
with respect to the request shall inform such persons of any applicable  
nondisclosure requirement. Any person who receives a disclosure 
under this subsection shall be subject to the same prohibitions on 
disclosure under paragraph (1).

(4) At the request of the Director of the Federal Bureau of Investigation 
or the designee of the Director, any person making or intending to 
make a disclosure under this section shall identify to the Director or 
such designee the person to whom such disclosure will be made or 
to whom such disclosure was made prior to the request, except that 
nothing in this section shall require a person to inform the Director 
or such designee of the identity of an attorney to whom disclosure 
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was made or will be made to obtain legal advice or legal assistance 
with respect to the request for the identity of financial institutions or 
a consumer report respecting any consumer under this section.

(e) Payment of fees.  The Federal Bureau of Investigation shall, subject to  
the availability of appropriations, pay to the consumer reporting agency 
assembling or providing report or information in accordance with  
procedures established under this section a fee for reimbursement for such 
costs as are reasonably necessary and which have been directly incurred in 
searching, reproducing, or transporting books, papers, records, or other 
data required or requested to be produced under this section.

(f) Limit on dissemination.  The Federal Bureau of Investigation may not 
disseminate information obtained pursuant to this section outside of the 
Federal Bureau of Investigation, except to other Federal agencies as may 
be necessary for the approval or conduct of a foreign counterintelligence 
investigation, or, where the information concerns a person subject to the 
Uniform Code of Military Justice, to appropriate investigative authorities  
within the military department concerned as may be necessary for the 
conduct of a joint foreign counterintelligence investigation.

(g) Rules of construction.  Nothing in this section shall be construed to  
prohibit information from being furnished by the Federal Bureau of 
Investigation pursuant to a subpoena or court order, in connection with a 
judicial or administrative proceeding to enforce the provisions of this Act. 
Nothing in this section shall be construed to authorize or permit the  
withholding of information from the Congress.

(h) Reports to Congress

 (1) On a semiannual basis, the Attorney General shall fully inform the 
Permanent Select Committee on Intelligence and the Committee on 
Banking, Finance and Urban Affairs of the House of Representatives,  
and the Select Committee on Intelligence and the Committee on 
Banking, Housing, and Urban Affairs of the Senate concerning all 
requests made pursuant to subsections (a), (b), and (c) of this section.

(2) In the case of the semiannual reports required to be submitted under 
paragraph (1) to the Permanent Select Committee on Intelligence  
of the House of Representatives and the Select Committee on  
Intelligence of the Senate, the submittal dates for such reports shall 
be as provided in section 415b of Title 50.

(i) Damages.  Any agency or department of the United States obtaining or 
disclosing any consumer reports, records, or information contained therein 
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in violation of this section is liable to the consumer to whom such consumer  
reports, records, or information relate in an amount equal to the sum of 

(1) $100, without regard to the volume of consumer reports, records, or 
information involved;

(2) any actual damages sustained by the consumer as a result of the  
disclosure;

(3) if the violation is found to have been willful or intentional, such  
punitive damages as a court may allow; and

(4) in the case of any successful action to enforce liability under this 
subsection, the costs of the action, together with reasonable attorney 
fees, as determined by the court.

(j) Disciplinary actions for violations.  If a court determines that any agency 
or department of the United States has violated any provision of this  
section and the court finds that the circumstances surrounding the violation 
raise questions of whether or not an officer or employee of the agency or 
department acted willfully or intentionally with respect to the violation, 
the agency or department shall promptly initiate a proceeding to determine 
whether or not disciplinary action is warranted against the officer or  
employee who was responsible for the violation.

(k) Good-faith exception.  Notwithstanding any other provision of this title, 
any consumer reporting agency or agent or employee thereof making 
disclosure of consumer reports or identifying information pursuant to this 
subsection in good-faith reliance upon a certification of the Federal Bureau 
of Investigation pursuant to provisions of this section shall not be liable 
to any person for such disclosure under this title, the constitution of any 
State, or any law or regulation of any State or any political subdivision of 
any State.

(l) Limitation of remedies.  Notwithstanding any other provision of this title, 
the remedies and sanctions set forth in this section shall be the only  
judicial remedies and sanctions for violation of this section. 

(m) Injunctive relief.  In addition to any other remedy contained in this section,  
injunctive relief shall be available to require compliance with the  
procedures of this section. In the event of any successful action under this 
subsection, costs together with reasonable attorney fees, as determined by 
the court, may be recovered. 
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§ 627. Disclosures to governmental agencies for 
counterterrorism purposes [15 U.S.C. § 1681v]

(a) Disclosure.  Notwithstanding section 604 or any other provision of this 
title, a consumer reporting agency shall furnish a consumer report of a 
consumer and all other information in a consumer’s file to a government 
agency authorized to conduct investigations of, or intelligence or counter-
intelligence activities or analysis related to, international terrorism when 
presented with a written certification by such government agency that such 
infor mation is necessary for the agency’s conduct or such investigation, 
activity or analysis and that includes a term that specifically identifies a 
consumer or account to be used as the basis for the production of such 
information.

(b) Form of certification.  The certification described in subsection (a) shall 
be signed by a supervisory official designated by the head of a Federal 
agency or an officer of a Federal agency whose appointment to office is 
required to be made by the President, by and with the advice and consent 
of the Senate.

(c) Confidentiality.  No consumer reporting agency, or officer, employee, or 
agent of such consumer reporting agency, shall disclose to any person, or 
specify in any consumer report, that a government agency has sought or 
obtained access to information under subsection (a).

(d) Rule of construction.  Nothing in section 626 shall be construed to limit 
the authority of the Director of the Federal Bureau of Investigation under 
this section.

(e) Safe harbor.  Notwithstanding any other provision of this title, any 
consumer reporting agency or agent or employee thereof making disclo-
sure of consumer reports or other information pursuant to this section in 
good-faith reliance upon a certification of a government agency pursuant 
to the provisions of this section shall not be liable to any person for such 
disclosure under this subchapter, the constitution of any State, or any law 
or regulation of any State or any political subdivision of any State.

(f) Reports to Congress

(1) On a semi-annual basis, the Attorney General shall fully inform the 
Committee on the Judiciary, the Committee on Financial Services, 
and the Permanent Select Committee on Intelligence of the House of 
Representatives and the Committee on the Judiciary, the Committee 
on Banking, Housing, and Urban Affairs, and the Select Committee 
on Intelligence of the Senate concerning all requests made pursuant to 
subsection (a) of this section.
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(2) In the case of the semiannual reports required to be submitted under 
paragraph (1) to the Permanent Select Committee on Intelligence  
of the House of Representatives and the Select Committee on  
Intelligence of the Senate, the submittal dates for such reports shall 
be as provided in section 415b of Title 50.

§ 628. Disposal of records [15 U.S.C. § 1681w] 
See also 16 CFR Part 682 

69 Fed. Reg. 68690 (11/24/04)

(a) Regulations

(1) In general.  The Federal Trade Commission, the Securities and  
Exchange Commission, the Commodity Futures Trading Commission,  
the Federal banking agencies, and the National Credit Union  
Administration, with respect to the entities that are subject to their 
respective enforcement authority under section 621, and in coor-
dination as described in paragraph (2), shall issue final regulations 
requiring any person that maintains or otherwise possesses consumer 
information, or any compilation of consumer information, derived 
from consumer reports for a business purpose to properly dispose of 
any such information or compilation.

(2) Coordination.  Each agency required to prescribe regulations under 
paragraph (1) shall – 

(A) consult and coordinate with each other such agency so that, 
to the extent possible, the regulations prescribed by each such 
agency are consistent and comparable with the regulations by 
each such other agency; and

(B) ensure that such regulations are consistent with the requirements  
and regulations issued pursuant to Public Law 106-102 and 
other provisions of Federal law.

(3) Exemption authority.  In issuing regulations under this section, the 
agencies identified in paragraph (1) may exempt any person or class 
of persons from application of those regulations, as such agency 
deems appropriate to carry out the purpose of this section.

(b) Rule of construction.  Nothing in this section shall be construed – 

(1) to require a person to maintain or destroy any record pertaining to a 
consumer that is not imposed under other law; or

(2) to alter or affect any requirement imposed under any other provision 
of law to maintain or destroy such a record.
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§ 629. Corporate and technological circumvention prohibited 
[15 U.S.C. § 1681x]

The Bureau shall prescribe regulations, to become effective not later than 90 
days after the date of enactment of this section, to prevent a consumer reporting 
agency from circumventing or evading treatment as a consumer reporting 
agency described in section 603(p) for purposes of this title, including – 

(1) by means of a corporate reorganization or restructuring, including a 
merger, acquisition, dissolution, divestiture, or asset sale of a  
consumer reporting agency; or

(2) by maintaining or merging public record and credit account  
information in a manner that is substantially equivalent to that  
described in paragraphs (1) and (2) of section 603(p), in the manner 
described in section 603(p).

See also 16 CFR Part 611 
69 Fed. Reg. 8531 (02/24/04) 

69 Fed. Reg. 29061 (05/20/04)
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